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1. Introduction

This document provides a description of the data interface for invoice and acknowledgement of data messages
containing information on sales which the taxpayers are obliged to send for every sale made and subject to registration
of Sales.

Files containing definition of the XML schema and the Web service (WSDL), which describe the structure of the
registered invoice data messages and the Web service used to receive them are provided as Annexes to this document.

1.1 USED ABBREVIATIONS

Abbreviation Description
CA Certificate Authority
CIS Central Invoice System
CPCM CPCM is central portal for the control and management of taxpayers

in the cash transaction subsystem

CRL Certificate Revocation List
CRN Cash Register Number
FIC Fiscal Identification Code (generated at server side after successful

verification of the invoice)

GUID Global Unique Identifier
Ic Issuer’s invoice code
NUIS National Unique Identification Number
ocsp On-Line Certificate Status Protocol
SOAP Message exchange protocol for XML messages as specified at:
https://www.w3.org/TR/soap/
TCR Taxpayer Cash Register. The same as billing device or electronic billing
device.
TCRN Taxpayer Cash Register Number.
uc Use case
uuib Universally Unique Identifier

Web Services Description Language —XML-based language for
WSDL description of functions offered by a WWW service as specified at
http://www.w3.0org/TR/wsdl

A XML-based language intended for definition of XML document
structure as specified at

XML Schema http://www.w3.0rg/TR/xmlschema11-1/

and

https://www.w3.org/TR/xmlschemal1-2/

Table 1
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Term

Definition

Response data message

A data structure in a defined format prescribed by the financial authority, which contains the
Fiscal Identification Code (FIC) and is used as acknowledgement of invoice and formal correctness
of the registered invoice data message sent.

Error Data Message

A data structure in a defined format prescribed by the financial authority, which contains an error
code and its text description as a reaction to a registered invoice data message received
containing critical errors preventing it from being processed, or when another error occurs which
prevents the message being processed at the tax authority's side.

An invoice is a proof of sale issued (in paper form or electronically) by a taxpayer to a person or

Invoice
entity making a purchase, which contains information on a registered invoice.
Person who is issuing the invoice. Issuer of the invoice is responsible for the fiscalization of the
Issuer invoice in CIS. This person is in most cases the seller of goods and services but in case of self-

billing invoice, the issuer is the buyer of goods and services.

Registered Invoice

Invoice which is registered on CIS containing FIC.

Registered invoice data message

A data structure in a defined format prescribed by the financial authority, which contains
information about the e-sale and other technical information necessary. This is a complete XML
message containing information described in the relevant Web service standards:
SOAP/WSDL/WS-Security, etc.

A registered invoice data message is sent by a cash register to the tax authority’s common

technical equipment.

Taxpayer's cash register

A device on the taxpayer's side, which sendsinformation on registered invoices to the
taxauthority. This may signify, depending on thecontext, an end device such as a cash register, or
additional SW and HW actually sending the registered invoices information.The data
messagesinclude an item marked as"Cash register ID", which identifies the enddevice (cash
register). In other parts of the text, this term usually means the end device and the relevant SW

and HWsending the data messages.

Table 2

6| 68




Fiscalization Service
Improvement of the Management Module of the Billing Control

Technical Specification (DRAFT)

2. Environments

The government will publish Web service addresses for two types of environments: production environment and one
or more test environments:

- Non-production environment will be used solely by software developers (developing software for cash
registers), not by cash registers' end users. Sending a data message to the non-production environment shall
not be considered sending of registered invoice information. The FIC returned by the non-production
environment is not a valid FIC (it is different per prefix). In the non-production environment, digital certificates
for cash registers may be issued using a simplified process.

- Production environment is to be defined

Endpoints:

o Non-production environment: https://alimc.neos.hr/FiscalizationService

o Production environment: To be defined

2.1 PREPARATION WORKS FOR FISCALIZATION SERVICE USE

Details on this matter can be found inError! Reference source not found., chapter that covers this subject. Below is the

process diagram.

Software that
supports fiscal
service installed

Hardware
infrastructure
installed

r Establishing the 1
- permaner‘ntIr'|ternetJ

connection

Taxpayer

Request for
certificate
made

Certificate
installation

Fiscalization Fiscalization
need preparations
made

AKSHII

Certificate

issuing

Figure 1

2.2 TOPOLOGY

Users access the CIS by initiating 1-way TLS connection. Clients exchange messages with Tax administration’s access
point using TLS channel by described procedure. Data exchange is synchronous, meaning access point answers on

user’s request immediately. Request and response messages formats are specified through XML schema.
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2.2.1 CIS ACCESS POINT

Implementation and maintenance of the access point is a TBD’s task. TBD company will provide its users connection to

the access point in two environments: production and test.

2.2.2 INTERNET CONNECTION

Access point will be available through internet networks in HTTPS protocol.

2.2.3 INFORMATION SYSTEM OF THE CLIENT

Clients are obliged to provide hardware and software support for messages exchange with access point. As shown on
image below, there is no mediatory component development planned. Development of the hardware-software
solutions is in client’s domain of business. Client is also obliged to secure internet connection to CIS access point with
needed bandwidth. Platform choice and software solution implementation Is in client’s domain and such information
is not needed to be told to TBD company.

PAYERS INTERNET TAX ADMINISTRATION

>

Web service endpoint

1
~e—

..,

2.3 CONDITIONS FOR CONNECTION TO CIS
Central information system (CIS) of the Tax administration will be available in two environments: production and test.

Connection conditions are similar but differ in addresses of their access points and certificates. In production

environment certificates are issued by TBD, while in test environment certificates are issued by TBD2. Environments
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are not different in its functionality (besides new functionalities development), only difference is in data — test

environment uses test data.

2.3.1 NETWORK PRECONDITIONS AND RECOMMENDATIONS

To connect to the CIS of the Tax administration, client system needs to fulfil these conditions:

Network type Internet

Recommended open TCP ports to CIS 443

Network recommendations for client system are:

Link characteristics Permanent symmetric link

Bandwidth 2 Mb/s at minimum (up to 40 messages per second with assumption that message takes 6 KB)

2.3.2 SECURITY PRECONDITIONS

All communication with CIS of the Tax administration is protected by 1-way TLS encryption at the transport layer. In
production environment CIS presents itself to client with a TLS certificate issued by Akshii production CA, while in test

environment the certificate is issued by Akshii test CA.

Protection at the transport layer HTTPS (TLS v1.1 and v1.2, AES_256 encryption at least)

Certificates for the electronic signing Certificate type: applicationdigital certificate for fiscalization

233 APLICATION PRECONDITIONS

CIS’ functionality is available to its clients using web-service technology. That is the reason for client application (or

infrastructure, depending on realization) needs to fulfil these preconditions:

Client creation standards Ws-1
Service type Document-literal
Application protocol SOAP/HTTPS (SOAP 1.1)
Code site of the request message XML UTF-8
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3. Interface

Interface for exchanging the data between the taxpayer and CIS regarding the fiscalization will be SOAP web service.
Messages are in XML format according to the standards of SOAP messages.

The web service has several operations which will be used by the taxpayer who needs to do the fiscalization of the
invoices. Invoices are issued by the electronic billing device represented by its code. The code is assigned in operation
of registration of electronic billing device which needs to be executed during the installation of each electronic billing
device. At the beginning of each day, electronic billing device which handles cash transactions must register the amount
of cash in the deposit and only then it should start to issue the invoices. Each invoice should be registered to the
fiscalization service and upon successful registration the invoice is assigned FIC which is printed on the invoice. In case
that the invoice needs to be corrected, new corrective invoice is issued referencing the invoice which needs to be
corrected. This new corrective invoice has items with negative amount and price which correspond to items in the
original invoice. During the day, electronic billing devices for cash payments should register current cash balance. This
is recommended to be done multiple times per day (to ensure the correct cash balance) and when the operator of the
electronic billing device changes (because usually then the operator checks the cash balance). Each of this operation is

explained in its chapter together with the list of elements of the exchanged messages.

Taxpayers should also register warehouse transfer notes for all goods transferred between warehouses and sale

premises inside territory of Republic of Albania.

Message sent by the taxpayer to CIS is the request message to which CIS replies by sending the response message. In
case of an error, the error message is sent in the response with its structure. Request and response messages (except
for the error message) all have the following parts: header (general info about the message), data (data specific for the
operation), sighature (digital signature signed by the person who is sending the message which provides the identity of
the sender and info to verify that the data of the message is not changed). Signature is explained in chapter5.3Message

Security.

3.1 INTERFACE VERSIONING

Versioning of the fiscalization service will be based on semantic versioning schema. Each version has a version number

assigned which expressed as “MAJOR.MINOR.PATCH” each of which are integers incremented according to these rules:

e MAJOR version is increased when there are incompatible APl changes. New interface will be provided, and old
interface will remain for some period. Clients are expected to upgrade to new version as described in release
notes of the new version.

e MINOR version isincreased when a functionality is added in a backwards-compatible manner. Current interface
remains compatible with current clients, but new functionalities are added which can or should be used. Clients
are expected to upgrade to new version as described in release notes of the new version.

e  PATCH version is increased when there are backwards-compatible bug fixes. Current interface remains the

same.

Service endpoint will have a context suffix /vMAJOR, e.g. /Fiscalization Service/v2. This means that at one moment there
might be several active service endpoints with different MAJOR versions but each of them will always have the latest
MINOR and PATCH versions.
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3.2 DATA MESSAGE CODING

All items in all data messages will only use selected characters encoded as a single byte in a standard decimal ASCII
character set. The allowed decimal codes are 9, 10, 13, or 32 to 126.

UTF-8 must be used for encoding the data messages as XML documents, i.e. first line of the XML SOAP envelope will
always be:

<?xml version="1.0" encoding="UTF-8"?>

All XML elements of the fiscalization service are part of the same namespace, referenced in the Web service definition
(WsDL).

The data format mask for individual items, which is listed along with their detailed description below, is a regular
expression in the sense of the XML Schema, which defines the required syntax of the given item.

3.3 DATA MESSAGE STRUCTURE

All types of data messages have a common basic data format based on the SOAP 1.1 (Simple Object Access Protocol)
protocol, i.e. application XML data structures are inserted into the body of the SOAP envelope. Unlike SOAP envelope
header which remains empty.

Every request and response data message shall be signed with a private key belonging to the issuer or fiscalization
service respectably. Exception to that rule are error messages (described in the chapter 3.7) which are not signed by

the fiscalization service.

Digital signature is calculated only for the data message that resides inside SOAP envelope body element and is
incorporated inside that data message as a envelop signature XML element.

3.4 REGISTER NEW TCR

Each electronic billing device should be registered on CIS in order to receive the code which represents that electronic
billing device. This code is used for identification of electronic billing device in messages which are exchanged between
CIS and the electronic billing device. This registration should be done only once when the electronic billing device is

installed in the business unit where it is used.
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Figure 2 - Registration of electronic billing device
Field type Occurrence _
Name ) Description
[Min, Max]
RegisterTCRRequest Element 1,1] Root XML element representing registration of TCR.
Header Element 1,1] XML element representing header...
uuID Attribute [1,1] ID of the message.
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SendDateTime Attribute [1,1] Date and time of sending the message to the Tax administration.
TCRRequest Element [1,1] XML element representing a single registration message.
RegDateTime Attribute 1,1 Date and time of the TCR registration.
IssuerNUIS Attribute [1,1] Taxpayer’s NUIS.
BusinUnit Attribute [1,1] Business unit number.
TCROrdNum Attribute [1,1] Order number of the TCR.
SoftNum Attribute 1,1 Number of the software used by TCR.
ManufacNum Attribute [1,1] Number of the software manufacturer.
Signature Element [1,1] XML element with digital signature.
Table 3

3.4.1.1 Header

Element representing the header of the request data message.

3.4.1.2 Header UUID

Element generated by the TCR. It uniquely identifies the request message sent from TCR to CIS. UUID should be
constructed according to the RFC4122.

Data type string
Length 36 characters
Pattern [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[1-5][0-9a-FA-F]{3}-[89abAB][0-9a-fA-F]{3}-[0-9a-fA-F]{12}

58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66

Table 4

3.4.1.3 Header SendDateTime

Element represents date and time of sending the request message to the CIS. Date and time should be in ISO 8601

format.
Data type dateTime
Length 23 characters
Pattern [0-9]{4}-[0-9){2}-[0-9){2}T([0-9]{2}:[0-9]{2}:[0-9]{2}[+-][0-9]{2}:[0-9]{2}
2019-01-24T22:00:58+01:00
Example 2019-01-24T22:00:58-01:00

Table 5

3.4.1.4 TCRRequest

Element representing a single TCR registration request.

3.4.1.5 TCRRequest RegDateTime

Element representing registration date and time.
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Data type dateTime
Length 23 characters
Pattern [0-91{4}-[0-91{2}-[0-91{2}T[0-91{2}:[0-91{2}:[0-81{2}+-][0-9]{2}: [0-912}
2019-01-24T22:00:58+01:00
Example 2019-01-24T22:00:58-01:00
Table 6
3.4.1.6 TCRRequestlssuerNUIS
Element representing issuer's NUIS.
Data type string
Length 10
Pattern [a-2A-Z){1}{0-9]{8}{a-2A-Z}{1}
Example K72001008V
Table 7
3.4.1.7 TCRRequestBusinUnit

Code (ID) of the business unit in which the invoice is issued.

Data type string
Length 36 characters
Pattern [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[1-5][0-Oa-fA-F]{3}-[89abAB][0-9a-fA-F]{3}-[0-9a-fA-F]{12}
58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66
Table 8
3.4.1.8 TCRRequestTCROrdNum
Element representing the order number of the TCR.
Data type integer
Pattern ([1-9][0-91*)
Example 2
Table 9
3.4.1.9 TCRRequest SoftNum

Number of the software used for invoice issuing.

Data type string

Length 36 characters

pattern [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[1-5][0-9a-fA-F]{3}-[89abAB][0-9a-fA-F]{3}-[0-9a-fA-F]{12}
58e0a7d7-eebc-41d8-9669-0800200c9a66

Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66
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Table 10

3.4.1.10 TCRRequest ManufacNum

Number of the manufacturer of the software used for invoice issuing.

Data type string
Length 36 characters
Pattern [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[1-5][0-Oa-fA-F]{3}-[89abAB][0-9a-fA-F]{3}-[0-9a-fA-F]{12}

58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66

Table 11

3.4.1.11 Signature

XML element stores enveloped digital signature described in the chapter 5.3.1.

3.4.2 REGISTER TCR RESPONSEDATA MESSAGE

Field type Occurrence .
Name Description
[Min, Max]
RegisterTCRResponse Element [1,1] Root XML element representing registration of TCR.
Header Element 11,1 XML element representing header...
uuip Attribute 11,1 ID of the message.
RequestUUID Attribute [1,1] UUID of the request message for which this response message was sent.
SendDateTime Attribute [1,1] Date and time of sending the message to the Tax administration.
TCRNumber Element [1,1] ID of the TCR generated by the CIS.
Signature Element 11,1] XML element with signature.
Table 12

3.4.2.1 Header

Element representing the header of the response data message.

3.4.2.2 Header UUID

Element generated by the CIS. It uniquely identifies the response message sent from CIS to TCR. UUID should be
constructed according to the RFC4122.

Data type string
Length 36 characters
pattern [0-9a-FA-FI{8)-[0-9a-FA-FI{4}-[1-5][0-8a-FA-F]{3}-(89abAB][0-8a-FA-F]{3}-[0-9a-fA-F]{12}

58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66

Table 13
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3.4.2.3 Header Request UUID

Element generated by the TCR and referenced by the CIS. It uniquely identifies the request message for which response
message was sent to the TCR. UUID should be constructed according to the RFC4122.

Data type String

Length 36 characters

Pattern [0-9a-fA-F] {8} - [0-9a-FA-F] {4} - [1-5] [0-9a-fA-F] {3} - [89abAB] [0- 9a-fA-F] {3} - [0-9a-fA-F] {12}
58e0a7d7-eebc-41d8-9669-0800200c9a66

Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66

Table 14

3.4.2.4 Header Send Date Time

Element represents date and time of sending the response message to the TCR. Date and time should be in ISO 8601

format.
Data type dateTime
Length 23 characters
Pattern [0-9]{4}-[0-9]{2}-[0-9){2}T([0-9]{2}:[0-9]{2}:[0-9]{2}[+-][0-9]{2}:[0-9]{2}
2019-01-24T22:00:58+01:00
Example 2019-01-24T22:00:58-01:00
Table 15
3.4.2.5 TCR Number
ID of the TCR device, generated by the CIS.
Data type string
Length 36 characters
Pattern [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[1-5][0-9a-FA-F]{3}-[89abAB][0-9a-fA-F]{3}-[0-9a-fA-F]{12}
58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66
Table 16

3.4.2.6 Signature

XML element stores enveloped digital signature described in the chapter 5.3.1.

343 ERROR MESSAGE

Error message is defined in chapter 3.8

3.4.4 EXAMPLE XML

3.4.4.1 Request XML

<soapenv:Envelopexmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"xmlns:sch="http://alimc.neos.hr/FiscalizationService/schema"xmlns:xd
="http://www.w3.0rg/2000/09/xmldsig#">

<soapenv:Header/>

<soapenv:Body>
<RegisterTCRRequestxmlns="http://alimc.neos.hr/FiscalizationService/schema"xmlns:ns2="http://www.w3.0rg/2000/09/xmldsig#"Id="Request">
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<HeaderSendDateTime="2019-06-14T11:00:42+02:00"UUID="9f4459da-e558-4cbc-bbff-217667096451" />
<RequestBusinUnit="07790411-b967-454e-8e7c-a8154d719020"RegDateTime="2019-06-14T11:00:42+02:00"IssuerNUIS="K72001009V"SoftNum="2191a92e-b3b1l-
44f5-a2eb-84abc817264f"ManufacNum="58e@a7d7-eebc-41d8-9669-0800200c9a66" TCROrdNum="58e0@a7d7-eebc-41d8-9669-0800200c9a66"

</Request>
<Signaturexmlns="http://www.w3.0rg/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethodAlgorithm="http://www.w3.0rg/2001/10/xml-exc-
clan#"/><SignatureMethodAlgorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256"/><ReferenceURI="#Request"><Transforms><TransformAlgorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature"/><TransformAlgorithm="http://www.w3.0rg/2001/10/xml-exc-
clan#"/></Transforms><DigestMethodAlgorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><DigestValue>EIWEiHIM+ppzdWXr5tbh1TbyMGQZ7cEIzGOeJuXBuT
Q=</DigestValue></Reference></SignedInfo><SignatureValue>cvUsypF7Ui0]86sul4VMwNH+OEKEZztOTcqImL30cV2/uaDeqailAH2IGW+NaHgZcs2mvRnbtep7y
XpVF/B4Yga02V8fIIW5UBMbMzNreS4bpfU34boPfz1ZZXHU9ujXwdkQIqOsBDIOLUTPN8ye7MM9js

wkNb3rdREugmakaNZMHy IGFNgOpQPpNhZhA++LoQBMUTsMYsQiuS2ci833dQcIEHPafoOMT8pMVZz
elhOEQxCep86pcz1TON+LkihdmzDCjUVITR2xywGjNqGUYGM]jZkocBIF7fzh9V19soPXeCqVt5PF
9kJs1Yyl1Zfcs1/@PsVieFjiEQVXx1E6GK1F2NVQ==</SignatureValue><KeyInfo><X509Data><X509Certificate>MIIE6TCCAtGEAWIBAgICEA8WDQYIK0ZIhvcNAQELBQAWWDELM
AkGA1UEBhMCSFIXEDAOBgNVBAgM

BONyb2F@aWExFDASBgNVBAOMCOS5F T1IMgZC5vLm8uMS EwHwYDVQQDDBhORUSTIGQubySvLiBIbnR1

€m11ZG1hdGUwHhcNMT kwMj TyMTMxMTE 1Wh cNM3 cwMj IwMTMxM T E 1Wj BPMQswWCQYDVQQGEWIIUFEQ
MA4GA1UECAWHQ3JVYXRpYTEUMBIGALUECEWLRGVtbyBmaXNrYWwxGDAWBgNVBAMMD2Zpc2thbDEu
bmVvcy50cjCCASIwDQYIKoZIhvcNAQEBBQADggEPADCCAQOCEEEBAOSzkeSLTWBYTVTMZY2bXfyk

FMhiKM25yCfCFgnBHrJLUVeRRR74kGbMdg6cn1UE7vynpfVafme jmerebAA832I5MAq7GIBYU/ tN
ZtjyB2iFGYVbXKaZ9IMTVn4M1uLE708q2]0jtSscprMf63IP1kUAdZgevGrvIoBjMxrpB3y+1p0I
z10VQ9x5UrQcdTI1VvrKDeR1C/61hmmLp+mbl/WmGBL02z0oSryg8vIzrTSEuvXanXaYmQJL3YfbG
HRARIYF2YXZmbB1ETJujnHj1D2TvxxSquoZSuryMv1SOpfTurVrfhrobpfHtMd1U8GO3acBuBaXX
1E61AyunLMBzoUBCAWEAAaOBXTCBwjAJBgNVHRMEAjAAMBEGCWCGSAGG+EIBAQQEAWIFODAZBglg
hkgBhvhCAQOEJIhYkT3B1bINTTCBHZW51cmFOZWQEQ2XxpZW50IEN1cnRpZmljYXRIMBOGA1UdDEQW
BBQPS5MUP/iZc6yxbyFYV9quMDLq5uzAfBgNVHSMEGDAWEBS7a9gudUvZTTp3chYtQqKDNcDq0zAO
BgNVHQ8BAf8EBAMCBeAwHQYDVRO1BBYWFAYIKwYBBQUHAWIGCCSGAQUFBWMEMARGCSqGSIb3DQEB

CWUAA4TICAQAJAQ+fa3FtbxgHpKEPagG9+hq8oCzdb5M/WFEME LKUQuwmly4nV+9C+ohnOBtAOSAL
UBDp4FNPGUPRj1SB7jy1uDyXj50aCLMnvfBnypcuANdxMO7L1YX38wLiTiSdVyjMi2wexNj49aXA
PWexjwUFecCK270@FB9yJ7yF8wc+zcZ9m1UBbmKvDQgPgHHhdsCBbYmpTtF5HfVBXqZBrqzLXfU/P
PdKHxzwi8337eUQGaIUzn1S870IDIYEMAVBLGOOVUS52B/eG1PBXKqR3tgrhRHiJ5V/ANPP76n3Uz
1SXqTR8ujK3dUxQPszylYqYXcWH5gBwWIAmikbZEoVXGuzd3M+NYPATQAkOLKYuUPZKCRKLNKCZ8Xi
Yz7DHLEJYTCvxdT7HLAWALNctgIhIFBUa22Dh1Y2At2rznXoFyeDtndQG6KR6XwL+EHPbDEFZPRE
mBcJpTAhgKH67z4dVTNFjFAGYZkBb7C7g4LDGpdFBZzIj7GZ2HS1GIuTUZ2uZ6T31hmEZDESG6V70
XHZFn8NE1rZ/ZGYNWDh7X0YB7CmutL+1dydbOmpXnv1vl1imkX84mC5019s8XqFHKd9YLVOCnZ1hh
U7AUm6XBIztPt1t004KpCZaubOeyrCWjM+1XKiigNagaXUjrriif/j5alLAq5sMhZeHOMWEUTLUL
uoqWsSuLmA==</X509Certificate></X509Data></KeyInfo></Signature></RegisterTCRRequest>

</soapenv:Body>

</soapenv:Envelope>

3.4.4.2 Response XML

<S:Envelopexmlns:env="http://schemas.xmlsoap.org/soap/envelope/"xmlns:S="http://schemas.xmlsoap.org/soap/envelope/">
<env:Header/>

<S:Body>
<RegisterTCRResponseId="Response"xmlns="http://alimc.neos.hr/FiscalizationService/schema"xmlns:ns@="http://www.w3.0rg/2000/09/xmldsig#">
<TCRNumber>58e@a7d7-eebc-41d8-9669-0800200c9a66</TCRNumber>
<Signaturexmlns="http://www.w3.0rg/2000/09/xmldsig#">

<SignedInfo>
<CanonicalizationMethodAlgorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<SignatureMethodAlgorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<ReferenceURI="#Response">

<Transforms>
<TransformAlgorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<TransformAlgorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</Transforms>
<DigestMethodAlgorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>gopN9YIPpj/gyqmnkQQ/sBbH2SsSWKInwQ26Iy3bvQVg=</DigestValue>
</Reference>

</SignedInfo>
<SignatureValue>E50rIGE+pC3DIqpsSVjcE+yItcxspOU+yWqIDOIyaxP2s90thYdihk6Z77treRWIbBgsVmM1X2+Yn
PcI31kghztmKLwhdLgHLPIREUrvV+1V/3cQNfwd/79AypN1g48CXYek EwHWHW211VLCdfOR86CcVMF
1+jVC2cvinl20gLmaix70E7N9tfIkXApbQSb8+btz13jnB+y0iQQhhtV4ZoF DrDpwgUggjFW2F2N6
Pdwndgx7b89ENphgpqUyV0g+PCQYOtI4aygIngQVPay+9bSga66eFWyEhIcYMCb4afFDIKLIIUVk
+bqfkZPA82LGVHGOxaJl4wT+ZkfXqZUCI7qoS6Q==</SignatureValue>

<KeyInfo>

<X509Data>
<X509Certificate>MIIFOTCCAYGEAWIBAgICEAWWDQYJIK0ZIhvcNAQELBQAWWDELMAKGA1IUEBhMCSFIXEDAOBENVBAEM
BONyb2F@aWExXxFDASBENVBAOMCOS5F TIMgZC5vLm8uMS EwHWYDVQQDDBhORU9TIGQuby5vLiBIbnR1
cm11ZG1hdGUwHhcNMTgwOT EwMDgXODEwWhcNMjYwOTA4MDEXODEwWjBPMQswCQYDVQQGEWIIUFEQ
MA4GA1UECAWHQ3JVYXRpYTEUMBIGALUECEWLRGVtbyBmaXNrYWwxGDAWBENVBAMMD2Zpc2thbC5w
cm92aWR1cjCCASIwDQYIKoZIhvcNAQEBBQADEEEPADCCAQOCEEEBAL6OFHeQjAKa8sEXvHAhTbSw
ZKBc/bdtjAv3NlupeeZXGGUJIDNXCcXADNUIKLKUtEIXjd2MAp5tD5P7GWCHDVXVhebTzS5Z7UAz
3pHHUD6gG1RFF8IIcxwyr0164t/RxtEGtgu2mV7oPGsvFrCalweANt1cXISwM3nS079ydcWGxx7 T
ILBVQgnttXM+tsH6eRwdtvMm5TCUdCE3eNIbKUFVzzMOy7GSWgn+Vy3ywvmrVGtCKBs7f1dviSur
S/mjT1gnh3UjpPiEuTLhZzxdJALqzVIrBlg50b+ulWL07ya03jM531SKLU7XnXKF1HKOR4BHXEhzX
gZWOYxt IHAgDOp cCAWEAAAOCARQWEEEQMAKGATIUdEWQCMAAWEQY JYIZIAYb4QgEBBAQDAEZAMDMG
CWCGSAGG+EIBDQQMFiRPCcGVUUINMIEd1bmVyYXR1ZCBTZXJ2ZXIgQ2VydGlmaWNhdGUWHQYDVROO
BBYEFBNDmR+u/dP99QpQUa/sJfuilSEBMHcGALUdIWRWMG6EAFLtr2C51S91NOndyFilCooM1wO07
0oVKkUDBOMQswCQYDVQQGEwJIUjEQMA4GALUECAWHQ3JVYXRpYTEUMBIGA1UECEWLTKVPUYBKkLmM8uU
by4xFzAVBgNVBAMMDK5FT1MgZC5vLm8uIENBgg IQADAOBENVHQ8BAT8EBAMCBAaAWEWYDVRO1BAWW
CgYIKwYBBQUHAWEWDQYJKoZIhvcNAQELBQADEgIBADBSIKOWOT1VcYZuelK73I2Y@BNnzj7TbuziG
u+BOYzLA19n62y01/dC1ly9uOeKeRoYV889AFNE1ltu3yaReYdFBISF8HpXKm1iNQL9iNe6DnacPze
ORpXSEMyv12pzB2j55jhbn@7sIW/daaxSC2c9bjWc6Q6DbAZ 8 8xXpzHSNHS XHM7 1CXx8gNSe3we
Ygm2bxn2+7WD1nqUfFdsFI1f3VZ7cdq66Qhd7h@P00i5vTypXIzH8D42NQzrHH5PRM]zQmKmK7GE
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veote1kXPX1X851sGYOZnsQ+cxZKZmOcwL @ILdniVQERUFXPYRQ24D1mqGhyVIWjSIUXSvCjhknhB
nJGnyTQ5+DQ9tnLdQu7+azeDwNNtG/QgnLbgFVKzXwNgxXJsilvl/VqwaF8/k9+D/Wdi5FX28 TXf
KfG1jkGHiCKItyQaVuNGEVSTFURYVgQWpSzvtSF7yJOT7S+/0Ui905H+NZ0ObilZe9ZrdaB2VK4pz
FEVYEPtz2XyY2UOMGJALd@fIMcEUUXEZ@OrVmgtOxSEGI+3wys1Ix/pe0zpS8pMSmIS3a/uKKOFA
t0ajqoT3QYiJgugetwyLl/c+iSNYOWME6XGXPH2RwkrOUFmdskN511uDerDD8RYD/5sYXzy+J12deT
FbR1i7FZKdQZc/WdwruyYIHYKTCznxUZu2SQ/hsah</X509Certificate>

</X509Data>

</KeyInfo>

</Signature>

</RegisterInvoiceResponse>

</S:Body>

</S:Envelope>

3.5 REGISTER TCR CASH BALANCE

Every day before registering the first invoice on CIS, each electronic billing device for handling cash transactions should
register the amount of cash in the deposit. During the day, the operator can put or take cash from the electronic billing
device and check the cash balance and then the operator should initiate the action of registering new (current) TCR cash

balance.
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For more details see Error! Reference source not found. document, chapter about registration of cash balance of

electronic billing device.
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3.5.1 REGISTER TCR CASH BALANCE REQUESTDATA MESSAGE

Field type Occurrence _
Name Description
[Min, Max]
RegisterTCRCashBalanceRequest Element [1,1] Root XML element representing registration of TCR first deposit.

Header Element [1,1] XML element representing header of the message.

uuID Attribute [1,1] UUID generated by a TCR for every register sale data message send to the CIS.

SendDateTime Attribute [1,1] Date and time of sending the message from a TCR to the CIS.
CashBalance Element [1,1] XML element representing a single invoice.

BalanceCheckDateTime Attribute [1,1] Date and time when the cash balance was checked.

CashAmt Attribute [1,1] Amount of the cash balance in the TCR.

TCRNumber Attribute [1,1] Number of the TCR for which the cash balance is registered.

IssuerNUIS Attribute [1,1] Taxpayer’s NUIS.
Signature Element [1,1] XML element with signature.

Table 17

3.5.1.1 Header

Element representing the header of the request data message.

3.5.1.2 Header UUID

Element generated by the TCR. It uniquely identifies the request message sent from TCR to CIS. UUID should be
constructed according to the RFC4122.

Data type string
Length 36 characters
pattern [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[1-5][0-9a-fA-F]{3}-[89abAB][0-9a-fA-F]{3}-[0-9a-fA-F]{12}

58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66

Table 18

3.5.1.3 Header Send Date Time

Element represents date and time of sending the request message to the CIS. Date and time should be in ISO 8601

format.
Data type dateTime
Length 23 characters
Pattern [0-9]{4}-[0-9){2}-[0-9){2}T([0-9]{2}:[0-9]{2}:[0-9]{2}[+-][0-9]{2}:[0-9){2}
2019-01-24T22:00:58+01:00
Example 2019-01-24T22:00:58-01:00

Table 19

3.5.1.4 Cash Balance

Element representing a single cash balance registration.
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Cash Balance Balance Check Date Time

Element representing date and time when the balance of cash was checked in the cash register.

Data type dateTime
Length 23 characters
pattern [0-}{4}-[0-91{2}-[0-9]{2T[0-9]{2):[0-9}{2):[0-9]{2}{+-1[0-5]{2}:[0-9]{2}
2019-01-24T22:00:58+01:00
Example 2019-01-24T22:00:58-01:00
Table 20
3.5.1.6  Cash Balance Cash Amt

Element representing the amount of cash found in the cash register at the time it was checked.

Data type decimal
Pattern 0[(0][2-9][0-91*)\.[0-9]{2}
Example 21212
Table 21
3.5.1.7 Cash Balance TCR Number

Element representing the unique number of the TCR in question.

Data type string
Length 36 charaters
Pattern [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[1-5][0-9a-fA-F]{3}-[89abAB][0-9a-fA-F]{3}-[0-9a-fA-F]{12}
58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66
Table 22
3.5.1.8 Cash Balance Issuer NUIS
Element representing issuer's NUIS (tax number).
Data type string
Length 10
pattern [a-zA-Z}{1}[0-9]{8)a-zA-Z}{1}
Example K72001008V
Table 23
3.5.1.9 Signature

XML element stores enveloped digital signature described in the chapter 5.3.1.
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3.5.2 REGISTER TCR CASH BALANCERESPONSE DATA MESSAGE

Field type Occurrence o
Name Description
[Min, Max]
RegisterTCRCashBalanceResponse Element [1,1] Root XML element representing registration of TCR.
Header Element [1,1] XML element representing header...
uuib Attribute 11,1] ID of the message.
RequestUUID Attribute [1,1] UUID of the request message for which this response message was sent.
SendDateTime Attribute 1,1 Date and time of sending the message to the Tax administration.
Signature Element [1,1] XML element with signature.
Table 24

3.5.2.1 Header

Element representing the header of the response data message.

3.5.2.2 Header UUID

Element generated by the CIS. It uniquely identifies the response message sent from CIS to TCR. UUID should be
constructed according to the RFC4122.

Data type string
Length 36 characters
Pattern [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[1-5][0-9a-FA-F]{3}-[89abAB][0-9a-fA-F]{3}-[0-9a-fA-F]{12}

58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66

Table 25

3.5.2.3 Header Request UUID

Element generated by the TCR and referenced by the CIS. It uniquely identifies the request message for which response

message was sent to the TCR. UUID should be constructed according to the RFC4122.

Data type String
Length 36 characters
pattern [0-9a-fA-F] {8) - [0-0a-FA-F] {4} - [1-5] [0-9a-fA-F] {3} - [89abAB] [0- 9a-FA-F] (3] - [0-8a-fA-F] {12}

58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66

Table 26

3.5.2.4 Header Send Date Time

Element represents date and time of sending the response message to the TCR. Date and time should be in ISO 8601

format.
Data type dateTime
Length 23 characters
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Pattern [0-9]{4}-[0-91{2}-[0-91{2}T([0-9]{2}:[0-9]{2}:[0-9]{2}{+-][0-9]{2}:[0-9]{2}

2019-01-24T22:00:58+01:00
Example 2019-01-24T722:00:58-01:00

Table 27

3.5.2.5  Signature

XML element stores enveloped digital signature described in the chapter 5.3.1.

3.5.3 ERROR MESSAGE
Error message is defined in chapter3.8.

3.5.4 EXAMPLE XML

3.5.4.1 Request XML

<soapenv:Envelopexmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"xmlns:sch="http://alimc.neos.hr/FiscalizationService/schema"xmlns:xd
="http://www.w3.0rg/2000/09/xmldsig#">

<soapenv:Header/>

<soapenv:Body>
<RegisterTCRCashBalanceRequestxmlns="http://alimc.neos.hr/FiscalizationService/schema"xmlns:ns2="http://www.w3.0rg/2000/09/xmldsig#"Id="Reques
">

<HeaderSendDateTime="2019-06-14T11:00:42+02:00"UUID="9f4459da-e558-4cbc-bbff-217667096451" />
<CashBalanceCashAmt="57.16"BalanceCheckDateTime="2019-06-14T11:00:42+02:00" TCRNumber="58e0a7d7-eebc-41d8-9669-0800200c9a66"
IssuerNUIS="K72001009V"/>
<Signaturexmlns="http://www.w3.0rg/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethodAlgorithm="http://www.w3.0rg/2001/10/xml-exc-
clan#"/><SignatureMethodAlgorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256"/><ReferenceURI="#Request"><Transforms><TransformAlgorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature"/><TransformAlgorithm="http://www.w3.0rg/2001/10/xml-exc-
clan#"/></Transforms><DigestMethodAlgorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><DigestValue>EIWEiHIM+ppzdWXr5tbh1TbyMGQZ7cEIzGOeJuXBuT
Q=</DigestValue></Reference></SignedInfo><Signaturevalue>cvUsypF7Ui0186sul4VMWNH+OEKEZzt@TcqImL30cV2/uaDeqailAH2IGW+NaHgZcs2mvRnbtep7y
XpVF/B4Yga02V8fIIW5UBMbMzNreS4bpfU34boPfz1ZZXHU9ujXwdkQIqOsBDILUTPN8ye7MM9js

wkNb3rdREugmakaNZMHy IGFNgOpQPpNhZhA++LoQBMUTsMYsQiuS2ci833dQcIEHPafOMT8pMVZZ
elhOEQxCep86pcz1TON+LkihdmzDCjUVITR2xywGjNGqGUYGM]jZkocBIF7fzh9V19soPXeCqVt5PF
9kJs1YylZfcs1/0OPsVieFjiEQVX1E6GK1F2NVQ==</SignatureValue><KeyInfo><X509Data><X509Certificate>MIIE6TCCAtGEAWIBAgICEABWDQYIKoZIhvcNAQELBQAWWDELM
AkGA1UEBhMCSFIXEDAOBgNVBAgM

BONyb2F@aWExXFDASBENVBAOMCOS5F TIMgZC5vLm8uMS EwHwYDVQQDDBhORUSTIGQuby5vLiBIbnR1

cm112G1hdGUwHhcNMTkwMj TyMTMxMT E 1WhcNM3j cwMj TWMTMXMT E1Wj BPMQswCQYDVQQGEWIIUSEQ
MA4GA1UECAWHQ3JVYXRpYTEUMBIGALUECEWLRGVtbyBmaXNrYWwxGDAWBENVBAMMD2Zpc2thbDEu
bmVvcy50cjCCASIwDQYIKoZIhvcNAQEBBQADEgEPADCCAQOCEEEBAOSzkeSLTWBYTVTMZY 2bXfyk
FMhiKM25yCfCFqnBHrJLUVeRRR74kGbMdg6cn1UE7vynpfV4fmejmerebAA832I5MAq7GOBYU/tN
ZtjyB2iFGYVbXKazZ9IMTVn4M1uLE708q230jtSscprMf63IP1kUAdZgevGrvIoBjMxrpB3y+1p0L
z10VQ9x5UrQcdTI1VvrKDeR1C/61hmmLp+mb]/WmGBLo2z0oSryg8vIzrTSEuvXanXaYmQJIL3YfbG
HRARIYF2YXZmbBLETIujnHj1D2TvxxSquoZSuryMV1SOpfTurVrfhrobpfHtMd1U8GO3acBuBaXX
1E61AyunLMBzoUBCAWEAAaOBXTCBwjAJIBgNVHRMEAAAMBEGCWCGSAGG+EIBAQQEAWIFoDAZBglg

hkgBhvhCAQOE JhYkT3B1b1NTTCBHZWS 1 cmFOZWQgQ2xpZW5@IEN1cnRpZm1jYXR1MBOGA1UADEQW
BBQPSMUP/iZc6yxbyFYVOquMDLq5uzAfBgNVHSMEGDAWEBS7a9gudUvZTTp3chYtQqKDNcDqOzAO
BgNVHQ8BAf8EBAMCBeAwHQYDVRO1BBYWFAYIKwYBBQUHAWIGCCSGAQUFBWMEMAOGCSqGSIb3DQEB

CWUAA4ICAQAJAQ+fa3FtbxgHpKEPagG9+hq8oCzdb5M/WFEMt LKUQuwm1ly4nV+9C+ohnOBtAOSAL
UBDp4FNPGUPRJj1SB7jy1uDyXj50aCLMnvfBnypcuUANdXMO7L1YX38wLiTiSdVyjMi2wbxNj49aXA
PWexjwUFecCK270FB9yJ7yF8wc+zcZ9m1UBbmKvDQgPgHHhdsCBbYmpTtF5HfVBXqZBrqzLXfu/P
PdKHxzwi8337eUQGaIUzn1S870IDIYEMAVBLGIOVU52B/eG1PBXKqR3tgrhRHiJ5V/ANPP76n3Uz
1SXqTR8ujK3dUxQPszylYqYXcWH5gBWIAMmikbZEoVXGuzd3M+NYPATQAKOLKYUPZKCRKLNKCZ8X 1
Yz7DHLEjYTCvxdT7HLAwALNctgIhIFBUa22Dh1Y2At2rznXoFyeDtndQG6KR6XwL+EHPbD6FZPRE
mBcJIpTAhgKH67z4dVTNFjFAGYZkBb7C7g4LDGpdFBZzIj7GZ2HS1GIUTUZ2uZ6T31hmEZDESG6V70
XHZFn8NE1rZ/ZGYNWDh7X0YB7CmutL+1dydbOmpXnv1vl1imkX84mC5019s8XqFHKd9YLVOCnZ1hh
U7AUM6XBIztPt1t@04KpCZaubOeyrCWjM+1XKiigNagaXUjrriif/j5alLAq5sMhZeHOMWEUfLUL
uogWsSuLmA==</X509Certificate></X509Data></KeyInfo></Signature></RegisterTCRCashBalanceRequest>

</soapenv:Body>

</soapenv:Envelope>

3.5.4.2 Response XML

<S:Envelopexmlns:env="http://schemas.xmlsoap.org/soap/envelope/"xmlns:S="http://schemas.xmlsoap.org/soap/envelope/">

<env:Header/>

<S:Body>
<RegisterTCRResponseId="Response"xmlns="http://alimc.neos.hr/FiscalizationService/schema"xmlns:ns@="http://www.w3.0rg/2000/09/xmldsig#">
<Signaturexmlns="http://www.w3.0rg/2000/09/xmldsig#">

<SignedInfo>

<CanonicalizationMethodAlgorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<SignatureMethodAlgorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
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<ReferenceURI="#Response">

<Transforms>
<TransformAlgorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<TransformAlgorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</Transforms>
<DigestMethodAlgorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>gopN9YIPp3j/gyqmnkQQ/sBbH2S sWKInwQ26Iy3bvQVg=</DigestValue>
</Reference>

</SignedInfo>
<SignatureValue>E50rIGE+pC3DIqpsSVjcE+yItcxspOU+yWqIDOIyaxP2s90thYdihk6Z77treRWIbBgsVmiX2+Yn
PcI31kghztmKLwhdLgHLPIREurV+1V/3cQNfwd/79AypN1g48CXYek EWHWHW211VLCdfOR86cVMF
1+jVC2cvW120gLmaix70E7N9tfIkXApbQSb8+btz13jnB+y0iQQhhtVAZoFDrDpwgUggjFW2F2N6
Pdwndgx7b89ENphgpqUyV0g+PCQYOtI4aygIngQVPay+9bSga66eFWyEhIcYMCb4afFDIKLIIUvk
+bqfkZPA82LGVHGOxal4wT+ZkfXqZUCI7qoS6Q==</SignatureValue>

<KeyInfo>

<X5@9Data>
<X509Certificate>MIIFOTCCAYGgAwIBAgICEAWWDQYJIK0ZIhvcNAQELBQAWWDELMAKGA1UEBhMCSFIXEDAOBENVBAgM
BONyb2F@aWExFDASBgNVBAOMCOS5F T1IMgZC5vLm8uMS EwHwYDVQQDDBhORU9TIGQubySvLiBIbnR1
€m11ZG1hdGUwHhcNMT gwOT EwMDgXODEwhh cNMj YWOTA4MDgXODEwWWj BPMQswCQYDVQQGEWIIUFEQ
MA4GA1UECAWHQ3JVYXRpYTEUMBIGALUECEWLRGVtbyBmaXNrYWwxGDAWBgNVBAMMD2Zpc2thbC5w
cm92aWR1cjCCASIWDQYIKoZIhvcNAQEBBQADEEEPADCCAQOCEEEBAL6OFHeQjAKa8SEXVHAhTbSW
ZKBc/bdtjAv3NlupeeZXGGUJIDNXCcXADNUJkLKutEIXjd2MAp5tD5P7GWCHDVXVhebTzS5Z7UAz
3pHHUD6gG1RFF8IIcxwyr@l64t/RxtEGtgu2mV7oPGsvFrCalweANt1cXISwWM3nS079ydcWGxx7 I
ILBVQgnttXM+tsH6eRwdtvMm5TCUdCE3eNIbKUFVzzMOy7GSWgn+Vy3ywvmrVGtCKBs7f1dviSur
S/mjT1gnh3UjpPiEuTLhZzxdJALqzVIrBlg50b+uWL07ya03jM531SKLU7xnXKF1HKoR4BHXEhz X
8ZWOYxtIHAgDOp cCAWEAAAOCARQWEEEQMAKGA1UAEWQCMAAWEQY JYIZIAYb4QgEBBAQDAgZAMDMG
CWCGSAGG+EIBDQQMFiRPcGVUUINMIEd1bmVYYXR1ZCBTZXJ2ZX1gQ2VydGlmaWNhdGUWHQYDVROO
BBYEFBNDmR+u/dP99QpQUa/sJfuil SEBMHcGALUdIWRWMGEAFLtr2C51S91NOndyFilCooM1wOo7
oVKkUDBOMQswCQYDVQQGEwJIUjEQMA4GALUECAWHQ3JVYXRpYTEUMBIGA1UECEWLTKVPUYBkLmM8uU
by4xFzAVBgNVBAMMDKS5FT1MgZC5vLm8uIENBggIQADAOBENVHQ8BAT8EBAMCBaAWEWYDVRO1BAWW
CgYIKwYBBQUHAWEWDQYJKoZIhvcNAQELBQADggIBADBSIKoWoT1VcYZuelK7312Y@BNnzj7TbuziG
u+BOYzLA19n62y01/dC1ly9uOekeRoYV889AFnEltulyaReYdFBIsF8HpXKm1iNQL9iNe6DnacPze
ORpXSEmyv12pzB2j5sjhbn@7sIW/daaxSC2c9bjWc6Q6Db4zr88xXpzHSNH5XHM7 iCx8gNSe3wd
Yqm2bxn2+7WD1nqUfFdsFI1f3VZ7cdq66Qhd7h@P00i5vTypXIzH8D42NQz rHH5PRMGzQmKmK7GE
ve0dtlkXPX1X8SisGYOZnsQ+cxZKZmOcwLOILdniVQERUFXPyRQ24D1mqGhyViWjSIUXSvCjhknhB
nJGnyTQ5+DQ9tnLdQu7+azeDwWNNtG/QgnLbgFVKzXwNgxXJsilvl/VqwaF8/k9+D/Wdi5FX28TXf
KfG1jkGHiCKItyQaVuNGEVSTFUOYvgQWpSzvtSF7yJOT7S+/0Ui905H+NZObilZe9ZrdaB2VK4pz
FEVYEPtz2XyY2UOMGJALdOfOMcEUUXEZz@0rVmgtOXSEGI+3wys1Ix/pe0zpS8pMSmOS3a/ukKKOFA
t0ajqoT3QYiJguqgetwyL/c+iSNYOWM6XGXPH2RwkrOUFmdskN511uDerDD8RYD/5sYXzy+J12deT
FbRi7FZKdQZc/WdwruyYIHYKTCznxUZu2SQ/hsah</X509Certificate>

</X5@9Data>

</KeyInfo>

</Signature>

</RegisterTCRResponse>

</S:Body>

</S:Envelope>

3.6 REGISTER INVOICE

Issuer (fiscalization payer) is due to deliver information on each invoice he issues. Information has to be delivered at the

moment of issuing. Exceptionally, it can be delivered afterwards (that depends on law and other rules).

Data exchange process starts at the moment when the issueris about to issue an invoice to the customer. The cash
register prepares invoice data and based on that data it creates IIC. After that it prepares XML invoice request message
and signs it electronically by its certificate private key using a certificate that was issued to issuer by CIS with purpose
being the implementation of fiscalization. After that the 1-way TLS communication is started and once successful it calls

the service.

Central information system receives and processes request message. If the request is successfully processed, central
information system prepares XML message that contains FIC, which is unique for every invoice, signs it electronically

with its certificate, and sends it back to the cash register.

Cash register receives answer message and checks its electronic signature. After that, cashier issues invoice receipt and

hands it to the buyer.

If there were errors during the operation (invalid XML, invalid certificate or similar), central information system shows

the error as XML message. If that is the case, there is no FIC so issuer will issue the invoice without FIC. The invoice
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issuing process must not be halted because of the error, but the issuer is obliged to correct the message request mistake

and deliver it after he receives correct message.

In all situations when issuer does not get FIC for invoice he issued (loss of Internet connection, computer breakdown,
central information system unavailability or similar), he is obliged to make another invoice request. Invoice is found to
be properly sent and reported to the CIS once issuer gets FIC for it.

In cases when there are invoices without FIC, those should be sent again later (and in timeframe defined in laws), as
invoices processed at the moment have advantage over invoices issued prior. Invoices without FIC should be delivered
when traffic load is smaller or when Internet connection becomes available again.

Maximum time-out for machine to wait for the answer that contains FIC is set by issuer himself. Issuer needs to check
the Internet connection quality and time needed for issuing one receipt so that will not affect his business. When
calculating maximum time-out, issuer should count in additional two seconds (time needed for request to come in and

get out of process).
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Figure 4

CIS processes the registration of the invoice in the following way:

e TLS communication is initiated between the invoice issuer and CIS

o

In case that certificate provided by the invoice issuer is invalid, communication protocol fails

e (IS checks the size of the message

o

If the message is larger than 150kB, an error message is sent in the response and no further
processing is done.

e  Further controls are performed. For each passed control, process continues to the next control. If the control

fails, no more controls are performed, and error message is prepared. Following controls are performed:

o O O O O O

O

SOAP message is a valid XML document

SOAP message is structured according to the defined schema
Certificate in the signature of the message is checked
Signature of the message is checked

lIC is verified

Date and time written in the message is checked

Is issuer in the VAT obligated

e If one of the controls failed, an error message will be sent in the reply to the request message with the error

code related to the nature of the error.

e If all of the controls have passed successfully, register invoice response message will be sent.

e}

e}

FIC code is generated.

Response message is prepared with FIC included.
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o Response message is signed, and signature is put into the message.
e Invoice data is inserted into the database.
o Dataincludes request SOAP message, response SOAP message (or error message) and key elements
of the invoice. Key elements are these elements of the invoice:
= |IC
= FIC
=  DateTimeCreated
= |ssuerTaxNumber
=  QOperator
=  BusinessUnit
= CashRegister
=  TotalPrice
=  TotalVATAmount
=  PaymentMethod
=  TypeOfinvoice (invoice type)
=  ParagonNumber
=  TSCReference

e  Prepared response message is sent back to the taxpayer

3.6.2 REGISTER INVOICE REQUEST DATA MESSAGE

This is the request message sent by the issuer of the invoice to CIS.

Field Occurrenc
Name type e [Min, Description
Max]
RegisterSaleRequest Root [1,1] Root XML element representing register sale message.
XML element representing header of the invoice containing data about the message (request)
Header Element [1,1] sent.
uuID Attribute 11,1] UUID generated by a TCR for every register sale data message send to the CIS.
SendDateTime Attribute 11,1] Date and time of sending the register sale data message from a TCR to the CIS.
Invoice Element [1,1] XML element representing a single invoice.
TypeOflnv Attribute [1,1] Type of the invoice (cash, non-cash).
Selflssuing Attribute [1,1] XML element saying if the invoice is self-issued or not.
TypeOfSelflss Attribute [0,1] Entered only if invoice is self-issued.
DateTimeCreated Attribute [1,1] Date and time when the invoice is created.
InvNum Attribute [1,1] Invoice number.
InvOrdNum Attribute [1,1] Invoice order number.
CashRegister Attribute 1,1 Cash register number aka CRN.
IssuerlnVAT Attribute [1,1] Issuer is in VAT obligation
TaxFreeAmt Attribute [0,1] Amount on goods that are not under any tax.
MarkUpAmt Attribute [0, 1] Mark-up amount.
GoodsExport Attribute [0,1] Amount of goods for export from the Republic of Albania.
TotPriceWoVAT Attribute [1,1] Total price of the invoice excluding VAT.
TotVATAmMt Attribute [1,1] Total VAT amount of the invoice.
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TotPrice Attribute 1,1 Total price of all items including taxes and discounts
PaymentMeth Attribute [1,1] Method of payment
OperatorCode Attribute 1,1 Reference to the operator who is operating on TCR.
BusinUnit Attribute [1,1] Business unit number.
SoftNum Attribute [1,1] Software number.
I[e Attribute 1,1 Issuer’s invoice code calculated as MD5 hash from IICSignature attribute.
lICReference Attribute [0,1] Reference to the original invoice (added if original invoice had to be changed)
lICSignature Attribute [1,1] Signed issuer’s invoice codeconcatenated parameters.
IsSubseqDeliv Attribute [1,1] Is the invoice delivered subsequently?
ReverseCharge Attribute 1,1 If true, the buyer is obliged to pay the VAT directly to the Tax administration.
BadDebt Attribute [0,1] If the invoice is not payable, it will get this mark.
lssuer Element 11,1] Issuer’s tax number along with other data in sub-elements.
NUIS Attribute [1,1] Issuer’s NUIS.
Name Attribute [1,1] Issuer’s name.
Address Attribute [1,1] Issuer’s address.
Town Attribute 1,1 Issuer’s town.
Country Attribute [1,1] Issuer’s country.
Buyer Element 1,1 Buyer’s tax number along with other data in sub-elements.
NUIS Attribute [1,1] Issuer’s NUIS.
Name Attribute [1,1] Buyer’s name.
Address Attribute [1,1] Buyer’s address.
Town Attribute [1,1] Buyer’s town.
Country Attribute [1,1] Buyer’s country.
Items Element 11,1] XML element representing list of invoice items.
Item Element 11, % XML element representing one item.
Name Attribute [1,1] Name of the item (goods or services).
Code Attribute [0,1] Code of the item from the barcode or similar representation.
Unit Attribute [1,1] What is the item’s unit of measure (piece, weight measure, length measure...).
Quantity Attribute [1,1] Amount or number (quantity) of items
UnitPrice Attribute [1,1] Amount or number (quantity) of items
Rbt Attribute [1,1] Percentage of the rebate.
IsRbtRed Attribute [0,1] Is rebate reducing base amount?
PriceBefVvAT Attribute 1,1 Total price of goods and services before the tax
VATRate Attribute [1,1] Rate of value added tax
VATAmMt Attribute [1,1] Amount of value added tax for goods and services
PriceAftVAT Attribute 1,1 Total price of goods after the tax and applying discounts
SameTaxltems Element [1,1] List of the items that go under same tax rate.
NumOfitems Attribute [1,1] Number of items.
PriceBefVAT Attribute [1,1] Price before VAT.
VATRate Attribute [1,1] VAT rate.
VATAmt Attribute [1,1] VAT amount.

28| 68




Fiscalization Service
Improvement of the Management Module of the Billing Control

Technical Specification (DRAFT)

ConsTaxltems Element [0,1] Special, consumption taxes (alcohol, beverages).
NumOfitems Attribute 1,1 Number of items under consumption tax.
PriceBefConsTax Attribute 11,1] Price before adding consumption tax.

ConsTaxRate Attribute 1,1 Rate of the consumption tax.
ConsTaxAmt Attribute [1,1] Amount of consumption tax.
Signature Element 1,1 XML element representing signature for the invoice.
Table 28

3.6.2.1 Header

XML element representing header of the request data message.

3.6.2.2 Header UUID

Element generated by the TCR. It uniquely identifies the request message sent from TCR to CIS. UUID should be
constructed according to the RFC4122.

Data type string
Length 36 characters
Pattern [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[1-5][0-9a-FA-F]{3}-[89abAB][0-9a-fA-F]{3}-[0-9a-fA-F]{12}

58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66

3.6.2.3 Header SendDateTime

Element represents date and time of sending the request message to the CIS. Date and time should be in 1ISO 8601

format.
Data type dateTime
Length 23 characters
Pattern [0-9]{4}-[0-9){2}-[0-9){2}T([0-9]{2}:[0-9]{2}:[0-9]{2}{+-][0-9]{2}:[0-9]{2}
2019-01-24T22:00:58+01:00
Example 2019-01-24T22:00:58-01:00

Table 29

3.6.2.4 Invoice

XML element representing a single invoice.

3.6.2.5 Invoice TypeOfinv

Type of the item represents the type of invoice item, e.g. regular sale or a returned item.

Data type string
Values Enumeration, described in the table below.
Example ¢
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Table 30

Following table list allowed values inside TypeOfinv attribute.

Table 31

3.6.2.6 Invoice Selfissuing

The invoice can be issued by buyer himself.

Table 32

3.6.2.7 Invoice TypeOfSelflss

This element shows the type of self-issuing.

Table 33

Following table list allowed values inside TypeOfSelflss attribute.

Table 34

3.6.2.8 Invoice DateTimeCreated

Time and date when the invoice is created.

Table 35
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3.6.2.9 Invoice InvNum

Invoice number printed on the receipt.

Table 36

3.6.2.10 Invoice InvOrdNum

Number in a sequence is assigned to each new invoice so that the invoices can be counted. The sequence is reset at the
beginning of each year.

Table 37

3.6.2.11 Invoice CashRegister

Code (ID) of the cash registeron which the invoice is issued.

Table 38

3.6.2.12 Invoice IssuerinVAT

Is taxpayer in the VAT system.

Table 39

3.6.2.13 Invoice TaxFreeAmt

Amount on items that are tax free.
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Table 40

3.6.2.14 Invoice MarkUpAmt

Amount of the mark-up on the invoice.

Table 41

3.6.2.15 Invoice GoodsExport

Total price of delivery of exported goods. There is no VAT on the invoice.

Table 42

3.6.2.16 Invoice TotPriceWoVAT

Total price without any taxes.

Table 43

3.6.2.17 Invoice TotVATAmt

Total amount of value added tax which needs to be payed for all groups of items listed in this invoice.

Table 44

3.6.2.18 Invoice TotPrice

Total price which needs to be payed by the customer for all groups of items listed in this invoice.
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Table 45
3.6.2.19 Invoice PaymentMeth
Method of payment.
Data type string
Constraint Enumeration, described in the tablebelow.
Example N
Table 46

Enumeration values for the method of payment are listed in table below.

Value Description

N Cash. Bills and coins

K Card

© Cheque, bank check

T Bank transaction using the transaction account

o Other non-cash payments

Table 47

3.6.2.20 Invoice OperatorCode

Reference to the operator who is operating on TCR. Value represents code of the operator.

Data type string
Length 10
Pattern [a-zA-Z]{1}{0-9]{8}a-zA-Z]{1}
Example K72001008V
Table 48
3.6.2.21 Invoice BusinUnit

Code (ID) of the business unit in which the invoice is issued.

Data type string
Length 36
Pattern [0-9a-fA-FI{8)-[0-9a-fA-F]{4}-[1-5][0-9a-fA-F]{3}-[89abAB][0-9a-fA-F]{3}-[0-Oa-fA-F]{12}
58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58EQA7D7-EEBC-41D8-9669-0800200C9A66
Table 49
3.6.2.22 Invoice SoftNum

Number of the software used for invoice issuing.
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Data type string
Length 36
pattern [0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[1-5][0-9a-fA-F]{3}-[89abAB][0-9a-fA-F]{3}-[0-9a-fA-F]{12}

58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66

Table 50

3.6.2.23 Invoice lIC

Issuers’s invoice code which is generated by the cash register of the issuer of the invoice. This is a unique code for every
invoice. The code is formed by concatenating the fields, signing with issuer’s private key and calculating MD5 hash.
Further description can be found tin the chapter5.3.2.3.

Data type string
Max length 32
Pattern [0-9a-fA-F]{32}

C701FB4839E7D2C3D8DBC81BBACO6164
Example c701fb4839e7d2c3d8dbc81bbac06164

Table 51

3.6.2.24 Invoice lICReference

Reference to the invoice IIC of the original invoice. It is entered only if original invoice was changed.

Data type string
Max length 32
Pattern [0-9a-fA-F){32}

C701FB4839E7D2C3D8DBC81BBACO6164
Example c701fb4839e7d2c3d8dbc81bbac06164

Table 52

3.6.2.25 Invoice IICSignature

Signed issuer’s invoice code concatenated parameters. Further description can be found tin the chapter 5.3.2.2.

Data type string
Max length 512
Pattern [0-9a-fA-F]{512}

B2C218486302EC553EE1AB9124E1A14705742E870E8872EF34E63617AB252E189ACDF7A3E3F5C82061FFFF8AC2826A5588596A8307F648410899B6193F77F4BDCDFA
87553A62079A2EF9E6E6FOB8DA1038968D2FCBI20B580EBF33ACEEDFEAODAA78067F916ADC5D278CC237EFD53A6156EABAFBE98ABF3CE99E854818822FA2 0COFF46
Example E5B3805264BBCD085F0A8A9BD503A1304E9202D7304FF93541FB7FAA4629EEOBD7ED566F610DCD047721AEAA828DFECA651087CDESAF95C125793D4CD8E83B801D
E171335A866D7E31F1473BFOC93EBFD994326COFE97ACB8DA722F788EA27B8DIE15E8E7B6EF772AB7534060F2BCAF1C3E82645235C9D1857B0790C2

Table 53

3.6.2.26 Invoice IsSubseqDeliv

Element that says if the invoice will be delivered subsequently.

Data type boolean
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Table 54

3.6.2.27 Invoice ReverseCharge

Buyer is obliged to pay taxes by himself rather than issuer does it for him.

Table 55

3.6.2.28 Invoice BadDebt

If the invoice is marked as unpayable, it gets “bad debt” note.

Table 56

3.6.2.29 Invoice Issuer

XML element representing an issuer of the invoice.

3.6.2.30 Invoice Issuer NUIS

Issuer’s NUIS.

Table 57

3.6.2.31 Invoice Issuer Name

Issuer’s name.

Table 58
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3.6.2.32 Invoice Issuer Address

Issuer’s address.

Table 59

3.6.2.33 Invoice Issuer Town

Issuer’s town.

Table 60

3.6.2.34 Invoice Issuer Country

Issuer’s country.

Table 61

3.6.2.35 Invoice Buyer

XML element representing an buyer that purchase goods.

3.6.2.36 Invoice Buyer NUIS

Buyer’s NUIS.

Table 62

3.6.2.37 Invoice Buyer Name

Buyer’s name.
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Table 63

3.6.2.38 Invoice Buyer Address

Buyer’s address.

3.6.2.39 Invoice Buyer Town

Buyer’s town.

Table 64

3.6.2.40 Invoice Buyer Country

Buyer’s country.

Table 65

3.6.2.41 Invoice ltems

XML element representing list of invoice items (goods or services). Items which are the same should be grouped as one

item (one XML element called “Item”) with the appropriate amount (sum of grouped items).

3.6.2.42 Invoice Item Name

Name of the item.

Table 66
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3.6.2.43 Invoice Item Code

Code of the item from the barcode or similar representation. It helps in identification of the product (item).

Table 67

3.6.2.44 Invoice Item Unit

Unit of measure for specific item — piece, weight, length...

Table 68

3.6.2.45 Invoice Item Quantity

Amount or number (quantity) of items.

Table 69

3.6.2.46 Invoice Item UnitPrice

Price of the one item.

Table 70

3.6.2.47 Invoice Item Rbt

Rebate percentage.

Table 71

3.6.2.48 Invoice Item IsRbtRed

Is rebate reducing base price?
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Table 72

3.6.2.49 Invoice Item PriceBefVAT

Price before VAT for the items in this group of items. This is not the unit price of the item. It is the unit price multiplied

by the quantity of items.

Table 73

3.6.2.50 Invoice Item VATRate

Rate of value added tax expressed as percentage.

Table 74

3.6.2.51 Invoice Item VATAmt

Amount of value added tax for the items in this group of items.

Table 75

3.6.2.52 Invoice Item PriceAftVAT

Price after applying VAT for the items in this group of items.

Table 76
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3.6.2.53 Invoice SameTaxltems

XML element representing list of invoice items (goods or services) that are under same VAT rate. All items of same
VAT rate are grouped together.

3.6.2.54 Invoice SameTaxltems NumOfitems

Number of items of same tax rate.

Data type integer
Pattern ([1-9][0-91*)
Example 2
Table 77
3.6.2.55 Invoice SameTaxltems PriceBefVAT
Price of the item before VAT
Data type decimal
Pattern 01(0][1-91[0-91*)\.[0-9){2}
Example 1220
Table 78

3.6.2.56 Invoice SameTaxltems VATRate

VAT rate applied on items from one group, expressed as percentage.

Data type String
Pattern 0[(0][1-9][0-9]*)\.[0-9]{2}
Example 10.00
Table 79
3.6.2.57 Invoice SameTaxltems VATAmt
VAT amount for items from same tax group.
Data type decimal
Pattern 0] (0] [1-9][0-9]*)\.[0-9]{2}
Example 246.00
Table 80

3.6.2.58 Invoice ConsTaxltems

XML element representing list of invoice items (goods or services) that are under consumption tax, like alcohol,

beverages, etc).
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3.6.2.59 Invoice ConsTaxltems NumOfitems

Number of items under the consumption tax.

Data type integer
Pattern ([1-9][0-9]*)
Example 2
Table 81
3.6.2.60 Invoice ConsTaxltems PriceBefConsTax
Price of the item before consumption tax.
Data type decimal
Pattern 0[(0][1-9][0-9]*)\.[0-9]{2}
Example 12.20
Table 82
3.6.2.61 Invoice ConsTaxltems ConsTaxRate
Consumption taxrate.
Data type String
Pattern 0[(0][1-9][0-9]*)\.[0-9]{2}
Example 10.00
Table 83
3.6.2.62 Invoice ConsTaxltems ConsTaxAmt
Consumption taxamount.
Data type decimal
Pattern 0|(0][1-9][0-9]*)\.[0-9]{2}
Example 246.00
Table 84

3.6.2.63 Signature

XML element stores enveloped digital signature described in the chapter 5.3.1.

3.6.3 REGISTER INVOICE RESPONSE DATA MESSAGE

Field type Occurrence .
Name ) Description
[Min, Max]
RegisterlnvoiceResponse Element [1,1] Root XML element representing register invoice response message.
Header Element [1,1] XML element representing generic message data about the response sent.
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uuID Attribute [1,1] UUID generated by a CIS for every register invoice response data message send to the TCR.
RequestUUID Attribute [1,1] UUID of the request message for which this response message was sent.
SendDateTime Attribute [1,1] Date and time of sending the register invoice response data message from a CIS to the TCR.
FIC Element [1,1] CIS generated verification code that can be used to uniquely identify registered invoice.
Signature Element [1,1] XML element with signature.
Table 85
3.6.3.1 Header

XML element representing header of the response data message.

3.6.3.2

Header UUID

Element generated by the CIS for every message sent to the TCR. It uniquely identifies the message sent to the TCR.
UUID should be constructed according to the RFC4122.

Data type string
Length 36 characters
Pattern [0-9a-fA-F] {8} - [0-9a-A-F] {4} - [1-5] [0-9a-fA-F] {3} - [89abAB] [0- 9a-fA-F] {3} - [0-9a-fA-F] {12}
58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66
Table 86
3.6.3.3 Header RequestUUID

Element generated by the TCR and referenced by the CIS. It uniquely identifies the request message for which response

message was sent to the TCR. UUID should be constructed according to the RFC4122.

Data type string
Length 36 characters
pattem [0-9a-A-F] {8} - [0-9a-fA-F] {4} - [1-5] [0-9a-FA-F] {3} - [89abAB] [0- 9a-fA-F] {3} - [0-9a-fA-F] {12}
58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66
Table 87
3.6.3.4 Header SendDateTime

Element represents date and time of sending the response message to the TCR. Date and time should be in ISO 8601

format.
Data type dateTime
Length 23 characters
Pattern [0-9]{4}-[0-9){2}-[0-9){2}T([0-9]{2}:[0-9]{2}:[0-9]{2}[+-][0-9]{2}:[0-9]{2}
2019-01-24T722:00:58+01:00
Example 2019-01-24T722:00:58-01:00

Table 88
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3.6.3.5 FIC

Element represents unique number generated by the CIS under which the requested invoice is registered.

Data type string

Length 36 characters

pattern [0-9a-fA-F] {8} - [0-9a-fA-F] {4} - [1-5] [0-9a-fA-F] {3} - [89abAB] [0- 9a-fA-F] {3} - [0-9a-fA-F] {12}
58e0a7d7-eebc-41d8-9669-0800200c9a66

Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66

Table 89

3.6.3.6  Signature

XML element stores enveloped digital signature described in the chapter 5.3.1.

3.6.4 ERROR MESSAGE

Error message is defined in chapter 3.9.

3.6.5 MANDATORY CONTROLS

Mandatory (critical) controls shall be performed on received registered invoices data messages in the CIP system.
When any of the critical controls return a failure, the registered invoice data message shall not be accepted, and FIC

shall not be issued.

Upon identifying a critical error, CIS will return an error data message containing theerror's numeric code and its text
description (see chapter Error! Reference source not found.).

When errors which the system can interpret as a cyber-attack are identified, the system does not sendany response to

the client (the taxpayer's cash register).

The critical controls include the following:

Control Name Control Description
Check size of the data Size should not exceed 150kB
XML formatting UTF-8 is required

Check of the individual registered invoice data message's in XML against the XSD schema (*.xsd). XSD
XML structure validation schema contains an exact definition of the data and format structure for the individual data items and a

check of presence of individual items

Check that certificate is not expired.

Check that the certificate is issued by the trusting CA.
Certificate validation Check that the identification number in the certificate corresponds to the invoice issuer identification

number (tax number) in the XML message.

Check that certificate is not listed in CRL.

Check that the hash of the message calculated by CIS corresponds to the hash listed in the message.
Electronic signature check

Check that the signature corresponds to the hash of the message and to the public key of the certificate.
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Check if the element SendDateTime is within 90 minutes of the current moment. If message was sentin a
Check date and time sent period more than 90 minutes, e.g. because of the internet connection loss, that message has to be marked
as described in invoice registration message structure (IsSubseqDeliv).

Check format for cancelled . . . .
. Check that IIC reference is provided when invoice type is CANCELLED
invoice

Self-invoicing If it is true, then buyer fields need to be entered because it is the one who is issuing the invoice.

i L Check the amount of invoice when payed in cash. It can only be payed by cash if its amount is at most ALL
Pay in cash invoice limit . .
150,000. The amount is subject to change.

Table 90

3.6.6 OPTIONAL CONTROLS

Optional controls are not performed at the moment of registration the invoice but are instead postponed for later

|II

processing of the invoices. Errors detected here will be available to taxpayer over “self-care portal” and to tax officials

over CPCM. There will be other controls implemented as part of anomaly management which are not listed here.

Description should be available in multiple languages.

Control ID Control Name Control Description

-10 Valid TIN of invoice issuer : TIN is valid and in the register of active taxpayers

Code of TCR should be valid and TCR should be active. It should belong to listed

-11 Valid TCR . . .

business unit of the invoice issuer.

Code of the business unit should be valid, and this business unit should be active.
-12 Valid business unit . . . . . .

Business unit needs to belong to the listed business units of the invoice issuer.

. Operator code is valid in the moment of invoice issuing and the operator is assigned

-13 Valid operator code .

to the invoice issuer

Software code is valid at the time of invoice issuing. If TCR code is present, then
-14 Valid software code software code of the invoice needs to be the same as the software code assigned to

TCR.

. . Recalculate the total prices and group of prices for each tax rate. In the error

-20 Calculation of price

description, correct price and wrong price should be stated.

Corrective invoice L .
-30 Referenced invoice exists
reference

Corrections to the original invoice are invalid. Negative prices from all corrective

. invoices of the same original invoice should be compared to positive prices of
Corrective invoice L . . o .
-31 . original invoice. Items should be paired and grouped by item unit price. This pairing
correction check . L . . . .
is by approximation because it is hard to pair the items from the invoices.In the

error description there should be problematic invoice.

Issuer’s invoice code is checked against the defined format and procedure of
-32 Check IIC generating IIC. CIS checks if fields which are listed in the request message

correspond to the values used for creation of [IC
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-40 TCR of Self-care portal TCR of Self-care portal can only be used with certificate of Self-care portal

Software code of Self-care . "
-41 al Software “Self-care portal” can only be used with certificate of Self-care portal
porta

Table 91

3.6.7 EXAMPLE XML

3.6.7.1 Request XML

<soapenv:Envelopexmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"xmlns:sch="http://alimc.neos.hr/FiscalizationService/schema"xmlns:xd
="http://www.w3.0rg/2000/09/xmldsig#" >

<soapenv:Header/>

<soapenv:Body>
<RegisterInvoiceRequestxmlns="http://alimc.neos.hr/FiscalizationService/schema"xmlns:ns2="http://www.w3.0rg/2000/09/xmldsig#"Id="Request">
<HeaderSendDateTime="2019-06-14T11:00:42+02:00"UUID="9f4459da-e558-4cbc-bbff-217667096451" />
<InvoiceBadDebt="false"BusinUnit="07790411-b967-454e-8e7c-a8154d719020"CashRegister="5e480b0-ccc6-4363-a8eb-
a2e4079b7309b"DateTimeCreated="2019-06-
14T711:00:42+02:00"GoodsExport="9.91"IIC="093FB373E719C5CDFEF23E5C3D415B7C"IICSignature="24C7727E95E2D4398FA9715BCOFE481A940C470EFBDSED11D464E7
13CAD26696585FA263C1405C572D6AA100434676C1C5B4848B16EBCFBAAGDIC50CC5B8CB728524160636DBDB5BFBE1CF85447A8584A207F7832131D513DE1 54DE4B56CC5FBDCEB
D5CDA4476A2AD1AFB1B8OEF176E29C1D51EB784DEFE23C3004679FA1BFA207431C524273F91C65550F161FB8B3EOFFB41C34462B830BF748BFF3707ECF8FB6FA920553259 6249A
DA950066A0ACA523AA4CABABCCF328806CC40D98ECE4068205C281EFB6C8666A5513171081476B1E1836833603A032397181BEE37009749D77C6FFDD8442F 1E85CC4354B9AD26E
52237D2113F7802211E464B216C151D0" InvNum="InvNum"InvOrdNum="9952"IsSubseqDeliv="false"IssuerInVAT="true"MarkUpAmt="10.99"0OperatorCode="K7200100
8V"PaymentMeth="C"ReverseCharge="false"SelfIssuing="true"SoftNum="2191a92e-b3b1-44f5-a2eb-
84abc817264f"TaxFreeAmt="10.91"TotPrice="99.01"TotPriceWoVAT="10.01"TotVATAmt="1.91"TypeOFfInv="N"TypeOfSelfIss="0">
<IssuerAddress="Address"Country="Country"NUI! K72001009V"Name="Name" Town="Town" />
<BuyerAddress="Address"Country="Country"NUIS="K72001007V"Name="Name"Town="Town"/>

<Items>
<ItemCode="123451"IsRbtRed="true"Name="Kolal"PriceAftVAT="10.91"PriceBefVAT="10.91"Quantity="1.0"Rbt="1.0"Unit="kg"UnitPrice="10.91"VATAmt="10
.91"VatRATE="10.91"/>
<ItemCode="123452"IsRbtRed="true"Name="Kola2"PriceAftVAT="10.91"PriceBefVAT="10.91"Quantity="1.0"Rbt="1.0"Unit="kg"UnitPrice="10.91"VATAmt="10
.91"VatRATE="10.91"/>
<ItemCode="123453"IsRbtRed="true"Name="Kola3"PriceAftVAT="10.91"PriceBefVAT="10.91"Quantity="1.0"Rbt="1.0"Unit="kg"UnitPrice="10.91"VATAmt="10
.91"VatRATE="10.91"/>
<ItemCode="123454"IsRbtRed="true"Name="Kolad"PriceAftVAT="10.91"PriceBefVAT="10.91"Quantity="1.0"Rbt="1.0"Unit="kg"UnitPrice="10.91"VATAmt="10
.91"VatRATE="10.91"/>
<ItemCode="123455"IsRbtRed="true"Name="Kola5"PriceAftVAT="10.91"PriceBefVAT="10.91"Quantity="1.0"Rbt="1.0"Unit="kg"UnitPrice="10.91"VATAmt="10
.91"VatRATE="10.91"/>
<ItemCode="123456"IsRbtRed="true"Name="Kola6"PriceAftVAT="10.91"PriceBefVAT="10.91"Quantity="1.0"Rbt="1.0"Unit="kg"UnitPrice="10.91"VATAmt="10
.91"VatRATE="10.91"/>
<ItemCode="123457"IsRbtRed="true"Name="Kola7"PriceAftVAT="10.91"PriceBefVAT="10.91"Quantity="1.0"Rbt="1.0"Unit="kg"UnitPrice="10.91"VATAmt="10
.91"VatRATE="10.91"/>
<ItemCode="123458"IsRbtRed="true"Name="Kola8"PriceAftVAT="10.91"PriceBefVAT="10.91"Quantity="1.0"Rbt="1.0"Unit="kg"UnitPrice="10.91"VATAmt="10
.91"VatRATE="10.91"/>
<ItemCode="123459"IsRbtRed="true"Name="Kola9"PriceAftVAT="10.91"PriceBefVAT="10.91"Quantity="1.0"Rbt="1.0"Unit="kg"UnitPrice="10.91"VATAmt="10
.91"VatRATE="10.91"/>
<ItemCode="1234510"IsRbtRed="true"Name="Kolal@"PriceAftVAT="10.91"PriceBefVAT="10.91"Quantity="1.0"Rbt="1.0"Unit="kg"UnitPrice="10.91"VATAmt="
10.91"VatRATE="10.91"/>

</Items>
<SameTaxItemsNumOfItem
<ConsTaxItemsConsTaxAmt
</Invoice>
<Signaturexmlns="http://www.w3.0rg/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethodAlgorithm="http://www.w3.0rg/2001/10/xml-exc-
cl4n#"/><SignatureMethodAlgorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256"/><ReferenceURI="#Request"><Transforms><TransformAlgorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature"/><TransformAlgorithm="http://www.w3.0rg/2001/10/xml-exc-
cl4n#"/></Transforms><DigestMethodAlgorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><DigestValue>EIWEiHIM+ppzdWXr5tbh1TbyMGQZ7cEIzGOeJuXBuT
Q=</DigestValue></Reference></SignedInfo><Signaturevalue>cvUsypF7Ui0186sul4VMWNH+OEKEZzt@TcqImL30cV2/uaDeqailAH2IGW+NaHgZcs2mvRnbtep7y
XpVF/B4Yga02V8fIJW5UBMbMzNreS4bpfU34boPfz1ZZXHU9ujXwdkQIqOsBDOLUTPN8ye7MMIjs

wkNb3rdREugmakaNZMHy IGFNgOpQPpNhZhA++LoQBMUTSMYsQiuS2ci833dQcIEHPafOMT8pMVZz
elhOEQxCep86pcz1TON+LkihdmzDCjUVITR2xywGjNGGUYGM]jZkocBIF7fzh9V19soPXeCqVt5PF
9kJs1Yy1Zfcs1/@PsVieFjiEQVX1E6GK1F2NVQ==</SignatureValue><KeyInfo><X509Data><X509Certificate>MITIE6TCCAtGEAWIBAgICEABWDQYIKoZIhvcNAQELBQAWWDELM
AKGA1UEBhMCSFIXEDAOBgNVBAgM

BONyb2F@aWExXxFDASBENVBAOMCOS5F T1IMgZC5vLm8uMS EwHWYDVQQDDBhORU9TIGQuby5vLiBIbnR1
cm11ZG1hdGUwHhcNMTkwMj IyMTMxMTE 1WhcNMj cwMj IwMTMXMTE1WjBPMQswCQYDVQQGEWIIUFEQ
MA4GALUECAWHQ3JVYXRpYTEUMBIGALUECEWLRGVtbyBmaXNrYWwxGDAWBENVBAMMD2Zpc2thbDEu
bmVvcy50cjCCASIwDQYIKoZIhvcNAQEBBQADEEEPADCCAQOCEEEBAOSzkeSLTWBYTVTMZY 2bXfyk
FMhiKM25yCfCFqnBHrJLUVeRRR74kGbMdg6cn1UE7vynpfv4fmejmerebAA832I5MAQq7GOBYU/ N
ZtjyB2iFGYVbXKazZ9IMTVn4M1uLE708q2J0jtSscprMmf63IP1kUAdZqevGrvIoBjMxrpB3y+1p0I

210VQ9x5UrQcdTI1VvrKDeR1C/61hmmLp+mbl /WmGBL02Zz0oSryg8vIzrTSEuvXanXaymQJL3YfbG
HRARIYF2YXZmbBLETIujnHj1D2TvXxxSquoZSuryMv1SOpfTurVrfhrobpfHtMd1U8GO3acBuBaXX
1E61AyunLMBzoUBCAWEAAaOBXTCBWjAIBENVHRMEAjAAMBEGCWCGSAGG+EIBAQQEAWIFODAZBglg
hkgBhvhCAQOEJIhYKT3B1b1INTTCBHZW51cmFOZWQEQ2XpZW50IEN1cnRpZmljYXRIMBOGA1UdDEQW
BBQP5MUP/1Zc6yxbyFYV9quMDLq5uzAfBgNVHSMEGDAWEBS7a9gudUvZTTp3chYtQqKDNcDqOzAO
BgNVHQ8BAf8EBAMCBeAwHQYDVRO1BBYWFAYIKWYBBQUHAWIGCCSGAQUFBWMEMAOGCSqGSIb3DQEB

CWUAA4ICAQAJAQ+fa3FtbxgHpKEPagG9+hq8oCzdb5M/WFEMt LKUQuwm1ly4nVF9C+ohnOBtAO9AL
UBDp4FNPGUPRJj1SB7jy1uDyXj50aCLMnvfBnypcUANdXMO7L1YX38wLiTiSdVyjMi2w6xNj49aXA
PWexjwUFecCK270FB9yJ7yF8wc+zcZ9m1UBbmKvDQgPgHHhdsCBbYmpTtF5HfvBXqZBrqzLXfU/P
PdKHxzwi8337eUQGaIUzn1S870IDIYEMAVBLG9OVU52B/eG1PBXKqR3tgrhRHiJ5V/ANPP76n3Uz
1SXqTR8ujK3dUxQPszylYqYXcWH5gBWIAMmikbZEoVXGuzd3M+NYPATQAKOLKYUPZKCRKLNKCZ8X1
Yz7DHLEjYTCvxdT7HLAwALNCctgIhIFBUa22Dh1Y2At2rznXoFyeDtndQG6KRE6XwL+EHPbD6FZPRE

mBcIpTAhgKH672z4dVTNF jFAGYZkBb7C7g4LDGpdFBzIj7GZ2HS1GIUTUZ2uZ6T31hmEZDESG6V70
XHZFn8NE1rZ/ZGYNWDh7X0YB7CmutL+1dydbOmpXnv1vl1imkX84mC5019s8XqFHKA9YLVOCNnZ1hh
U7AUM6XBIztPt1t@04KpCZaubOeyrCWjM+1XKiigNagaXUjrriif/j5alLAq5sMhZeHOMWEUFLuUL

PriceBefVAT="10.91"VATAmt="10.91"VATRate="10.91"/>
10.91"ConsTaxRate="10.91"NumOfItems="1"PriceBefConsTax="10.91"/>
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uogWsSuLmA==</X509Certificate></X509Data></KeyInfo></Signature></RegisterInvoiceRequest>
</soapenv:Body>

</soapenv:Envelope>

3.6.7.2  Response XML

<S:Envelopexmlns:env="http://schemas.xmlsoap.org/soap/envelope/"xmlns:S="http://schemas.xmlsoap.org/soap/envelope/">
<env:Header/>

<S:Body>
<RegisterInvoiceResponseId="Response"xmlns="http://alimc.neos.hr/FiscalizationService/schema"xmlns:ns@="http://www.w3.0rg/2000/09/xmldsig#">
<FIC>e5572da@-15f3-4ab9-84d3-c00589d36ed6</FIC>
<Signaturexmlns="http://www.w3.0rg/2000/09/xmldsig#">

<SignedInfo>
<CanonicalizationMethodAlgorithm="http://www.w3.0rg/2001/10/xml-exc-clan#"/>
<SignatureMethodAlgorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<ReferenceURI="#Response">

<Transforms>
<TransformAlgorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<TransformAlgorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</Transforms>
<DigestMethodAlgorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>gopN9YIPp3j/gyqmnkQQ/sBbH2SsWKInwQ26Iy3bvQVg=</DigestValue>
</Reference>

</SignedInfo>
<SignatureValue>E50rIGE+pC3DIqpsSVjcE+yItcxspOU+yWqIDOIyaxP2s90thYdihk6Z77treRWIbBgsVm1X2+Yn
PcI31kghztmKLwhdLgHLPIREUrv+1V/3cQNfwd/79AypN1g48CXYek EwHWHW211VLCdfOR86CVMF
1+jVC2cvW120gLmaix70E7N9tfIkXApbQSb8+btz13jnB+y0iQQhhtV4ZoFDrDpwgUgg]FW2F2N6
Pdwndgx7b89ENphgpqUyV0g+PCQY@tI4aygIngQVPay+9bSga66eFWyEh]cYMCb4afFDIKLIIUvk
+bqfkZPA82LGVHGOXal4wT+ZkfXqZUCI7qoS6Q==</SignatureValue>

<KeyInfo>

<X509Data>
<X509Certificate>MIIFOTCCAyGgAWIBAgICEAWWDQYJKoZIhvcNAQELBQAWWDELMAKGA1UEBhMCSFIXEDAOBENVBAGM
BONyb2F@aWExFDASBgNVBAOMCO5FT1MgZC5vLm8uMS EwHwYDVQQDDBhORUSTIGQubyS5vLiBIbnR1
cm11ZG1hdGUwHhcNMTgwOTEwMDgXODEwWhcNMJYwOTA4MDgXODEWW]BPMQswCQYDVQQGEWIIUFEQ
MA4GA1UECAWHQ3JVYXRpYTEUMBIGA1UECgWLRGVtbyBmaXNrYWwxGDAWBgNVBAMMD2Zpc2thbC5w
cm92aWR1cjCCASIWDQYIKoZIhvcNAQEBBQADEggEPADCCAQoCggEBAL6OFHeQjAKa8sEXvHAhTbSw
ZKBc/bdtjAv3NlupeeZXGGUJIDNxCcXADNUJkLKutEIXjd2MAp5tD5P7GWCHDVXVhebTzS5Z7UAz
3pHHUD6gG1RFF8IIcxwyr@164t/RxtEGtgu2mV7oPGsvFrCalweANt1cXISwM3nS079ydcWGxx7 T
ILBVQgnttXM+tsH6eRwdtvMm5TCUdCE3eNIbKUfVzzMOy7GSWgn+Vy3ywvmrVGtCKBs7f1dviSur
S/mjT1gnh3UjpPiEuTLhZzxdJALqzVIrBlg50b+ulWL07ya03jM531SKLU7xnXKf1HKoR4BHXEhzX
gZWoYxtIHAgDOp cCAWEAAaOCARQWggEQMAKGATUdEWQCMAAWEQY JYIZIAYb4QgEBBAQDAEZAMDMG
CWCGSAGG+EIBDQQMFiRPcGVUUINMIEd1bmVyYXR1ZCBTZXJ2ZXIgQ2VydGlmaWNhdGUWHQYDVROO
BBYEFBNDmMR+u/dP99QpQUa/ s JfuilSEBMHcGA1UdIWRWMGEAFLtr2C51S91NOndyFil1CooM1wOo7
oVKkUDBOMQswCQYDVQQGEwJIIUjEQMA4GALUECAWHQ3IVYXRpYTEUMBIGA1UECEWLTKVPUYBkLmM8uU
by4xFzAVBgNVBAMMDK5FT1MgZC5vLm8uIENBgg IQADAOBENVHQ8BAT8EBAMCBaAWEWYDVRO1BAWW
CgYIKwYBBQUHAWEWDQYJKoZIhvcNAQELBQADEgIBADBSIKOWoT1VcYZuelK73I2Y@BNnzj7TbuziG
u+BOYzLA19n62y01/dC1ly9uOeKeRoYV889AFnE1tu3yaReYdFBIsF8HpXKm1iNQL9iNe6DnacPze
ORpXSEmyv12pzB2j55jhbn@7sIW/daaxSC2c9bjWc6Q6DbAzr838xXpzHSNH5XHM7 iCx8gNSe3wo
Ygm2bxn2+7WD1nqUfFdsFI1f3VZ7cdq66Qhd7hOP00i5vTypXIzH8D42NQzrHH5PRMG zQmKmK7GE
veotolkXPX1X8S1isGYOZnsQ+cxZKZmOcwLOILdniVQERUFXPYRQ24D1mqGhyViWjSIUXSvCjhknhB
nJGnyTQ5+DQ9tnLdQu7+azeDwNNtG/QgnLbgFVKzXwNgxXJsilv1l/VqwaF8/k9+D/Wdi5FX28TXf
KfG1jkGHiCKItyQaVuNGEVSTFURYVEQWpSzvtSF7yJ@T7S+/0Ui905H+NZ0bilZe9ZrdaB2VK4pz
FEVYEPtz2XyY2UOMGJALd@fIMcEUUXEZ@OrVmgtexSEGI+3wys1Ix/pe0zpS8pMSmIS3a/uKKOFA
t0ajqoT3QYiJguqgetwyL/c+iSNYOWM6XGXPH2RwkrOUFmdskN511uDerDD8RYD/5sYXzy+J12deT
FbR1i7FZKdQZc/WdwruyYIHYKTCznxUZu2SQ/hsah</X509Certificate>

</X509Data>

</KeyInfo>

</Signature>

</RegisterInvoiceResponse>

</S:Body>

</S:Envelope>

3.7 WAREHOUSE TRANSFER NOTE

3.7.1 WAREHOUSE TRANSFER NOTE REQUEST MESSAGE

Field Occurrenc
Name type e [Min, Description
Max]
WTNRequest Root [1,1] Root XML element representing warehouse transfer note request message.
Header Element [1,1] XML element representing header of the note containing data about the messagesent.
uuID Attribute [1,1] UUID generated by the TCR.
SendDateTime Attribute [1,1] Date and time of sending the message from a TCR to the CIS.
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Note Element [1,1] XML element representing header of the note containing data about the message sent.
Issuer Element [1,1] XML element representing the issuer of the note.
NUIS Attribute [1,1] Taxpayer’s NUIS.
Name Attribute [1,1] Taxpayer’s name.
DateTimeCreated Attribute [1,1] Date and time of creation of the note.
WTNNum Attribute [1,1] Number of the warehouse transfer note.
OperatorCode Attribute [1,1] Operator code.
BusinUnit Attribute [1,1] Business unit number.
SoftNum Attribute [1,1] Software number.
StartAddr Attribute 1,1 Address of the starting point of transportation.
StartCity Attribute [1,1] City of the starting point of transportation.
DestinAddr Attribute [1,1] Address of destination.
DestinCity Attribute [1,1] City of destination.
WTNIC Attribute [1,1] Protection code of the issuer of the note (NSLFSH)
IsAfterDel Attribute [1,1] Record of afterwards note delivery.
TransDate Attribute [1,1] Date of transportation.
Carrierld Attribute [0,1] Unique ID of the carrier.
VehPlates Attribute [1,1] Carrier’s vehicle plates number.
Items Element [1,1] XML element representing list of items.
Name Attribute [1,1] Name of the item (goods or services).
Code Attribute [0,1] Code of the item from the barcode or similar representation.
Unit Attribute [1,1] What is the item’s unit of measure (piece, weight measure, length measure...).
Quantity Attribute [1,1] Amount or number (quantity) of items
Table 92
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3.7.1.1 Header

XML element representing the header of the message.

3.7.1.2 Header UUID

Element generated by the CIS for every message sent to the TCR. It uniquely identifies the message sent to the TCR.
UUID should be constructed according to the RFC4122.

Data type string
Length 36 characters
Pattern [0-9a-fA-F] {8} - [0-9a-fA-F] {4} - [1-5] [0-9a-fA-F] {3} - [89abAB] [0- 9a-fA-F] {3} - [0-9a-fA-F] {12}

58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66

Table 93

3.7.1.3 Header SendDateTime

Element represents date and time of sending the response message to the TCR. Date and time should be in ISO 8601

format.
Data type dateTime
Length 23 characters
Pattern [0-91{4}-[0-9]{2}-[0-91{2}T0-91{2}: [0-9]{2):(0-91{2}+-]10-0){2}:[0-9]{2}
2019-01-24722:00:58+01:00
Example 2019-01-24722:00:58-01:00
Table 94
3.7.1.4 Note
XML root element representing the note.
3.7.15 Note Issuer
XML element representing the issuer of the note.
3.7.1.6 Notelssuer NUIS
NUIS of the note issuer.
Data type String
Length 10 characters
pattern [a-zA-Z}{1}[0-9){8)a-zA-Z}{1}
Example K72001008V
Table 95
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Note Issuer Name

Name of the note issuer.

Data type String
Length 100 characters
Pattern [a-2A-Z]
Example Name Surname
Table 96
3.7.1.8 Note DateTimeCreated

Date and time of the note creation.

Data type dateTime
Length 23 characters
Pattern [0-9]{4}-[0-9){2}-[0-9){2}T([0-9]{2}:[0-9]{2}:[0-9]{2}[+-][0-9]{2}:[0-9]{2}
2019-01-24T22:00:58+01:00
Example 2019-01-24T22:00:58-01:00
Table 97
3.7.1.9 Note WTNNum

Unique identifying number of the warehouse transfer note. It consists of ordinal number of the note and calendar

year, without leading zero.

Data type String

Max length 20 characters

Pattern [1-9][0-9){1,11}
322019

Example 90292019

Table 98

3.7.1.10 Note OperatorCode

Reference to the operator who is operating on TCR. Value represents code of the operator.

Data type string

Length 10 characters

Pattern [a-zA-Z]{1}[0-9]{8}a-2A-Z]{1}
Example K72001008V

Table 99

3.7.1.11 Note BusinUnit

Code (ID) of the business unit in which the note is issued.
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Table 100

3.7.1.12 Note SoftNum

Number of the software used for invoice issuing.

Table 101

3.7.1.13 Note StartAddr

Starting address of the transportation.

Table 102

3.7.1.14 Note StartCity

City where the transportation started in.

Table 103

3.7.1.15 Note DestinAddr

Destination address of the transportation.

Table 104
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3.7.1.16 Note DestinCity

City where the transportation will end.

Table 105

3.7.1.17 Note WTNIC

Protection code of the issuer of the warehouse transfer note.

Table 106

3.7.1.18 Note IsAfterDel

Record of afterwards transfer note delivery. If the note is delivered afterwards, the value is true, if it is not, the value
is false.

Table 107

3.7.1.19 Note TransDate

Date of transporation of the note.

Table 108

3.7.1.20 Note Carrierld

ID of the carrier of the note.
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Table 109

3.7.1.21 Note VehPlates

Table 110

3.7.1.22 Note Items

XML element representing list of items on the note.

3.7.1.23 Note Items Name

Name of the item.

Table 111

3.7.1.24 Note Items Code

Code of the item from the barcode or similar representation. It helps in identification of the product (item).

Table 112

3.7.1.25 Note Items Unit

Unit of measure for specific item — piece, weight, length...

Table 113
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3.7.1.26 Note ltems Quantity

Amount or number (quantity) of items.

Data type double

Example 35

Table 114

3.7.2 WAREHOUSE TRANSFER NOTE RESPONSE MESSAGE

Field type Occurrence .
Name Description
[Min, Max]
WtnResponse Element [1,1] Root XML element representing warehouse transfer note response message.

Header Element [1,1] XML element representing generic message data about the response sent.

uuID Attribute [1,1] UUID generated by a CIS for every note response data message send to the TCR.

RequestUUID Attribute [1,1] UUID of the request message for which this response message was sent.

SendDateTime Attribute [1,1] Date and time of sending the note response data message from a CIS to the TCR.
WTNIC Element [1,1] CIS generated verification code that can be used to uniquely identify registered note.
Signature Element [1,1] XML element with signature.

Table 115

3.7.2.1 Header

XML element representing header of the response data message.

3.7.2.2 Header UUID

Element generated by the CIS for every message sent to the TCR. It uniquely identifies the message sent to the TCR.
UUID should be constructed according to the RFC4122.

Data type string
Length 36 characters
pattern [0-9a-fA-F] {8} - [0-9a-fA-F] {4} - [1-5] [0-9a-fA-F] {3} - [89abAB] [0- 9a-fA-F] {3} - [0-9a-FA-F] {12}

58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66

Table 116

3.7.2.3 Header RequestUUID

Element generated by the TCR and referenced by the CIS. It uniquely identifies the request message for which response

message was sent to the TCR. UUID should be constructed according to the RFC4122.

Data type string
Length 36 characters
Pattern [0-9a-fA-F] {8} - [0-9a-fA-F] {4} - [1-5] [0-9a-fA-F] {3} - [89abAB] [0- 9a-fA-F] {3} - [0-9a-fA-F] {12}

58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66
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Table 117

3.7.2.4 Header SendDateTime

Element represents date and time of sending the response message to the TCR. Date and time should be in ISO 8601

format.
Data type dateTime
Length 23 characters
Pattern [0-9]{4}-[0-9]{2}-[0-9){2}T([0-9]{2}:[0-9]{2}:[0-9]{2}[+-][0-9]{2}:[0-9]{2}
2019-01-24T22:00:58+01:00
Example 2019-01-24T22:00:58-01:00

Table 118

3.7.25 WTNIC

Element represents unique number generated by the CIS.

Data type string
Length 36 characters
Pattern [0-9a-fA-F] {8} - [0-9a-fA-F] {4} - [1-5] [0-9a-fA-F] {3} - [89abAB] [0- 9a-fA-F] {3} - [0-9a-fA-F] {12}

58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66

Table 119

3.7.2.6  Signature

XML element stores enveloped digital signature described in the chapter 5.3.1.

3.7.3 ERROR MESSAGE
Error message is defined in chapter3.8.

3.7.4 EXAMPLE XML

3.7.4.1 Request XML

<soapenv:Envelopexmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"xmlns:sch="http://alimc.neos.hr/FiscalizationService/schema"xmlns:xd
="http://www.w3.0rg/2000/09/xmldsig#" >

<soapenv :Header/>

<soapenv:Body>
<WTNRequestxmlns="http://alimc.neos.hr/FiscalizationService/schema"xmlns:ns2="http://www.w3.0rg/2000/09/xmldsig#"Id="Request">
<HeaderSendDateTime="2019-06-14T11:00:42+02:00"UUID="9f4459da-e558-4cbc-bbff-217667096451" />
<NoteBusinUnit="07790411-b967-454e-8e7c-a8154d719020"DateTimeCreated="2019-06-
14T11:00:42+02:00"WTNIC="093FB373E719C5CDFEF23E5C3D415B7C"WTNNum="322019" IsAfterDel="false"OperatorCode="K72001008V"SoftNum="2191a92e-b3bl-
44f5-a2eb-84abc817264f"StartAddr="Address 1" StartCity="Tirana" DestAddr="Address 2"
DestCity="Shkoder"TransDate="Shkoder"CarrierId="123123HKIHK"VehPlates="TI-2099">

<IssuerNUIS="K72001009V"Name="Name" />

<Items>

<ItemCode="123451"Name="Kolal"Quantity="1.0"Rbt="1.0"Unit="kg"/>

<ItemCode="123451"Name="Kolal"Quantity="1.0"Rbt="1.0"Unit="kg"/>

<ItemCode="123451"Name="Kolal"Quantity="1.0"Rbt="1.0"Unit="kg"/>

<ItemCode="123451"Name="Kolal"Quantity="1.0"Rbt="1.0"Unit="kg"/>

</Items>

</Note>
<Signaturexmlns="http://www.w3.0rg/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethodAlgorithm="http://www.w3.0rg/2001/18/xml-exc-
cl4n#"/><SignatureMethodAlgorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256"/><ReferenceURI="#Request"><Transforms><TransformAlgorithm="http://www.w3.0rg/20008/09/xmldsig#enveloped-
signature"/><TransformAlgorithm="http://www.w3.0rg/2001/10/xml-exc-
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clan#"/></Transforms><DigestMethodAlgorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><DigestValue>EIWEiHIM+ppzdWXr5tbh1TbyMGQZ7cEIzGOeJuXBuT
Q=</DigestValue></Reference></SignedInfo><SignatureValue>cvUsypF7Ui0]86sul4VMwNH+OEKEZztOTcqImL30cV2/uaDeqailAH2IGW+NaHgZcs2mvRnbtep7y
XpVF/B4Yga02V8fIIW5UBMbMzNreS4bpfU34boPfz1ZZXHU9ujXwdkQIqOsBDILUTPn8ye7MM9js

wkNb3rdREugmakaNZMHy IGFNgOpQPpNhZhA++LoQBMUTsMYsQiuS2ci833dQcIEHPafoOMT8pMVZz
elhOEQxCep86pcz1TON+LkihdmzDCjUVITR2xywGjNqGUYGMjZkocBIF7fzh9V19soPXeCqVt5PF
9kJIs1Yy1Zfcs1l/0PsVieFjiEQVX1E6GK1F2NVQ==</SignatureValue><KeyInfo><X509Data><X509Certificate>MIIE6TCCAtGEAWIBAGICEABWDQYIKoZIhvcNAQELBQAWWDELM
AkGA1UEBhMCSFIXEDAOBgNVBAgM

BONyb2F@aWExFDASBgNVBAOMCOS5FT1IMgZC5vLm8uMS EwHWYDVQQDDBhORUSTIGQubySvLiBIbnR1

cm112G1hdGUwHhcNMT kwMj TyMTMxMT E 1Wh cNM3 cwMj TwMTMxMTE 1W BPMQswCQYDVQQGEWITUFEQ
MA4GA1UECAWHQ3JVYXRpYTEUMBIGALUECEgWLRGVtbyBmaXNrYWwxGDAWBgNVBAMMD2Zpc2thbDEu
bmVvcy50cjCCASIwDQYIKoZIhvcNAQEBBQADEggEPADCCAQOCEEEBAOSzkeSLTWBYTVTMZY 2bXfyk
FMhiKM25yCfCFqnBHrJLUVeRRR74kGbMdg6cn1UE7vynpfV4fmejmerebAA832I5MAq7GIBYU/tN
ZtjyB2iFGYVbXKaZ9IMTVn4M1uLE708q2]0jtSscprMf63IP1kUAdZgevGrvIoBjMxrpB3y+1p0I
z10VQ9x5UrQcdTI1VvrKDeR1C/61hmmLp+mb]/WmGBL02Zz0oSryg8vIzrTSEuvXanXaYmQJL3YfbG
HRARIYF2YXZmbB1ETJujnHj1D2TvxxSqulZSuryMV1SOpfTurVrfhrobpfHtMd1U8GO3acBuBaXX
1E61AyunLMBzoUBCAWEAAaOBXTCBwjAJBgNVHRMEAjAAMBEGCWCGSAGG+EIBAQQEAWIFoDAZBglg
hkgBhvhCAQOEJhYkT3B1b1NTTCBHZWS1cmFOZWQgQ2xpZW5@IEN1cnRpZmljYXRIMBOGA1UADEQW
BBQPSMUP/iZc6yxbyFYV9quMDLq5uzAfBgNVHSMEGDAWEBS7a9gudUvZTTp3chYtQqKDNcDq0zAO
BgNVHQ8BAf8EBAMCBeAwHQYDVRO1BBYWFAYIKwYBBQUHAWIGCCSGAQUFBWMEMARGCSqGSIb3DQEB

CWUAA4ICAQAJAQ+fa3FtbxgHpKEPagG9+hq8oCzdb5M/WFEMt LKUQuwm1ly4nV+9C+ohnOBtAOSAL
UBDp4FNPGUPRj1SB7jy1uDyXj50aCLMnvfBnypcuANdxMO7L1YX38wLiTiSdVyjMi2w6xNj49aXA
PWexjwUFecCK270@FB9yJ7yF8wc+zcZ9m1UBbmKvDQgPgHHhdsCBbYmpTtF5HfvBXqZBrqzLXfU/P
PdKHxzwi8337eUQGaIUzn1S870IDIYEMAVBLGOOVUS2B/eG1PBXKqR3tgrhRHiJ5V/ANPP76n3Uz
1SXqTR8ujK3dUxQPszylYqYXcWH5gBwIAmikbZEoVXGuzd3M+NYPATQAkOLKYuUPZKCRKLNKCZ8Xi
Yz7DHLEJYTCvxdT7HLAwWALNctgIhIFBUa22Dh1Y2At2rznXoFyeDtndQG6KR6XwL+EHPbDEF ZPRE
mBcJpTAhgKH67z4dVTNFjFAGYZkBb7C7g4LDGpdFBZzIj7GZ2HS1GIuTUZ2uZ6T31hmEZDESG6V70
XHZFn8NE1rZ/ZGYNWDh7X0YB7CmutL+1dydbOmpXnv1vl1imkX84mC5019s8XqFHKd9YLVOCnZ1hh
U7AUm6XBIztPt1t004KpCZaubOeyrCWjM+1XKiigNagaXUjrriif/j5alLAq5sMhZeHOMWEUTLUL
uogWsSuLmA==</X509Certificate></X509Data></KeyInfo></Signature></WTNRequest>

</soapenv:Body>

</soapenv:Envelope>

3.7.4.2 Response XML

<S:Envelopexmlns:env="http://schemas.xmlsoap.org/soap/envelope/"xmlns:S="http://schemas.xmlsoap.org/soap/envelope/">
<env:Header/>

<S:Body>
<WTNResponseId="Response"xmlns="http://alimc.neos.hr/FiscalizationService/schema"xmlns:ns@="http://www.w3.0rg/2000/09/xmldsig#">
<WTNIC>e5572da@-15f3-4ab9-84d3-c00589d36ed6</WTNIC>
<Signaturexmlns="http://www.w3.0rg/2000/09/xmldsig#">

<SignedInfo>
<CanonicalizationMethodAlgorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethodAlgorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<ReferenceURI="#Response">

<Transforms>
<TransformAlgorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<TransformAlgorithm="http://www.w3.0rg/2001/10/xml-exc-clan#"/>

</Transforms>
<DigestMethodAlgorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>gopN9YIPpj/gyqmnkQQ/sBbH2SsSWKInwQ26Iy3bvQVg=</DigestValue>
</Reference>

</SignedInfo>
<SignatureValue>E50rIGE+pC3DIqpsSVjcE+yItcxspOU+yWqIDOIyaxP2s90thYdihk6Z77treRWIbBgsVm1X2+Yn
PcI31kghztmKLwhdLgHLPIREUrvV+1V/3cQNfwd/79AypN1g48CXYek EwHWHW2i1VLCdfOR86CcVMF
1+jVC2cvinl20gLmaix70E7N9tfIkXApbQSb8+btz13jnB+y0iQQhhtV4ZoFDrDpwgUggjFW2F2N6
Pdwndgx7b89ENphgpqUyVOg+PCQY@tI4aygIngQVPay+9bSga66eFWyEhIcYMCb4afFDIKLIIUvk
+bqfkZPA82LGVHGOxaJl4wT+ZkfXqZUCI7qoS6Q==</SignatureValue>

<KeyInfo>

<X509Data>
<X509Certificate>MIIFOTCCAYGEAWIBAgICEAWWDQYJIK0ZIhvcNAQELBQAWWDELMAKGA1IUEBhMCSFIXEDAOBENVBAgM
BONyb2F@aWExXFDASBgNVBAOMCOS5F T1IMgZC5vLm8uMS EwHWYDVQQDDBhORUSTIGQuby5vLiBIbnR1
cm11ZG1hdGUwHhcNMTgwOT EwMDgxXODEwWhcNMjYwOTA4MDgXODEwWjBPMQswCQYDVQQGEWIIUFEQ
MA4GA1UECAWHQ3JVYXRpYTEUMBIGALUECEWLRGVtbyBmaXNrYWwxGDAWBENVBAMMD2Zpc2thbC5w
cm92aWR1cjCCASIwDQYIKoZIhvcNAQEBBQADEEEPADCCAQOCEEEBAL6OFHeQjAKa8sEXVHAhTbSw
ZKBc/bdtjAv3NlupeeZXGGUjIDNXCcXADNUIKLKUutEIXjd2MAp5tD5P7GWCHDVXVhebTzS5Z7UAz
3pHHUD6gG1RFF8IIcxwyr0164t/RxtEGtgu2mV7oPGsvFrCalweANt1cXISwM3nS079ydcWGxx71
ILBVQgnttXM+tsH6eRwdtvMm5TCUdCE3eNIbKUfVzzMOy7GSWgn+Vy3ywvmrVGtCKBs7f1dviSur
S/mjT1gnh3UjpPiEuTLhZzxdJALqzVIrBlg50b+ulWL07ya03jM531SKLU7XnXKF1HKOR4BHXEhzX
gZWOYxt IHAgDOp c CAWEAAQOCARQWEEEQMAKGALUAEWQCMAAWEQY JYIZIAYb4QgEBBAQDAZZAMDMG
CWCGSAGG+EIBDQQMFiRPCcGVUUINMIEd1bmVyYXR1ZCBTZXJ2ZXIgQ2VydGlmaWNhdGUWHQYDVROO
BBYEFBNDmR+u/dP99QpQUa/sJfuilSEBMHCGALUdIWRWMG6AFLtr2C51S91NOndyFilCooM1wO07
0oVKkUDBOMQswCQYDVQQGEwJIIUjEQMA4GALUECAWHQ3JVYXRpYTEUMBIGA1UECEWLTKVPUYBKkLmM8U
by4xFzAVBgNVBAMMDK5FT1MgZC5vLm8uIENBggIQADAOBENVHQ8BAT8EBAMCBAaAWEWYDVRO1BAWW
CgYIKwYBBQUHAWEWDQYJKoZIhvcNAQELBQADEgIBADBSIKOWOT1VcYZuelK73I2Y0OBnzj7TbuziG
u+BOYzLA19n62y01/dC1ly9uOeKeRoYV889AFnE1tu3yaReYdFBIsF8HpXKm1iNQL9iNe6DnacPze
ORpXSEmyv12pzB23j5sjhbn@7sIW/daaxSC2c9bjWc6Q6DbAzr838xXpzHSNHSXHM7 1Cx8gNSe3wo
Ygm2bxn2+7WD1nqUfFdsFI1f3VZ7cdq66Qhd7h@P00i5vTypXIzH8D42NQz rHH5PRM] zQmKmK7GE
veotolkXPX1X8S1isGYOZnsQ+cxZKZmOcwLOILdniVQERUFXPYRQ24D1mqGhyViWjSIUXSvCjhknhB
nJGnyTQ5+DQ9tnLdQu7+azeDwWNNtG/QgnLbgFVKzXwNgxXJsilv1l/VqwaF8/k9+D/Wdi5FX28TXf
KfG1jkGHiCKItyQaVuNGEVSTFURYVEQWpSzvtSF7yJ@T7S+/0Ui905H+NZ0ObilZe9ZrdaB2VK4pz
FEVYEPtz2XyY2UOMGJALdOT9IMcEUUXEZ@OOrVmgtOxXSEGI+3wys1Ix/pe0zpS8pMSmIS3a/uKKOFA
t0ajqoT3QYiJguqgetwyL/c+iSNYOWM6XGXPH2RwkrOUFmdskN511uDerDD8RYD/5sYXzy+J12deT
FbR17FZKdQZc/WdwruyYIHYKTCznxUZu2SQ/hsah</X509Certificate>

</X509Data>

</KeyInfo>
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</S:Body>

</Signature>
</WTNResponse>

</S:Envelope>

3.8 ERROR MESSAGES

In case of an error in the processing of the request message, an error message is sent as a reply by CIS. Error messages

share the same general format which is based on SOAP fault message version 1.1 and extended with code XML element

which represents numeric error code.

Occurrence e
Name ) Description
[Min, Max]
header [1,1] XML root element representing the header of the error message.
uuID [1,1] UUID generated by a CIS for every error message created.
fault [1,1] XML element representing error message.
faultcode [1,1] XML element representing class of errors.
faultstring [1,1] XML element where the error explanation is written.
detail [1,1] XML element that carries error messages. It can contain multiple child elements.
XML element that describes the error with a numeric code.
code [1,1] List of codes can be found in the chapter 3.9.3.
Table 120
3.8.1.1 Header

This is an XML root element representing the header of the error message.

3.8.1.2

This is an attribute that uniquely describes the message and gives it the unique identification.

Header UUID

Data type string
Length 36 characters
Pattern [0-9a-FA-F] {8} - [0-9a-fA-F] {4} - [1-5] [0-9a-FA-F] {3} - [89abAB] [0- 9a-fA-F] {3} - [0-9a-FA-F] {12}
58e0a7d7-eebc-41d8-9669-0800200c9a66
Example 58E0A7D7-EEBC-41D8-9669-0800200C9A66
Table 121
3.8.1.3 Fault

This is an XML element that will appear only if error happens.
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3.8.1.4 FaultCode

This is an XML element that represents origin of error that occurred.

Data type string
Constraint Enumeration, described in the table below.
Example Client

Table 122

Enumeration values for the method of payment are listed in table below.

Value Description
Client Received message was incorrectly formed or contained incorrect information.
Server There was a problem with the server, so the message could not proceed.
Table 123
3.8.1.5 FaultString

This is an XML element that contains textual explanation for error that occurred.

Data type string
Length Undefined
Example Validation failed with digest wrong.
Table 124
3.8.1.6  Detail

This is an XML element that carries numeric error code.

3.8.1.7 Code

This is a Detail’s child element, that describes the numeric error code. Numeric error codes are listed in the

chapter3.9.2.

Data type int
Length 3

Pattern [1-9][0-91{0,2}
Example 21

Table 125
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ERROR CODES

Following table lists all the error code that a fiscalization service can return to the caller.

Error Error
number | origin Error description
0 Client Exception occurred while extracting received XML message during size check.
1 Client Received XML message exceed allowed size.
10 Client Exception occurred while extracting received XML message during XML validation against the XSD.
11 Client Received XML message failed XSD validation.
20 Client Exception occurred while extracting received XML message during signature check.
21 Client Received XML message missing Signature XML element.
22 Client Received XML message missing RegisterinvoiceRequest XML element.
23 Client Exception occurred while extracting Signature XML element during signature check.
24 Client Provided more than one Signature XML element.
25 Client Signed wrong XML element.
26 Client Wrong signature method specified.
27 Client Wrong canonicalization method specified.
28 Client Wrong digest method specified.
29 Client Cryptographic signature wrong.
30 Client Digest calculation wrong.
31 Client Overall signature wrong.
40 Client IIC already exists in the database.
41 Client Invoice amount too large to be payed by cash.
900 Server : Service property file not found.
901 Server | Exception occurred during extracting properties for the property file.
902 Server : Exception occurred during loading XSD from a file.
903 Server | Exception occurred during loading keystore.
904 Server i Exception occurred during key extraction from the keystore.
905 Server : Exception occurred during certificate extraction from the keystore.
910 Server i Exception occurred while extracting constructed XML response message during signing.
911 Server : Signature XML element not found during signing XML response message.
912 Server | Exception occurred during signing of the XML response message.
920 Server i Exception occurred during inserting received XML request.
921 Server : Database JNDI not found.
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922 Server : Exception occurred during accessing database with provided JNDI.
999 Server i Undefined exception.
Table 126
3.83 EXAMPLE XML
<S:Envelopexmlns:S="http://schemas.xmlsoap.org/soap/envelope/">
<S:Body>
<S:Fault>

<faultcode>S:Client</faultcode>
<faultstring>[40] Invoice with IIC @93FB373E719C5CDFEF23E5C3D415B7C already exists.</faultstring>

<detail>

<code>40</code>

</detail>

</ns@:Fault>

</S:Body>

</S:Envelope>
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4. Data export of the non-fiscalized invoices

There are cases where invoice fiscalization will not be possible at the moment of invoice issuing. Reason for that is lack
of the internet connection because of issuer being in remote areas or because of giving its services in places where
having internet connection is not optional or it is difficult.

In these situations issuer will issue the invoice to the buyer, along with all of its features, but fiscalization itself will not
be made at the moment of invoice issuing. Issuers will store the invoices they issued in the device they used (cash
register or similar). Each message, containing FIC and being in XML format, for
example<RegisterInvoiceRequest>..</RegisterInvoiceRequest>, will go into its own folder.

Folder naming will follow this convention:
RegisterInvoiceRequest_<NUIS-number> <FIC>_ <yyyyMMddHHmmss>.xml

Once the issuer gets to the internet connection, he will do the fiscalization of his invoices through the Self-care
portal.Other option for the issuer is to give his messages to the Tax administration where they will do the fiscalization
on his behalf.
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5. Security

Following chapter describes security principles used by fiscalization service and parties that communicate with it.

5.1 PKI

AKSHI will be the issuer of digital certificates for fiscalization service. For this purpose, three types of certificates shall
be issued:

e  (Certificate for transport security with common name * .tatime.gov.alissued to service.
Used to secure transport between the service and an issuer.

e  Certificate for message security issued to the service.
Used to digitally sign response data messages.

e  Certificate for message security issued to an issuer.
Used to digitally sign request data messages and IIC data elements.

Every certificate is issued by the following certificate authorities:

e NAIS Root Certification Authority (Self signed certificate)
o NAIS Certification Authority
= NAIS Class 1 Certification Authority

Procedure for acquiring certificates for signing request data messages and IIC data elements can be found inside a
Error! Reference source not found. document.

5.2 TRANSPORT SECURITY

To ensure data security and integrity of the communication between an issuer and the service, service is using
One-way TLS, specifically protocol versionTLS V1.2. Service presents to a client certificate issued by the AKSHI CA, and

with common name * .tatime.gov.al.

5.3 MESSAGE SECURITY

To ensure unambiguous identification of the taxpayer and to provide unchanged content, each request data
message and IICdata element is digitally signed with a private key that is unique pair with the valid taxpayer certificate.
Response data messages form the CIS are digitally signed with a private key that is unique pair with the valid CIS

certificate.

In most cases, the private key used to digitally sign request data message and IIC data is the same. An exception under
this rule is possible if the certificate used at the time of initial creation of the request is no longer valid at the time of
resending the request. In that case, a private key from valid corresponding certificate must be used to digitally sign

request data message, but not the |IC data element, which remains the same.

Request and response data messages are digitally signed according to the XML Signature Syntax and Processing standard

edition 1.1 available at https://www.w3.org/TR/xmldsig-core/. Additional description is available in the chapter 5.3.1.

IIC data element is created and digitally signed according to the custom cryptographic algorithm described in the
chapter5.3.2.
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5.3.1 REQUEST AND RESPONSE DATA MESSASGE SIGNING

Every request and response data message described in the chapter 3, must contain signature XML element. That
element is generated according to XML Signature Syntax and Processing standard edition 1.1 available at
https://www.w3.org/TR/xmldsig-core/.

Element to signed is a first and only element inside soap envelope body XML element, with Id equals to Request or
Response, depending on the message direction.

XML digital signature element is created with following options:

e Signature type: Enveloped, http://www.w3.0rg/2000/09/xmldsig#enveloped-signature

e Canonicalization method: C14 Exclusive, http://www.w3.0rg/2001/10/xml-exc-c14n#
e Digest method: SHA256, http://www.w3.0rg/2001/04/xmlenc#sha256
e  Signing method: RSA SHA256, http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256

5.3.2 IIC DATA ELEMENT

IIC, Issuer’s Invoice Code is analphanumeric security code generated by the issuer which uniquely matches issued
invoice with an issuer.lt is generated by concatenating specific parameters of the invoice and signed with a private key

of the issuer.
IIC has two purposes:

1. To protect issuer from malicious third party because only the issuer that generated IIC can regenerate it by
supplying the algorithm with the same parameters and using the same private key.

2. To verify that issued invoice is registered in the CIS.

At the tax administration's request, the taxpayer, based on the same input parameters, must create an lIC equal to
that of the invoice.

IIC is generated using the following algorithm steps:

1. Concatenate parameters
2. Calculate digital signature

3. Calculate digest

5.3.2.1 Concatenate parameters
IIC is generated by concatenating following parameters of the invoice:

e [ssuer NUIS (Chapter 3.6.2.30)

e Date and time created (Chapter 3.6.2.8)
e Invoice number(Chapter3.6.2.10)

e  Business unit number(Chapter3.6.2.21)
e  (Cash register number(Chapter 3.6.2.11)
e  Software number(Chapter 3.6.2.22)

e Total price(Chapter 3.6.2.18)

Before concatenation, all parameters must be converted to UTF-8 encoding. Parameters are concatenated with pipe
character UTF-8 with decimal code 124.
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For example, for parameters:

Issuer NUIS: K72001009V

Date and time created: 2019-06-12T17:05:43+02:00

Invoice number: 9952

Business unit number: 4c31c6d1-74e4-4645-b209-6384e6de7b30
Cash register number: 9380559f-46ff-4837-9fce-008abeac99ba
Software number: 71a3db25-fef3-4194-a567-6bd079eb32f0
Total price: 99.01

Resulted concatenated value is: K72001009V | 2019-06-12T17:05:43+02:00|9952 | 4c31c6d1-74e4-4645-b209-
6384e6de7b30|9380559f-46ff-4837-9fce-008abeac99ba|71a3db25-fef3-4194-a567-6bd079eb32f0]99.01

5.3.2.2

Calculate digital signature

After the concatenation, resulting value is hashed with SHA256 algorithm and then signed with RSA algorithm and

issuer’s private key.

For example, for values:

MIIEpAIBAAKCAQEA6zORS5ItNYHINVMx1jZtd/KQUyGIozbnIJ8IWqcEesktRV5FF
HviQZsx2DpyeVQTu/Kel9Xh+Z260Z6t5sADzfYnkwCrsbO@FhT+01m2PIHaIUZhVtc
ppnOgXNWFgzWAsTvTyrYk601Kxymsx/rck/WRQB1mp68au8mgGMzGukHFL7Wk4j0
U5VD3H1StBx1MjVW+soN5GUL/riWGaYun6Zsn9aYYEujbOhKvKDy8nOtNIS69dqdd
piZAkvdh9sYdF1E1gXZhdmZsGURMM60cePUPZ0O/HFKq7R1K6VIXXVI61906tWt+G
uhul8e@x2VTwbTdpwG4FpdfUTqUDK6CcswHOhTQIDAQABAOIBAQCgBWIuUgDBmn76
ULMM1YZwjfAUFpkmdikRTIVzewdE1tubMIFF7Sr91Mm2sFL0ZKOZ81rOwgalpqcq
GFT8KwTUO4SWDUIC7wbuf7pcE@OF1tdmIBESKhLozUnRQtF1WHKkRb9Zz40I+ZF3ttG®AX1PuVb369ds4UnEq6yzClgmUTxwhyqp+W6D+B5YwPXx1GT8P7
kam6JInOI1EK9xgXIaStmBUSCgYB6RWXVszcOmYuhyCOmygSNix2j6LNpUIFAMtCG
fZYeRBMobVvWVRADLznH21Bgu3HDxXJd0g9AXkk1kbZSTOURMXKB43VG5Ffke5t31i
C3E5V6yLPxvieHsa9B5h1G4BrB6yyGFhvBCQfFWNBOWgUL4tvu@+tmmvCRIOAG7]
518JiwKBgQCQHTfRrGaEsqlBG7zP0QSqo9q5cxL8WzYdOsTs3FDcwCtHgXBEQ3rr
0/1+HvRa+y6ZEH6q4pREewTIymfvotmGxVe3f8zrKGR51itvN60OnZuWldg57Y11N
J1sdpMxTtxQQmexsADif+QByCvdeFKE5C3veMLdgS5I6HTMNOkS51aA==

————— END RSA PRIVATE KEY-----

Concatenated value: K72001009V | 2019-06-12T17:05:43+02:00|9952 | 4c31c6d1-74e4-4645-b209-
6384e6de7b30|9380559f-46ff-4837-9fce-008abeac99ba|71a3db25-fef3-4194-a567-6bd079eb32f0|99.01
PEM encoded private key:
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Resulting signature value is:
B2C218486302EC553EE1AB9124E1A14705742E870E8872EF34E63617AB252E189ACDF7A3E3F5C82061FFFF8AC2826A
5588596A8807F648410899B6193F77FABDCDFA87553A62079A2EFOE6E6FOB8DA1038968D2FCB920B580EBF33ACEED
FEAODAA78067F916ADC5D278CC237EFD53A6156EABAFBE9SA8F3CE99E854818822FA20COFF46E5B3805264BBCD085
FOA8A9BD503A1304E9202D7304FF93541FB7FAA4629EEOBD7ED566F610DCD047721AEAA828DFECA651087CDESAF9
5C125793D4CD8E83B801DE171335A866D7E31F1473BFOC93EBFD994326COFE97ACB8DA722F788EA27B8DIE15ESE7B
6EF772AB7534060F2BCAF1C3E82645235C9D1857B0790C2

5.3.2.3  Calculate digest
After the signing, resulting value is hashed with a MD5 algorithm.
For example, for avalue:

e  Signature value:
B2C218486302EC553EE1AB9124E1A14705742E870E8872EF34E63617AB252E189ACDF7A3E3F5C82061FFFF8
AC2826A5588596A8807F648410899B6193F77FABDCDFA87553A62079A2EF9E6E6FOB8DA1038968D2FCBI920
B580EBF33ACEEDFEAODAA78067F916ADC5D278CC237EFD53A6156EABAFBE98A8SF3CE99E854818822FA20C
OFF46E5B3805264BBCD085FOA8A9BD503A1304E9202D7304FF93541FB7FAA4629EEOBD7ED566F610DCD047
721AEAA828DFECA651087CDESAF95C125793D4CD8E83B801DE171335A866D7E31F1473BFOC93EBFD99432
6COFE97ACB8DA722F788EA27B8DIE15E8E7B6EF772AB7534060F2BCAF1C3E82645235C9D1857B0790C2

MD5 digest value is: C701FB4839E7D2C3D8DBC81BBAC06164
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6. Code examples

This chapter covers the code examples for specific actions.

6.1 [IC CALCULATION CODE

6.1.1 JAVA EXAMPLE

This is the example for the generation of the IIC in Java language. Variables are hardcoded as this is just an example.

package hr.neos.alimc.fiscalization.utility;

importjava.io.ByteArrayInputStream;
importjava.io.StringWriter;
importjava.io.File;

import java.io.FileInputStream;
importjava.io.IOException;
importjava.math.BigDecimal;

import java.security.Key;

import java.security.KeyStore;
import java.security.PrivateKey;
import java.security.Signature;
importjava.util.GregorianCalendar;
importjava.util.UUID;

importjavax.xml.bind.JAXBContext;
importjavax.xml.bind.JAXBElement;
importjavax.xml.bind.Marshaller;
importjavax.xml.datatype.DatatypeConstants;
importjavax.xml.datatype.DatatypeFactory;
importjavax.xml.datatype.XMLGregorianCalendar;
importjavax.xml.namespace.QName;
importjavax.xml.parsers.DocumentBuilder;
importjavax.xml.parsers.DocumentBuilderFactory;
importjavax.xml.transform.QutputKeys;
importjavax.xml.transform.Transformer;
importjavax.xml.transform.TransformerFactory;
importjavax.xml.transform.dom.DOMSource;
importjavax.xml.transform.stream.StreamResult;

importorg.slf4j.lLogger;
importorg.slf4j.lLoggerFactory;
importorg.w3c.dom.Document;

importhr.neos.alimc.fiscalization.model.SigningKey;
importhr.neos.alimc.fiscalization.util.SignUtil;
importhr.neos.alimc.fiscalization.wsdl.BuyerType;
importhr.neos.alimc.fiscalization.wsdl.ConsTaxType;
importhr.neos.alimc.fiscalization.wsdl.InvoiceItemType;
importhr.neos.alimc.fiscalization.wsdl.InvoiceItemsType;
importhr.neos.alimc.fiscalization.wsdl.InvoiceSType;
importhr.neos.alimc.fiscalization.wsdl.InvoiceType;
importhr.neos.alimc.fiscalization.wsdl.IssuerType;
importhr.neos.alimc.fiscalization.wsdl.PaymentMethodSType;
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importhr.neos.

alimc.fiscalization.wsdl.RegisterInvoiceRequestHeaderType;

importhr.neos.

alimc.fiscalization.wsdl.RegisterInvoiceRequestType;

importhr.neos.

alimc.fiscalization.wsdl.SameTaxType;

importhr.neos.

alimc.fiscalization.wsdl.SelfIssSType;

import org.apache.commons.codec.digest.DigestUtils;
publicclass GenerateIicForDocument {

publicstaticvoid main(String[] args) {

String issuerNuis = "K72001009V";

String concat = issuerNuis;

String dateTimeCreated = "2019-06-12T17:05:43+02:00";
concat = concat + dateTimeCreated;

String invoiceNumber = "9952";

concat = concat + invoiceNumber;

String busiUnit = "4c31c6d1-74e4-4645-b209-6384e6de7b30";
concat = concat + busiUnit;

String cashRegister = "9380559f-46ff-4837-9fce-008abeac99ba”;
concat = concat + cashRegister;

String softNumber = "71a3db25-fef3-4194-a567-6bd079eb32f0";
concat = concat + softNumber;

String totalPrice = "99.01";

concat = concat + totalPrice;

byte[] signed = null;

try {
FileInputStream file inputstream = new FileInputStream

("C:\\_dev\\Certificates\\selfca\\keystores\\fiskalX.neos.hr\\fiskall.p12");

KeyStore keyStore = KeyStore.getInstance("PKCS12");
keyStore.load( file inputstream, "welcomel".toCharArray());
Key privat = keyStore.getKey("1", "welcomel".toCharArray());
Signature notary = Signature.getInstance ("signature");
notary.initSign ((PrivateKey) privat);
notary.update (concat.getBytes());
signed = notary.sign();

} catch(Exception e) {
e.printStackTrace();

}

String iicPrint = DigestUtils.md5Hex(signed);
System.out.println ("The IIC is: " + iicPrint);

6.1.2 C# EXAMPLE

This is the example for the generation of the IIC in Java language. Variables are hardcoded as this is just an example.

using System;
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using System.Text;
using System.Security.Cryptography;
using System.Security.Cryptography.X509Certificates;

namespace Iic

{

class Generatelic

{

staticvoid Main(string[] args)
{

string issuerNuis = "K72001009V";

string concat = issuerNuis;

string dateTimeCreated = "2019-06-12 17:05:43";
concat = concat + dateTimeCreated;

string invNumber = "9952";
concat = concat + invNumber;

string busiUnit = "4c31c6d1-74e4-4645-b209-6384e6de7b30";
concat = concat + busiUnit;

string cashRegister = "9380559f-46ff-4837-9fce-008abeac99ba";
concat = concat + cashRegister;

string softNumber = "71a3db25-fef3-4194-a567-6bd079eb32f0";
concat = concat + softNumber;

string totalPrice = "99.01";
concat = concat + totalPrice;

byte[] signed = null;
try
{

X509Certificate2 certificate
"welcomel");
RSACryptoServiceProvider rsa (RSACryptoServiceProvider)certificate.Private
byte[] data = Encoding.ASCII.GetBytes(concat);

signed = rsa.SignData(data, newSHA1CryptoServiceProvider());

newX509Certificate2("c:\\certificate.p12",

MD5 md5Hash = MD5.Create();

string concatPrint = GetMd5Hash(md5Hash, signed);

Console.WriteLine("The IIC is: " + concatPrint);
}
catch(Exception ex)
{
Console.WriteLine(ex.Message);
}

Key;
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staticstring GetMd5Hash(MD5 mdS5Hash, byte[] input)
{

byte[] data = md5Hash.ComputeHash(input);

StringBuilder sBuilder = newStringBuilder();

for (int i = @; i < data.Length; i++)

{
sBuilder.Append(data[i].ToString("x2"));
}
return sBuilder.ToString();

}
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