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Versions

Version

vO1l

v02

v03

Description of Change

Initial Version

Shortened filed names.

Added additionakrror codes.

Added WTNIC code generation chapters.
Added test and production URL

Terminology which is used in the Law inserted into the introduction chapter

Changed endpoint URL

QR code generation modifications, terminology changed

Registeinvoice chapter changes:

1

Check date and time sent control moved from mandatory to optional controls

Register invoice request data message changes:

1

= =4 =4 -4 -4 -4 A4 -4 -4 -4 -4 _—a A4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -

Issuer element reamed to Seller (in below changes renamed element will be referred with a new name)
Seller NUS attribute replaced with IDNum and IDType attributes
Seller Address, Town and Country attributes changed to optional
Buyer NUIS attribute replaced with IDNum and IDType attributes
CashRegister attribute renamed to TCRCode

TCRCode attribute changeddptional

Fees list element added

PayDeadline attribute added

PaymentMethod attribute replaced with PayMethods element list
BusinUnit attribute renamed to BusinUnitCode

SoftNum attribute renamed to SoftCode

Currency element added, Currency Code and ExRateutes added
SupplyDateOrPeriod element added, SupplyDateOrPeriod Start and End attributes added
SameTaxltems element renamed to SameTaxes

SameTaxes Items element renamed to SameTax

ConsTaxltems element renamed to ConsTaxes

ConsTaxes Items elememnamed to ConsTax

SameTaxes element changed to optional

Simplified invoice TypeOfinv type added

TypeOflnv enumerations changed

TypeOfSelflss enumerations changed

Selflssuing attribute removed

SumCompCard attribute added

GoodsExport attribute renamed to @GdsExAmt

RR changed to mandatory

InvNum attribute removed

InvOrdNum attribute renamed to InvNum

BadDept attribute renamed to IsBadDept

IsBadDept attribute changed to mandatory

ReverseCharge attribute renamed to IsReverseCharge
IssuerlnVAT attribute renamed IslssuerinVAT

Iltem VR, VA, R, RR changed to optional

Item EX attribute added

SameTax ExemptFromVAT attribute added

Renamed UP attribute to UPB

Added UPA attribute

Buyer attributes changed to optional
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Version

v04

Description of Change

T IsSubsequentDelivery moved to the Header element

9 Added check issuer active anAT obligated
Register TCR chapter changes:

9 Renamed tdRegister TCR

9 Added additional description.

T Added general mandatory controls

T Added send time mandatory control
Register TCR request data message changes:

T RegDateTimattribute removed

1 BusinUnit attribute renamed to BusinUnitCode

9 TCROrdNum attribute renamed to TCRIntID

T TCRIntID data type changed to string

9 SoftNum attribute renamed to SoftCode

bl ManufacNum attribute renamed to MaintainerCode

bl Added ValidFrom and Validattributes

T SoftCodeandMaintainerCodeattributes changed to optional
Register TCR response data message changes:

bl TCRNumber element renamed to TCRCode

T TCRCode data type pattern changed
RegistelTCReash balance chapter changes:

T Renamed to Register cash et

1 Added additional description.

1 Added general mandatory controls

bl Added send time mandatory control
Register casHepositrequest data message changes:

1 TCRNumber attribute renamed to TCRCode

T TCRCode data type pattern changed

| Operation enumeration changetd INITAL INOUT

T IsSubsequentDelivery moved to the Header element

Register casHepositresponse data message changes:
| F@MC element added
Chapter PKI renamed to Digital certificates and provided additional description.
Error message changes:
T RequestUUIRlement changed to optional
T ResponseUUID element added
Added deregistration TCR method
Controls:
T Common mandatory controls added to separate chapter.
T Optional controls renamed to additional controls
T Removed list of additional controls
Warehouse transfer nie chapter content removed.
Updated XML samples.
Addedadditional errorcodes.
Added .NET C# sample code for signature generation.
Added Id and Version attributes.

Modified schema patterns to take into account eager validation.

Changed InvNurattribute pattern.

Changedhegative decimal attribute pattern.
Changed QR codmmpleinput parameters

Added additional description for TCRIntld attribute.
Added register WTN method.s.
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Version Description of Change

Added new mandatory Type attribute in register TCR request method.
Removed MVOUCHER payment type.

v05 Changed Kosovo country 3 alpha code.
Changed production certificate issuing CA.
Added additional cash limit description.
Added payment method types allowed values.
Minor modification dateTime data type fields.
Addedadditional restriction for INITIAL cash deposit.
Changed total amount payment limit for CASH invoice type.
Added additionatlescription for invoice export feature.
Increased allowed characters number in address fields.
Unit price fields changed to alloanly positive values. Quantity fields changed to allow negative values.
UPA attribute changed to required.
Changd i ¢/ wX dzZlJRI 0SS 2yteée axlftAR¢2¢ FASERO®

Related Documents
Document Name Description

Fiscalization Servied-unctional specification All processes described.
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1. Introduction

This document provides a description of the data interface ifsoice and acknowledgement of data messages
containing information on sales which the taxpayers are obliged to send for every sale made and subject to registration
of Salesi.e. invoices is®d.

Files containing definition of the XML schema and the Web service (WSDL), which describe the structure of the
registeredinvoicedata messages and the Web service used to receive them are provided as ABraaks to this
document.

This documenprovides specification for the fiscalization service version 2.

Old ceprecated service version will be availafide 4 weeks aftethe newversion is releasedate when a new version
is released can be found at GDT webditgps://www.tatime.gov.al/eng/c/320/327/fiscalizatiorservicetechnicat

specifications

1.1 USED ABBREVIATIONS

Terminology used in the Law

Abbreviation Description o
(if it is different)
CA Certificate Authority -
CIS Central Invoice System =
CPCM CPCM is central portal for the control and management of taxpayers -
the cash transactiosubsystem
CRL Certificate Revocation List =
EIC Fiscal Identification Code (generated at server side after successful: Ullg Unique invoice identifier
verification of the invoice)
PWINIC FiscaWTNIdentification Code (generated at server side after UWTNE Unique Warehouse Transfer
successful verification of the warehouse transfer note) Note Identifier
GUID Global Unique Identifier =
1C Invoice Identification 6de ISG Invoice Issuer'Security Code
WTNIC WTNIdentification Code (warehouse transfer note identification codg WTNI'SGWarghouse VEmsiEr i
Issuer's Security Code
NUIS National Unique Identification Number NUIS/NIPT
OCSP OnLine Certificate Status Protocol -
SOAP Message exchange protocol for XML messages as specified at: =
https://www.w3.org/TR/soap/
TCR Taxpayer Cash Register. The same as billing device or elecshic = ¢ | ELJ @ SNDa St SO0 NE
device.
TCRode Taxpayer Cash Regist@ode ¢FELI @ SNDa St ScddeNE
uc Use case =
uuIb Universally Unique Identifier =

Web Services Description Languag@/l-based language for -
WSDL description of functions offered by a WWW service as specified at
http://www.w3.org/TR/wsdl
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Terminology used in the Law

Abbreviation Description L
(if it is different)
A XMEbased language intended for definition of XML document -
structure as specified at
XML Schema http://www.w3.org/TR/xmlschemall/

and
https:

P/

Tablel ¢ Used abbreviations

1.2 TERMINOLOGY

Term

Definition

Terminology used in the Law
(if it is different)

Response data
message

A data structure in a defined format prescribed by th
financial authority, which contains the Fiscal
Identification Code (FIC) and is used as
acknowledgement of invoice and formal correctness
the registered invoice datmessage sent.

A data structure in a defined format prescribed by th
financial authority, which contains Unique invoice
identifier (Ull) and is used as acknowledgement of

invoice and formal correctness of the registered invoi

data message sent.

Error Data Message

A data structure in a defined format prescribed by th
financial authority, which contains an error code and
text description as a reaction to a registered invoice d
message received containing critical errors preventin

from being pocessed, or when another error occurs
which prevents the message being processed at the
authority's side.

Invoice

An invoice is a proof of sale issued (in paper form o
electronically) by a taxpayer to a person or entity mak
a purchase, which contains all information regarding
totals of the sale and items.

Invoice shall mean any document issued in paper or:
electronic form, which satisfies the requirements
provided undethe draftLaws hb Lb+h L/ 9

{.,{¢t9a Chw ahbL¢hwLbD

Issuer

Person who is issuing the invoice. Issuer of the invoic
responsible for the fiscalization of the invoiceGis. This
person is in most cases the seller of goods and servi
but in case of selbilling invoice, the issuer is the buye

of goods and services.

Registered Invoice

Invoice which is registered on CIS containing FIC.

Invoice which is registered onSeontaining UlI.

Registered invoice data
message

A data structure in a defined format prescribed by th
fiscalauthority, which contains information about the
sale and other technical information necessary. This i
complete XML message containing information
described in the relevant Web service standards:
SOAP/WSDL/WSecurity, etc.
A registered invoice data mseage is sent kgn
electronic cash devick 2 G KS @ E | dzi
technical equipmen(Central invoice system).

Central invoice
platform

Central invoice platforns a web application for
taxpayers providing support for invoice fiscalization

processes.
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2. Environments

The government will publish Web service addressedviiortypes of environmentsproduction environment and one
or more test environments:
- Non-production environment will be used solely by software developers (developing software for cash
registers), not g cash registers' end users. Sending a data message to thprodaction environment shall
not be considered sending of registered invoice information. The FIC returned by theraoduction
environment is not a valid FIC (it is different per prefixjhennon-production environment, digital certificates
for cash registers may be issued using a simplified process.
- Production environmentsintended for the taxpayers and will be used for routimgerations, i.e. receipt and
acknowledgement of data messagjeontaining information onegistered sales.

Endpoints:

0 Test environment:

0 https://eFiskalizimitest.tatime.gov.al/FiscalizationServiz@/FiscalizationService.wsdl
o0 Production environment:

0 https://eFiskalizimi.tatime.gov.al/FisdaationServicev2/FiscalizationService.wsdl

2.1 PREPARATION WORKGR FISCALIZATIORBEE USE

Details on this matter can be found kiscalization ServiceFunctional specificatignchapter that covershis subject.
Below is theprocess diagram.

Installing
software that
supports fiscal

Senvioe

Preparing
~——®  hardware
infrastructure

5 [ Establishing the ] Installing
= O—(‘—I- permanent Internet » digital
E connection J l certificate
Fiscalization F Y Ready for
need fiscalzston

Submit a
request for
certificate
 —

Certificate |

issuing

AKSHI

Figurel ¢ Preparation activities for using a fiscal service
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2.2 TOPOLOGY

Usersaccess lie CIS byriitiating I-way TLS connectio€Clients exchang¥ Sa al 3S a
pointusing TLS channigy described procedur®ata exchange is synchronguseaningaccess point answem) usef a
request immediatelyRequest and response messages formats are specified thoshtihschema.

2.2.1 CISACCESS POINT

LYLX SYSyidlaAazy

the access poinin two environments: production and test.

2.2.2

INTERNET CONNECTION

Access point will be available througtiernet networksin HTTPS protocol.

2.2.3

az2fdzinzya

INFORMATIOISYSTEM OF TEBEIENT

Clients are obliged tprovide hardware and softwarsupport for messages exchge with access poinAs shown on
image below there is nomediatory component development plannedevelopment of the hardwarsoftware
Ay O fCheStysinlSmbligeti2oYsechrg inted it candeatibrytSC Siatcess point with

A a

gAlK

neededbandwidth.Platform choice andoftware solution implementatiola Ay Of A Sy (i Qa
not needed to beeportedto TBD company.

PAYERS INTERNET
TN
F= f N
Sasal a TN
=———o A \
‘\\T’i----- |II
|I|I \\\I\I__—SH ||
=) '. T
=1 [ — L) /
[———] '
o > X
/ s _— |
[ -
1
E /
=] \ /
——x| o, J/
b /!
N, V4
—

TAX ADMINISTRATION

‘Web service endpaoint

>

T,
~——

Figure2 ¢ Information system of the client

2.3 CONDITIONS FOR CORNEN TO CIS

Central information system (CI&)the TaxAdministration will be available in two environments: production and test.

¢l E

FYR YEAYGSYFyOS 2 fanyiwiiBovidedshSesspnnecion tf i

R2YFAY

Connection conditions argmilar butdiffer inaddresses of thie access points and certificated8oth, n productionand
test environment certificates are issued bMAIS Environments are not different in itBinctionality (besidesnew
functionalities development)onlydifference is irdata¢ test environment usegest data.

11| 117

FRYAY

byl



2.3.1 NETWORRREONDITIONS ANRECOMMENDATIONS

To connect to the CI& the TaxAdministration, client system needs to fulfil these conditions:

Network type Internet

Recommended open TCP ports to CIS 443

Network recommendations for client systeane:

Link characteistics Permarent symmetric link

Bandwidth 2 Mb/s at minimum (up to 40 messages per secomdth assumption that message takes @IK

2.3.2 SECURITY PRECONINHO

All communication with CIS of the TAgministration is protected by-Way TLS encryption at the transpdalyer. In
production environmeniCIS presents itself to client with a TLS certificate issuddAigproduction CAwhile intest
environment the certificate is issued DiAISest CA

Pratection at the transport layer HTTPS (TLSxtand v1.2 AES_256 encryption at least)

Certificates for the electronic signing Certificate type:applicationdigital certificate for fiscalization

2.3.3 APLICATION PRECONONS

CIS functionality is available to its clientsing webservice technologyFor that reasonclientO &pplication (or
infrastructure, depending on realization) needs to fulfil these preconditions:

Client creation standards Ws1
Service type Documentliteral
Application protocol SOAP/HTTP&OAP 1.1)
Code site of theequest message XML UTF8
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3. Interface

Interface for exchanging the data between the taxpayer @ifregarding the fiscalization will be SOAP web service.
Messages are in XML format according to the standards of SOAP messages.

The web service has several operations which will be used by the taxpayer who needs to do the fiscalization of the
invoices. Inwices are issued by the electrortashdevicerepresented by itg€ode (for cash transactions)he code is
assigned in operation of registration of electronashdevice which needs to be executed during the installation of each
electroniccashdevice. A the beginning of each day, electrontashdevicewhich handles cash transactiomsust
register the amount of cash in the depoaitdonlythen it should starto issue invoices. Each invoiteistbe registered

to the fiscalization servicand upon successful registration the invoice is assigmi¢idl a FIC which is printed on the
invoicetogether with other mandatory invoice elementis case that the invoice needs to berrected new corrective
invoice is issuedith areferene tothe inwice which needs to beorrected During the day, electronicashdevices for
cash paymentshouldhave the possibility for the taxpayer to see tharrent cash balancét is recommended to do it
when the operators of electronicashdevice changesaswell asnotify the Tax Administration through fiscalization
service ofany withdrawalor extradeposit of cash in theash registerEach of this operation is explained in its chapter
together with the list of elements of the exchanged messages.

Taxpayersshould alsoregister warehouse transfer notegor all goodstransferred between warehouses and sale
premises insidéerritory of Republic of Albaniay a Al dzt GA2ya &LISOAFASR o6& (GKS [ g4
GN¥yal OdAaz2yaed yR Ala oefl ga

Message sent by the taxpayer @Ss the request message to whi€iSreplies by sending the response message. In

case of an error, the error message is sent in the response with its stru®aggiest and response messages (except

for the error messagegll have the following parts: header (general info about the message), data (data specific for the
operation), signature (digital signature signed by the person who is sending the message which provides the identity of
the sender and info to verify thahe data of the message is not changesigjnature is explained ghapter4.3.

3.1 INTERFACE VERSIONING

Versioning of thdiscalization service will be based on semam#rsioning schemaach version has a version number
assignedexpressedas6MAJOR.MINOR.PATE+ich of which aréntegers incremented according these rules

1 MAJOR versioisincrease whenthere areincompatible API changeBlew interface will b@rovided,and old
interface will remain for someeriod. Clients are expected to upgrade new versionasdescribedin release
notes of the new version

1 MINOR versiois increasedvhenafunctionalityis addedn a backwardsompatible mannerCurrent interface
remainscompatible with currentlients,but new functionalities are addeahich can or should be use@lients
are expected to upgrade to new versiondescribedn release notes of the new version.

1 PATCH versiois increasedvhen there are backwardscompatible bug fixesCurrent interface remains the
same.

Service endpoint will have@ntextsuffix-vMAJORe.g./ Hscalizatioigervicev2. This means that one moment there
might beseveral activeserviceendpoints with different MAJOR versions but each of them will alvhay®the latest
MINOR and PATCH versions
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3.2 DATA MESSAGE CODING

All items in all data messages will only use selected characters encoded as a single byte in a standard decimal ASCII
characer set. The allowed decimal codes are 9, 10, 13, or 32 to 126.

UTF8 must be used for encoding the data messages as XML documents, i.e. first line of the XML SOAP envelope will
always be:

<?xml version="1.0" encoding="UTF -8"?>

All XML elements of thiscalization servicare part of the same namespaaeferenced in théNeb service definition
(WSDL)

The data format mask for individual items, which is listed along with their detailed description below, is a regular
expression in the sense of the XMth&ma, which defines the required syntax of the given item.

3.3 DATA MESSAGE STRURHU

All types of data messages have a common basic data format based on thelS@3imple Object Access Protocol)
protocol, i.e. application XML data structures are inseiitgd the body of the SOAP envelopgénlike SOARenvelope
headerwhich remains empty.

Every request and response data messaball be signed witla private keybelonging to the issuer discalization
service respectabl\Exception to that rul@re error message&@escribed in the chapte3.7.6) whichare not signed
the fiscalization service.

Digital signature is calculatednly for the data messagehat resides inside SOAP envelope body elermemd is
incorporated inside that data message as a envelop signature XML element.

3.4 CONTROL
There arehree types of controls

1 Mandatory controlgin real time)
I Additional controlgduring backup verification)

Mandatory controls shall be performed by CIP system imethodsin real time In case that the control is not passed,
an error message will be returned with error code defined here.mbadatorycontrols include the following:

Control Name Control Description Error code
XMLformat XMLformat must be valid 0, 20
Check size of the data : Size should not exceed 150kB 1
Check of the individual registered invoice datassage's in XML against the XSD schema (*.xs| 11

XML structure validation | XSD schema contains an exact definition of the data and format structure for the individual d
items and a check of presence of individual items

Check that certificate is not expd. 34, 35, 36,

37,38, 39
Check that the certificate is issued by the trusting CA.

Certificate validation = check that the identification number in the certificate corresponds to the invoice issuer

identification number (tax number) in the XML message.

Check that certificate is not listed in CRL.

14] 117



Check that the hash of the message calculated by CIS corresponds to the hash listed in the 22,23, 24,

message. 25, 26, 27,
Electronic signature check 28, 29, 30,
Check that the signature corresponds to the hash of the message and to the public key of thé 31 35 33
certificate. 34
Client time diférs / tASyli GAYS RAFTFSNE FTNRBY | aSNWSNRa GAYS 2

Other controls as specified in the functional specification and for control purpogas dfax

Other controls - .
Administration

Table3

Additional controls are not performed at the moment of registratmiithe invoice but are instead postponed for later
processing of the invoices. Errors detected here will be available to taxpayeceweal invoice platformand to tax
officialsthrough CPCM.

3.5 REGIHR TCR

Each electronicashdevicemustbe registered orCIS in order to receive the code which represents that electizash
device. This code is used for identification of electraishdevice in messages which are exchanged between CIS and
the electroniccashdevice. This registratiomustbe done only one when the electronicashdevice is installed in the
businesgpremisewhere it is used.

Before this, taxpayer needs to be registeliedTaxAdministrationin active Registry of taxpayers. Taxpayer must also
register the businespremise(in applicationCentral invoice platfortnin which the TCR is locatgdior to registration
of the TCR

If this registration is done for the same internal identification of the TCR and business unit code, CIS wilbnlydate
ValidTo field information with new data provided in the request message and return same TCRCode. Deregistration is
possible by providingurrent date as value fovalidToattribute field date field inthe RegisterTCRRequest message.
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3.5.1 REGISER TCREQUESDATAMESSAGE

Field type Occurrence _
Name . Description
[Min, Max]
RegisterTORequest Element 1,1 Root XML element representing registration of TCR.

d Attribute 1 L GGNRGdzi S dzZASR F2NJ aAdyl dz2NBE ONBFiGA2Y Fy
Version Attribute () I GGNRGdzi S dzaSR G2 &4LISOATE O2YLX AlYyOS Al
Header e L1 XML element representin§ S | R S NX

uuID Attribute [, 1] ID of the message.

SendDateTime Attribute 1,1 Date and time of sending the message to the Tax administration.
TCR Hement [, 1] XML element representing a singl€Registration message

IssuerNUIS Attribute [1, 1 ¢HELN @ SNETE b L

BusnUnitCode Attribute [1,1] Business unigpremise)code

TCRtID Attribute 1,1 TCR internal identificatioThisidentification attribute can be used for old cash registers.

: Codeof the software used by TCR.
SoftCode Attribute [0, 1] Mandatory for new registration
o : Code of the maintainer for the TCR software.

MaintainerCode Attribute [0, 1] Mandatory for new registration

ValidFrom Attribute [0, 1] Date from which the TCR will be used

ValidTo Attribute [0,1] Date until which the TCR will be used.

Type Attribute [11] TCR type.
Signature Element [, 1] XML element withdigital signature.

Table4

35.1.1 Header

Element representing the header of the requéstta message.

3.5.1.2 Header UUID

Element generated by the TCR. It uniquely identifies the request message sent from TCR to CIS. UUID should be
constructed according to the RFC4122sion 4

Data type string
Length 36 characters
EEGET [0 - 9a- fA- FI{8} -[0 - 9a- fA- FI{4} -[1-5][0 -9a-fA- F|{3} - [89abAB][0 - 9a- fA-F}{3} - [0 -9a- fA- FI{12}

58e0a7d7eebc41d896690800200c9a66
Example 58E0A7DEEBE@1D896690800200C9A66

Tableb

3.5.1.3 Header SendDateTime

Element represents date artiime of sending the rguestmessage to theCIS Date and time should be in 1ISO 8601
format.

Data type dateTime

Pattern [0-9]{4} -[0-9]{2} -[0-9}{2} T[0-9K2} :[0-9K2} :[0-9K2} [+-][0-9]{2} :[0-9)2}
201901-24T22:00:58+01:00

Example 201901-24722:00:581:00

Table6
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3514 TCR

Element representig a singlelf CRegistrationrequest.

3.5.1.5 TCRssueNUIS

Element representingssuefs NUISNIPT.

Table7

3.5.1.6 TCRBusnUnitCode

Code of the business ur(premise)in which the invoice is issued.

Table8

3.5.1.7 TCRICRntID

Attribute representingthe internal identification othe TCRThis identification attribute can be used for old cash
registers.

Table9

3.5.1.8 TR SoftCode

Codeof the software used for invoice issuing.

Tablel0

3.5.1.9 TCRMaintainerCode

Code of the maintainer for the TCR software.
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Tablell

3.5.1.10 TCRvalidFrom

Element represents dateom which the TCR will be used or is valid

Tablel2

3.5.1.11 TCRvalidTo

Element represents datentil which the TCR will be used or is valid

Tablel3

3.5.1.12 TCRIype

Thisattribute shows the type o CR

Tablel4

Following table shows the list of allowed values indigipe attribute.

Tablel5

3.5.1.13  Signature

XML element stores enveloped digital signature described in the chdBek
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3.5.2 REGISHR TCRESPONEDATAMESSAGE

Name Field type Oc'currence B
[Min, Max]
RegisterTOResponse Element 1,1 Root XML element representing registration of TCR.
1d Attribute L1 P GGNRGdzl S dzaSR F2NJ A3yl GdzNBE ONBLF GA2Yy |y
Version Attribute () VGGNRGdziS dzaSR G2 &LISOATe O2YLX ALyOS gAd
Header Elemen L, 1] a[ StSYSyid NBLNBaSyidAy3d KSI RSNX
uuID Attribute [, 1] ID of the message.
RequestUUID Attribute 1,1 UUID of the request message for which this response message was sent.
SendDateTime Attribute [, 1] Date and time of sending the message to the Tax administration.
TCRode Element [, 1] Codeof the TCR generated by the CIS
Signature Element 1,1 XML element with signature.
Tablel6

35.2.1 Header

Element representing the header of the respomsga message.

3.5.2.1.1Header UUID

Element generated by th€IS It uniquely identifies the rgponsemessage sent fron€ISto TCR UUID should be
constructed according to the RFC4122sion 4

Data type string
Length 36 characters
B [0-9a- fA- FI{8} -[0 - 9a- fA- Fl{4} -[1-5][0 - 9a-fA- F|{3} - [89abAB][0 - 9a- fA-F}{3} -[0-9a-fA- F|{12}

58e0a7d7eebc41d896690800200c9a66
Example 58E0A7DEEB@1D896690800200C9A66

Tablel7

3.5.2.1.2Header RequestUUID

Element generated by the TCR and referenced by the CIS. It uniquely identifies the request message filrewhich
response message was sent to the TCR. UUID should be constructed according to the R&€iéh2p

Data type string
Length 36 characters
pattern [0 - 9a- fA- FI{8} - [0 - 9a- fA- FJ{4} -[1-5][0 -9a-fA-F|{3} - [89abABJ][0 - 9a-fA-FK3} -[0 - 9a- fA- F|{12}

58e0a7d7eebc41d8-96690800200c9a66
Example 58E0A7DEEBEI1D896690800200C9A66

Tablel8
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3.5.2.1.3Header SendDateTime

Element representslate and time of sending the response message to the TCR. Date and time should be in ISO 8601
format.

Data type dateTime
Pattern [0-9]{4} -[0-9{2} -[0-9K{2}T[0 -9K2}[0 -9K2k[0 -9K2}+ -][0 -9l{2k[0 -9)2}
201901-24T22:00:58+01:00
Example 201901-24T22:00:581:00
Tablel9
3.5.2.2 TCKode
Codeof the TCR device, generated by the.CIS
Data type string
Length 10 characters
Pattern [a-Z|{2}[0 -9){3}a -z{2}[0 -9i{3}
Example ab123ab123
Table20

3.5.2.3 Signature

XML element stores enveloped digital signature described in the chd ek

3.5.3 MANDATORY CONTROLS

Mandatory controls shall be performed by CIP system in process of registerif@fRé case that the control is not
passed, an error message will be returned with an error code.

Upon identifying a critical error, CIS will return an error data messagdich A Yy Ay 3 (G KS SNNENRa ydzy!
description (see chapte3.9). When errors which the system can interpret as a cyditack are identified, the system
R2S8& y20( aSyR lyeée NBalLkRyasS G2 (GKS OtASyd o6GKS GF ELI &SN

The mandatory controls include all the controls from chaf@erandthe following:

Control Name Control description Error if) Error code
Valid from in thepast TCRValidFrom cannot be in the past. 45
Valid toin the past TCRValidTo cannot be in the past. 46
Valid to before valid from TCRValidTo cannot be beforeCRValidFrom. 47
Active TCRpdate Active TCR cannot be modified. 48
Deactivated TCR update Deactivated TCR cannot be modified. 5
Registered taxpayer ¢/ wohLa&ddzSNb) L{ R2SayQi NBFSNByOS | OGAQ¢ 52
Registered business unit . TCR.BusinUnitCod®2 S&4y Qi NBFSNBY OS | OGAGS o0dzAAy! 41
Registered software ¢/ wo{2Fi/ 2RS R2SayQli NBFSNByOSa | OGAgS 42
Registerednaintainer ¢/ wohal AylikrAySNI 2RS R2SayQi NBFSNByOSa | 43
Table21
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3.5.4 ERROR MESSAGE

Error message is defined in chap&®

3.5.5 EXAMPLE XML

3551 Request XML

<SOAR ENV:Envelope xmiIns:SOAP - EN\&" http://schemas.xmlsoap.org/soap/envelope/ ">
<SOAR ENV:Header/>
<SOAR ENV:Body>
<RegisterTCRRequest xmins =" https://eFiskalizimi.tatime.gov.al/FiscalizationService/schema
xmins:ns2 =" http://www.w3.0rg/2000/09/xmldsig# " Id ="Request"  Version ="2" >
<Header SendDateTime ="2019 - 12- 02T10:57:01+01:00" UUID="78b37523 - 3677 - 416a- 8bcO0 - e0dd77296fc7" />
<TCR BusinUnitCode ="bb123bb123" IssuerNUIS ="L91806031N" MaintainerCode ="mm123mm123" SoftCode ="ss123ss123"
TCRIntID ="1" ValidFrom ="2019-12-05" Type="REGULAR/>
<Signature  xmins =" http://www.w3.0rg/2000/09/xmldsig# ">
<SignedInfo>
<CanonicalizationMethod Algorithm =" http://www.w3.0rg/2001/10/xml - exc-clan# " />
<SignatureMethod Algorithm =" http://www.w3.0rg/2001/04/xmldsig - more#irsa_- sha256 " />
<Reference  URI="#Request" >
<Transforms>
<Transform  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#enveloped - signature  "/>
<Transform  Algorithm =" http://www.w3.0rg/2001/10/xml - exc - clan# " />
</Transforms>
<DigestMethod  Algorithm =" http://www.w3.0rg/2001/04/xmlenc#sha256 ">
<DigestValue> OilvSabbyg8 .......... GzADJODO8=/DigestValue>
</Reference>
</SignedIinfo>
<SignatureValue>  tpGg48z .......... OHmMXIVOA==/SignatureValue>
<Keylnfo>
<X509Data>
<X509Certificate> MIIFYDCCB.......... PifzOUIKJAanmgN3 </X509Certificate>
</X509Data>
</KeyInfo>
</Signature>
</RegisterTCRRequest>
</SOAP- ENV:Body>
</SOAP- ENV:Envelope>

3.5.5.2 Response XML

<SOAR ENV:Envelope xmIns:SOAP - EN\&"http://schemas.xmlsoap.org/soap/envelope/" >
<SOAR ENV:Header/>
<SOAR ENV:Body>
<ns2:RegisterTCRResponse Id ="Response"  Version="2"
xmins:ns2 ="https://eFiskalizimi.tatime.gov.al/FiscalizationService/schema” xmins:ns3  ="http://www.w3.0rg/2000/09/xmldsig#" >
<ns2:Header RequestUUID ="07986698 - 1502 - 4150 - 9520 - 1918a5bbbf49"  SendDateTime ="2019 - 11- 27T09:49:22+01:00"
UUID="12839912 - 75b6- 4cd4 - ba2d - fca3e6395226" />
<ns2:TCRCode> vk822xf503 </ns2:TCRCode>

<Signature  xmins ="http://www.w3.0rg/2000/09/xmldsig#" >
<SignedInfo>
<CanonicalizationMethod Algorithm  ="http://www.w3. 0rg/2001/10/xml - exc - c14n#" />
<SignatureMethod Algorithm  ="http://www.w3.0rg/2001/04/xmldsig - more#rsa - sha256" />
<Reference  URI="#Response" >
<Transforms>
<Transform  Algorithm  ="http://www.w3.0rg/2000/09/xmldsig#enveloped - signature” />
<Transform  Algorithm  ="http://www.w3.0rg/2001/10/xml - exc - cl4n#" />
<[/Transforms>
<DigestMethod  Algorithm  ="http://www.w3.0rg/2001/04/xmlenc#sha256" >
<DigestValue> p+TSatU9 .......... +yD8ff87U= </DigestValue>
</Reference>
</SignedIinfo>
<SignatureValue>  kFXWTPybl.......... W6kKA30jg== </SignatureValue>
<KeylInfo>
<X509Data>
<X509Certificate> MIIFRJCCBC. .......... gpNT2r23YQ==</X509Certificate>
</X509Data>
</KeylInfo>

</Signature>
</ns2:RegisterTCRResponse>
</SOAP- ENV:Body>
</SOAP- ENV:Envelope>

3.6 REGIHRCASHDEPOSIT

Every day before registering the first invoiakethe dayon CIS, eacliCRor handling cash transactiomsust register
the initial amount of castdeposit(Operation INITAD. Initial registratian is allowed only once per daif.neededTCR
cancorrect initial deposit by registeringash amount (Operation DUT).

During the daythe operator can put or takeash from theT CRandeach of tlese actionsmustbe registered Operation
INOUT)
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In special cases defined by the Law (when there is failure of internet connection or if the taxpayer operates in the area
without internet connection), information about opening deposit or withdrawal must be stored in TCR memory. If there
is failure of TCRdata of the deposit/withdrawal is written ithe bound invoicebook and submitted to the Tax

Administration later together with all invoices that ageingto be fiscalized through that process.

Theopen castdeposit can be 0.00.

Cash balance registratiois not required in the business premises that operates only (i.e. issues only) witasbn

invoicesor in case of welshop

TCR OK? Start/continue the
Enter invoicg jssuing
deposit/withdrawal
in daily book '\
Cashdeposit changes or
waorking day starts
E Enter
4 deposit/withdrawal
3 .
= inTCR
Internet v Correct data for
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g geftorreg with digital signetre
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Figure4 ¢ Registration of the castheposit
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3.6.1 REGIHRCASHDEPOSIREQUESDATAMESSAGE

Narme Fieldtype Oc'currence B
[Min, Max]
RegisterCasbeposiRequest Element [, 1] Root XML element representing registration of TCR first deposit.

d Attribute 1 L GGNRGdzi S dzZASR F2NJ aAdyl dz2NBE ONBFiGA2Y Fy
ViaEhR Attribute L 1 GGNXodzi S dASR (G2 aLISOATE O2YLX AlIyOS Al
Header Element [, 1] XML element representing header of the message.

uuID Attribute [, 1] UUID generated by a TCR for every da&ssage serto the CIS.

SendDateTime Attribute [, 1] Date and time of sending the message from a TCR to the CIS.

IsSubseqDeliv Attribute 1, 1] Is the request message delivered subsequently?
Caslpeposit Element [, 1] XML element representing single cashepositrequest.

ChangeDateTime Attribute [, 1] Date and timevhen thecashdepositwaschanged

Operation Attribute 1, 1] Cash depositjeeration made at the register.

CastAmt Attribute 1, 1] Amount of thecashdepositin the TCR

TCRode Attribute [, 1] Codeof the TCR for which theashdepositis registered.

IssuerNUIS Attribute L1 ¢FELN & SNBR bl L{
Signature Element 1, 1] XML element with signature.

Table22

3.6.1.1 Header

Element representing the header of thequestdatamessage.

3.6.1.2 Header UUID

Element generated by the TCR. It uniquely identifies the request message sent from TCR to CIS. UUID should be
constructed according to the RFC4122sion 4

Data type string
Length 36 characters
pattern [0 - 9a- fA- FJ{8} - [0-9a- fA-F]{4} -[1-5][0 -9a-fA-F|{3} -[89abABJ[0 - 9a- fA-F{3} - [0 - 9a- fA- F{12}

58e0a7d7eebc41d8-96690800200c9a66
Example 58E0A7DEEB@1D896690800200C9A66

Table23

3.6.1.3 Header SendDateTime

Elementrepresents date and time of sending thegreest message to theCIS Date and time should be in ISO 8601

format.

Data type dateTime

Pattern [0-9){4} -[0-9K{2} -[0-9{2}T[0 -9J{2}[0 -92k[0 -9K2}[+ -][0 -9K2k:[0 -9K2}
201901-24T22:00:58+01:00

Example 201901-24T22:00:581:00

Table24
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3.6.1.4 Header IsSubseqDeliv

Element that says if the request message is being delivered subsequently. For example, when an isselrahas
vySaal3asS G2 GKS /L{ o0dzi KS RARYQG NBOSAGS | NBaLkRyaS FN

but only with flag IsSubseqDeliv. This flag is indication for CIS that an Issuer sent the message again.

Data type

boolean

Values

true, false

Example

true

Table25

3.6.15 Caslbeposit

Element representing a singbashdepositregistration

3.6.1.6 CaslbepositChangeDateTime

Element representing date and tinvehen thedepositof cash waghangedn the cash register

Data type dateTime

Pattern [0-9K4} -[0-9K2} -[0-9K2}T[0 -9K2k[0 -9K2k[0 -9l{2}{+ -][0 -9K{2k:[0 -9)2}
201901-24T22:00:58+01:00

Example 201901-24T22:00:581:00

Table26

3.6.1.7 CaslDepositOperation

This is an XML element that represents the operation madbetash register.

Data type string
Constraint Enumeration, described in the table below.
Example INTTAL

Table27

Enumeration values for theperationare listed inthe table below.

Value Description

INITIAL Initial balance in the TCR

INOUT Amount of cash depositedr withdrawnfrom the TCR.

Table28

3.6.1.8 CaslbepositCashAmt

Element representing the amount o&sh found in theash registeafter the operation

Data type decimal

Pattern -2(12 -9][0 -9]%j0) \.[0 -9K2}O0
212.12

Example 212.12

Table29
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3.6.1.9

CaslbepositTCRCode

Coderepresenting thauniquenumber of the TCR in question.

Data type string
Length 10 characters
Pattern [a-zl{2}0 -93}a -zZl2)[0 -9I{3}
Example abl23ab123
Table30
3.6.1.10 CaslbepositlssuerNUIS
Element representing issu@NUISNIPT(tax number)
Data type string
Length 10
Eate [a-zA-ZK1}0 -9){8Ha -zA- ZJ{1}
Example K72001008V
Table31
3.6.1.11  Signature

XML element stores enveloped digital signature described in the chd ek

3.6.2 REGISHRCASHDEPOSIRESPONSBATAMESSAGE

N Field type Oc_currence —
[Min, Max]
Registe€asiDeposiResponse Element [, 1] Root XML element representing registrationcafsh deposit

Id Attribute [1,1] Attribute used for signature creation and verification. Fixed valug S & LJ2 y &4 S ¢ @
Version Attribute 1] P GGNROdzi S daSR (2 aLSOATeE O2YLEALYyOS gAl
Header Element I, 1] -a[ StSYSyid NBLNBaSyidAy3d KSIRSNX

uuiD Attribute 1 ID of the message.

RequestUUID Attribute L 1 UUID of the request message for which this response message was sent.

SendDateTime Attribute [1,1] Date and time of sending the message to the Administration.
F@©C Element [1,1] Fiscalization casttepositcode generated by the CIS.
Signature Element L 1 XML elementvith signature.

Table32
3.6.2.1 Header

Element representing the header of the respomsga message.

3.6.2.2 Header UUID

Element generated by the CIS. It uniquely identifies the response message sent froonTCIS. UUID should be
constructed according to the RFC4i22sion 4
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Data type string

Length 36 characters

EEiiE [0-9a-fA- FI{8} -[0 - 9a- fA- Fl{4} -[1-5][0 -9a-fA- F|{3} - [89abAB][0 - 9a- fA-F}{3} -[0-9a-fA- F|{12}
58e0a7d7eebc41d8-96630800200c9a66

Example 58E0A7DEEB@1D896690800200C9A66

Table33

3.6.2.3 Header RequestUUID

Element generated by the TCR and referenced by the CIS. It uniquely identifies the request message for which response
message was sent to the TCR. UUID shoulmbhstructed according to the RFC4i22sion 4

Data type string
Length 36 characters
Pattern [0-9a-fA- FK{8} - [0 -9a-fA-Fl4} -[1-5][0 -9a-fA-F}{3} -[89abABJ[0 -9a- fA-FK3} - [0 -9a- fA- F{12}

58e0a7d7eebc41d896690800200c9a66
Example 58E0A7DEEB@1D896690800200C9A66

Table34

3.6.2.4 Header SendDateTime

Element represents date and time of sending the response message to the TCR. Date and time should be in ISO 8601
format.

Data type dateTime

Pattern [0-9]{4} -[0-9]{2} -[0-9K{2}T[0 -9K2k[0 -9K2:[0 -9K2}[+ -][O -9l{2k[0 -9K2}
201901-24T722:00:58+01:00

Example 201901-24722:00:581:00

Table35

3.6.2.5 FOC

Fiscalization castiepositcode. Unique code generated by the CIS for every successfullepshitregistration.

Data type string
Length 36 characters
B [0-9a- fA- FI{8} -[0 - 9a- fA- Fl{4} -[1-5][0 - 9a-fA- F|{3} - [89abAB][0 - 9a- fA-F}{3} -[0-9a-fA- F|{12}

58e0a7d7eebc41d896690800200c9a66
Example 58E0A7DEEB@1D896690800200C9A66

Table36
3.6.2.6 Signature

XML element stores enveloped digital signature described in the chd 8¢k

3.6.3 MANDATORY CONTROLS

Mandatory controls shall be performed by CIP system in process of registering theepasitof TCR. In case that the
control is not passed, an error message will be returned with an error code.
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Upon identifying a critical error, CIS will return an error data message containing th@&eruoneric code and its text
description (see chapte3.9). When errors which the system can interpret as a cyditack are identified, the system
does not send any response to the client (the taxp&/ECR

Themandatorycontrols includeall the controls fronchapter3.4andthe following:

Control Name Control DescriptionError if) Error code
Check changed date and time CashDeposit.ChangeDateTime differences from CIS time moraltbeued time in nmutes. 49
Check INITIAL amount CashDeposit.CashAmt is negative and CashDeposit.Operation equals INITIAL. 50
Check INOUT amount CashDeposit.CashAmt is zero &ashDeposit.Operation equals INOUT. 51
Registered taxpayer /| I &K5S L2 aA oL dekedridttiye takpayeit tBeZRyoiiy of taxpayers. 52
CashDeposit. TCRCOge2 S &y Qi ragbtar&int EciveTSRor the TCR 2 S efoRd] 53
RegisteredrCR . ) y ¥ sfongs
to the referencedissuer.
INTIAL deposit alread 56
regisrt’ere d v If cash deposit witlCashDeposit.OperatidiNITIALs already registered for current day

Table37
3.6.4 ERROR MESSAGE
Error message is defined in chap8e®.

3.6.5 EXAMPLE XML

3.6.5.1 Request XML

<SOAR ENV:Envelope xmiIns:SOAP - EN\&http://schemas.xmlsoap.org/soap/envelope/ ">
<SOAR ENV:Header/>
<SOAR ENV:Body>
<RegisterCashDepositRequest xmins =" https://eFiskalizimi.tatime.gov.al/FiscalizationService/schema "
xmins:ns2 =" http://www.w3.0rg/2000/09/xmldsig# " |d ="Request"  Version ="2" >
<Header SendDateTime ="2019 - 12- 05T14:35:00+01:00" UUID="3389b9c4 - bb24 - 4673 - b952 - 456e451cd3c3" IsSubseqDeliv ="false" />
<CashDeposit CashAmt="2000.00" ChangeDateTime ="2019 - 12- 05T14:35:00+01:00" IssuerNUIS ="L91806031N" Operation ="INITIAL"
TCRCode="cc123cc123" />
<Signature  xmins =" http://www.w3.0rg/2000/09/xmldsig# ">
<SignedInfo>
<CanonicalizationMethod Algorithm =" http://www.w3.0rg/2001/10/xml - exc-clan#" />
<SignatureMethod Algorithm =" http://www.w3.0rg/2001/04/xmldsig - more#rsa - sha256 " />
<Reference URI="#Request" >
<Transforms>
<Transform  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#enveloped - signature " />
<Transform  Algorithm =" http://www.w3.0rg/2001/10/xml - exc - clan# " />
</Transforms>
<DigestMethod  Algorithm =" http://www.w3.0rg/2001/04/xmlenc#sha256 ">
<DigestValue> PTmGp/uQH......... LR+4IH2/hODo= </DigestValue>
</Reference>
</SignedIinfo>
<SignatureValue>  PDVIuTMr5.......... SspzFpjYKEA== </SignatureValue>
<Keylnfo>
<X509Data>
<X509Certificate> MIFYDCCB.......... . PifzOUIKJAanmgN3 </X509Certificate>
</X509Data>
</KeylInfo>
</Signature>
</RegisterCashDepositRequest>
</SOAP- ENV:Body>
</SOAP- ENV:Envelope>

3.6.5.2 Response XML

<SOAR ENV:Envelope xmins:SOAP - EN\E"http://schemas.xmlsoap.org/soap/envelope/" >
<SOAR ENV:Header/>
<SOAR ENV:Body>
<ns2:RegisterCash  Deposit Response I|d ="Response” Version="2"
xmins:ns2 ="https://eFiskalizimi.tatime.gov.al/FiscalizationService/schema” xmins:ns3  ="http://www.w3.0rg/2000/09/xmldsig#" >
<ns2:Header RequestUUID ="5b685bba - fele - 405c - ac8c - 2243502dc9db"  SendDateTime ="2019 - 11- 27T09:44:14+01:00"
UUID="ed3cbe5c - 08ad - 44e2 - abel - a811e3c80137" />
<ns2:FCBC>c8al97f1 - b7dc - 4e82- 8729 - 4a506aecfob9 </ns2:FCBC>

<Signature  xmlIns ="http://www.w3.0rg/2000/09/xmldsig#" >
<SignedInfo>
<CanonicalizationMethod Algor ithm ="http://www.w3.0rg/2001/10/xml - exc - cl4n#" />
<SignatureMethod Algorithm  ="http://www.w3.0rg/2001/04/xmldsig - more#rsa - sha256" />
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<Reference  URI="#Response" >

<Transforms>
<Transform  Algorithm  ="http://www.w3.0rg/2000/09/xmldsig#enveloped - signature”
<Transform  Algorithm  ="http://www.w3.0rg/2001/10/xml - exc - cl4n#" >
</Transforms>
<DigestMethod  Algorithm  ="http://www.w3.0rg/2001/04/xmlenc#sha256" 1>
<DigestValue> giebs7Pyu .......... rs+xz0iS3f0=  </DigestValue>
</Reference>
</Signedinfo>
<SignatureValue> BwiADbuZFaa.......... fd2U o3LEiClw== </SignatureValue>
<Keylnfo>
<X509Data>
<X509Certificate> MIIFRJCCBCE6g .......... JfgpNT2r23YQ== </X509Certificate>
</X509Data>
</ Keylnfo>
</Signature>
</ns2: RegisterCashDepositResponse >

</SOAP- ENV:Body>
</SOAP- ENV:Envelope>

/>
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3.7 REGISTER INVOICE

Issuerof the invoiceis obligedto deliver infamation on eachinvoicehe issus. Information has to be delivered at the
moment of issuing. Exceptionally, it can be delivered afterwéadstipulated in thedw).

Data exchange processarts at the moment whenthe issueris about to issue an invoice to the custom&heTCR
prepares invoice da and based on tat datait createslIC.After that it prepares XMinvoice request messagad signs
it electronicallyby its certificate private keyusing a certificate that was issuedissuerby CISwith purpose beindghe
implementation offiscalization. After that the 1-way TLS communication s¢arted and oncesuccessfult callsthe
service.

Central information systemeceives and processes request messafjthe request issuccessfullyprocessed central
information system prepareXML message that contains Flthich is unique for every invoicsigns it electronically
with its certificate and sends it back to thECR

TCRreceivesanswer message and checksatsctronic sigature. After that, cashier(operator)issuesthe invoice and
hands it tothe buyer.

Corrective invoice ia special type of invoice whiatontains areferenceto the original invoiceand is issuedh order to
change some datia the original invoicee.g.someitems from the original invoicshould beremovedbecause they are
returned from the buyer to the seller

If there were errors during the operatiafinvalid XML, invalid certificater similar), central information systershows
the error as XMLmessagelf that is thecase,there is no FIC sissuerwill issue the invoice without FIChe invoice
issuing process must not &lted because of the errpbut theissueris obliged to correcthe error and deliver it after
he receivedhe correct message.

In all situations wheissuerdoes not getFIC forinvoicehe issuedloss ofinternet connectioncomputer breakdown
central information system unavailability or similaig is obliged tanake another invoice requesinvoice is found to
be properlysentand reportedto the ClSonceissuergetsFIC for it.

In cases whetthere are invoices without FI@ose should be sent again latéand in timeframe defined in lawsas
invoices processed at the momeave advantage ovenvoices issued priofnvoices without FIC should be delivered
whentraffic load issmalleror immediately and automaticallwhen Internet connection becomes available again

Whenthe taxpayer is operating in the area without internet connectibe canexport invoice registrationequest into
specialfile format which can behen deliveredthrough the Central invoice platfornwith bulk upload of invoicer
brought to the TaXdAdministration office

Maximum timeout for machine to wait fothe answer that contains FIC is setibguerhimself.lssuer needs to check
the Internet connection qualityand time neededfor issuing one receipt so that will netffect his businessiVhen
calculatingmaximum timeout, issuershould countin additional two seconds (time needddr request to come in and
get out ofprocess).

Invoiceregistration can be verified by online applicatidbach invoice contains a @Bde which contains a link to the
web page whichdisplays information about the invoicef it was successfully regisezl. Details are explained in
subchapter3.7.7.
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CIS processes the registration of the invoice in the following way:

1 TLSommunication is initiated between the invoice issuer and CIS
o In case that certificate provided by the invoice issuer is invalid, communication protocol fails
9 CIS checks the size of the message
o If the message itarger thanallowed an error message is seim the response and no further
processing is done.
9 Further controls are performed. For each passed control, process continues to the next control. If the control
fails, no more controls are performed, and error message is prepared. Following contrpksfamened:
0 SOAP message is a valid XML document
SOAP message is structured according to the defined schema
Certificate in the signature of the message is checked
Signature of the message is checked
lIC is verified
Date and time written in the message secked
o Isissuerin the VAEgister

o O O O O

9 If one of the controls failed, an error message will be sent in the reply to the request message with the error
code related to the nature of the error.
1 If all of the controls have passed successfully, register invegmonse message will be sent.
o FIC code is generated.
0 Response message is prepared with FIC included.
0 Response message is signed, and signature is put into the message.
1 Invoice data is inserted into the database.
o Data includes request SOAP message, resp8FAP message (or error message)
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1 Prepared response message is sent back to the taxpayer

3.7.1 REGISTER INVOICE BE®IDATAMESSAGE

This is the request message sent by the issuer of the invoice to CIS.

Field Occurrence L
Name ) Description
type [Min, Max]
RegistemvoiceRequest Root 1,1 Root XML element representing registevoicemessage.
Id Attribute 11, 1] P'GONROdzGS dzaSR F2NJ aA3yl GdzNBE ONBFGA2Yy | yR
Version Attribute 1] Attribute used to specify compliangeA G K - {5 aOKSYI ® C2NJ (iKAa
XML element representing header of the invoice containing data about the message (request
Header Element [1,1] sent.
UuID Attribute 1,1 UUID generated by a TCR for every register salerdassage send to the CIS.
SendDateTime Attribute 1,1 Date and time of sending the registevoicedata message from a TCR to the CIS.
IsSubseqDeliv Attribute 11, 1] Is the request message delivered subsequently?
Invoice Element 1 XMLelement representing a single invoice.
TypeOfinv Attribute 1,1 Type of the invoice (cash, naash).
TypeOfSelfiss Attribute [0, 1] Entered only if invoice is seffsued.
IsSimplifiedinv Attribute 11, 1] Is invoice simplified
IssudateTime Attribute 1 Date and time when the invoice is creatadd issued at TCR
. Invoice numbecomposed of invoice ordinal number, year of invoice issuance and code of TC
InvNum Attribute [1,1] that issued invoice.
InvOrdNum Attribute 1,1 Invoiceordinal number.
. Code of the device that issued the invoice.
TCRCode Attribute [0, 1] Mandatory if the TypeOfinv is different from NONCASH.
IslssuerinvVAT Attribute [1,1] Issuer is in VATBgister
TaxFreeAmt Attribute [0, 1] The total amount ofjoods and services delivered when VAT is not charged
MarkUpAmt Attribute [0, 1] Amount related to special procedure for margicheme
GoodsEAmt Attribute [0, 1] Amount of goods for export from the Republic of Albania.
TotPiceWoVAT Attribute [1,1] Total price of the invoice excluding VAT.
: Total VAT amount of the invoice.
Attribute Mandatory if IslssuerinVAT equals true.
TotVATAmt [0,1] Mandatory if TypeOfSelfiss exists and IsIssuernVAT equals true.
Mandatory if IsReverseCharge equals true.
TotPice Attribute 1 Total price of all items including taxes and discounts
OperatoCode Attribute 1, 1] Reference to the operatarode,who is operating on TC&d issues invoices
BusinUni€ode Attribute 1, 1] Business unipremise)code
SoftCode Attribute [1,1] Softwarecode
nc Attribute L 1] L &adzSNRE chalyt@eda©D5 GeaH¥®m IICSignatitebute.
lICSignature Attribute L1 {A3ySR A&dadSNR& Ay@2Ar0S O2RS 02y Ol GSyldsSR
Correctivelnv Element [0, 1] XML element groups data fonariginalinvoicethat will be corrected withcurrent invoice
lICRef Attribute 1 1IC reference on theriginalinvoice.
IssueDateTime Attribute 1 Date and time theriginalinvoice is created and issued at TCR.
Type Attribute 1, 1] Type of the corrective invoice.
IsReverseCharge Attribute 1 If true, the buyer is obliged to pay the VAT.
|sBadDebt Attribute 11, 1] If an invoice is declared as uncollectible, it must hiwe attribute set to true
PayDeadline Attribute [0, 1] Last day for payment.
XML element that containigst of 1IGsto whichthis invoicereferred to, e.qg.if this is a summary
SuminvlICRefs Element [0, 1] invoice it shall contain a reference to each individual invoice issued and fiscalized before and
included in this summary invoice
XML element that contains one li€ference e.g. reference of thevoice that is part of the
i SuminvliCRef Element [1,1000] summary invoice.

33| 117




Inc Attribute 11, 1] 1IC of the invoice that is referenced in the summiampice.
|ssueDateTime Attribute 11, 1] Date and time the invoice referenced by the summary invoice is created and issti€Rat
XML element representing supply date or perafcéupply if itis different from the date when the
SuppyDateOrPefod Element [0, 1] invoice was issued.
Start Attribute [1,1] Start day of the supply.
End Attribute 1 End day of thsupply.
PayMethods Element 1 XML element representing list of payment methods.
PayMethod Element 11, 10] XML element representing one payment method.
Type Attribute 11, 1] Type of the payment method.
. Amount payedby payment method in the currendy which the invoice was issued
Amt Attribute [0, 1] Mandatory if multiple payment methodsxist
. Companycard number if the payment method i®mpany card.
CompCard Attribute [0,1] Mandatory if PayMethod. Type equals COMPANY.
XML element that contains list obucher numbesif the payment method is voucher.
Vouches Element [0,1] Mandatory if PayMethod.Type equals SVOUCHER or MVOUCHER.
Voucher Element 11,20] XML element that contains on@ucher number
Num Attribute 1] Voucher number
Curency Element [0, 1] XML element representing currency in which the amount on the invoice is expressed.
Code Attribute 11, 1] Currency code in which the amount on the invoice is expressed.
. Exchange rate applied to calculate the equivalent amount of the total amount expressed in
ExRate Attribute [1,1] currency different from ALL.
Seller Element 11, 1] XML element representingher@data
IDType Attribute [, 1] {SttSNRa ARSYGAFAOIGAR2Y ydzYoSNI (&Ll o
IDNum Attribute 11, 1] Selle@identification number
Name Attribute [1,1] Selle@name.
) Selle® address.
Address Attribute [0,1] Mandatory if theseller isforeigner.
: Selle@ town.
Town Attribute [0, 1] Mandatory if the seller iforeigner.
: Selle@ country
Country Attribute [0, 1] Mandatory if the seller is foreigner.
Buyer Element [0, 1] XML element representinguyer@ data
) . dZ2 SNR& ARSYUGAFAOFIGAZY ydzYoSNJ iGéLISo
IDType Attribute [0, 1] Mandatory if thelnvoice. TypeOfSelfiss exists.
Mandatory if the Invoice.GoodsExAmt exists.
: Buye® identification number.
|DNum Attribute [0, 1] Mandatory if the Invoice. TypeOfSelflss exists.
Mandatory if the Invoice.GoodsExAmt exists.
. Buye@name.
Name Attribute [0, 1] Mandatory if the Invoic8uyer.|DTypand Invoice.Buyer.IDNugxists.
. Buye@address.
Address Attribute [0, 1] Mandatory if the Invoice.Buyer.IDType and Invoice.Buyer.IDNum exists.
. Buye@town.
Town Attribute [0,1] Mandatory if thelnvoice.Buyer.IDType and Invoice.Buyer.IDNum exists.
. Buye®@country.
Country Attribute [0, 1] Mandatory if the Invoice.Buyer.IDType and Invoice.Buyer.IDNum exists.
ltems Element 11, 1] XML element representing list of invoice items.
I (Item) Element [1,1000 XML element representing one item
N (Name) Attribute 1, 1] Name of the item (goods or services).
C(Code) Attribute [0, 1] Code of the item from the barcode or similar representation.
U (Unit of measure) Attribute i, 1] 2KEdG Ad GKS AGSYQa dzyAd 2F YShadah 6LASOS
Q(Quantity) Attribute 11, 1] Amount or number (quantity) of items
UPB(Unit pricewithout VAT) Attribute [1,1] Unit price before Value added tésxapplied
UPA(Unit Pricewith VAT) Attribute 1 Unit priceafter Value added tax is applied
R(Rebate) Attribute [0, 1] Percentage of the rebate.
RR(Rebate Reducing base price) Attribute [0,1] Is rebate reducing base amount?
PB(Price Before VAT) Attribute 11, 1] Total price of goods and services before the tax
_ Rate of value added tax
Attribute Mandatory if IslssuerinVAT equals true.
VR(VAT Rate) [0,1] Mandatory if TypeOfSelflss exists and IslssuerinVAT equals true.
Mandatory iflsReverseCharge equals true.
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EX(Exempt from VAT) Attribute [0, 1] Exempt from VAT
: Amount of value added tax for goods and services
Attribute Mandatory if IslssuerinVAT equals true.
VA(VAT Amount) [0, 1] Mandatory if TypeOfSelflss exists datssuerlnVAT equals true.
Mandatory if IsReverseCharge equals true.
PA(Price After applying VAT) Attribute 11, 1] Total price of goods after the tax and applying discounts
XML element representing list tife aggregatedtems that go under same tax raexemption.
Element Mandatory if IslssuerlnVAT equals true.
SameTaascount [0.1] Mandatory if TypeOfSelflss exists and IslssuerlnVAT equals true.
Mandatory if IsReverseCharge equals true.
SameTax Element [1,20] XML element representingne same tax item.
NumOfitems Attribute 1 Number of items.
PriceBefVAT Attribute 11, 1] Price before VAT.
VATRate Attribute [0, 1] VAT rate.
ExemptFrovAT Attribute [0,1] Exempt from VAT.
VATAMt Attribute [0, 1] VAT amount.
ConsTaes Element [0, 1] XML element representing list opscial, consumption taxes.
ConsTax Element 11, 20] XML element representing one cons tax item.
NumOfitems Attribute 1,1 Number of items under consumption tax.
PriceBefConsTax Attribute 11, 1] Price before adding consumption tax.
ConsTaxRate Attribute 1 Rate of the consumption tax.
ConsTaxAmt Attribute [1, 1] Amount of consumption tax.
Fees Element [0, 1] XML element representing list fes.
Fee Element 1, 20] XML element representing one fee.
Type Attribute 1 Type of the fee.
Amt Attribute 1 Amount of the fee.
Signature Element 1,1 XML element representing signature for the invoice.
Table38

3.7.1.1 Header

XML element representing header of thequestdata message.

3.7.1.2 Header UUID

Element generated by the TCR. It uniquely identifies the request message sent from TCRUYID should be
constructed according to the RFC4122sion 4

Data type string
Length 36 characters
pattern [0 - 9a- fA- FI{8} - [0 - 9a- fA- FJ{4} -[1-5][0 -9a-fA-F|{3} - [89abABJ][0 - 9a-fA-FK3} -[0 - 9a- fA- F|{12}

58e0a7d7eebc41d896690800200c9a66
Example 58E0A7DEEB@1D896690800200C9A66

3.7.1.3 Header SendDateTime

Element represents date and time of sending the request message t€iB@ate and time should be in 1ISO 8601

format.
Data type dateTime
Pattern [0-9K4} -[0-9K2} -[0-9{2}T[0 -9){2k[0 -9K2k[0 -9l{2)+ -1[0 -9l{2k[0 -9l{2}
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201901-24T22:00:58+01:00
Example 201901-24T22:00:581:00

Table39

3714 Header IsSubseqgDeliv

Element that says if theequest messagé being delivered subsequently. For example, when an issuesdrasa
YSaar3sS G2 GKS /L{ odzi KS RARYQU NBOSAGS | NBaLRyaS TN
but only with flag IsSubseqgDeliv. This flag is indication for CIS that an Issuer sent the message again.

Data type boolean
Values true, false
Example true

Table40

3.7.15 Invoice

XML element representing a single invoice.

3.7.1.6 Invoice TypeOfinv

Type of the item represents the type of invoice item, e.g. regular sale or a returned item.

Data type string
Values Enumerationdescribed in the table below.
Example CASH

Following tableshows thédlist of allowed values inside TypeOfinv attribute.

Table4l

Value Description
CASH Cash
NONCASH Non-cash
Table42
3.7.1.7 Invoice TypeOfSelflss
This element shows the type of s&kuing.
Data type string
Values Enumeration, described in the table below.
Example ABROAD
Table43

Following tableshows the list o&llowed values insid@ypeOfSelflsattribute.

Value Description
AGREEMENT The previous agreement between the parties
DOMESTIC Purchase from domestic farmers.
ABROAD Purchase of services from abroad.
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OTHER  Other

Table44
3.7.1.8 InvoicelsSimplifiedInv
Isinvoicesimplified
Data type boolean
Values true, false
Example true
Table45
3.7.1.9 InvoicelssuéDateTime

Time and datevhenthe invoiceis created and issued at TCR

Data type dateTime

Pattern [0-9){4} -[0-9]{2} -[0-9K2}T[0 -9K2k[0 -9K2k:[0 -9K2}+ -]0 -9K2k[0 -9K2}
201901-24T22:00:58+01:00

Example 201901-24T22:00:581:00

Table46

3.7.1.10 Invoice InvNum

Invoice number composed of invoice ordinal number, year of invoice issuance and dbeel@fR that issued invoice
if the invoice imot equal to NONCASIHhvoice ordinal number ia sequencehat is assined to each new invoice so
that the invoices candcounted. The sequence is reset at the beginning of each year.

Data type string

Pattern [1-9]{1} [0-9]{0,14} \/[0O -9K4} (\/[a -Z]{2}[0 -9K3}a -zK2}[0 -9l3} )?
TypeOfinus not equal to NONCASBI9342019/ab123ab123

Example TypeOfinis equal toNONCASH9934/2019

Table47

3.7.1.11 Invoice InvOrdNum

Invoice ordinal number. Invoice ordinal number is a sequence that is assigned to each new invoice so that the invoices
can be counted. The sequence is reset at the beginning of each year.

Datatype integer
Constraint Positive

2
Example

Table48

3.7.1.12 Invoice TCRCode

Code of the device that issued the invoice.

Data type string

Pattern [a-Z]{2}[0 -9]{3}[a -Z]{2}[0 -9]{3}
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Table49

3.7.1.13 InvoicelslssuerInVAT

Is taxpayer in the VATEgister.

Table50

3.7.1.14 Invoice TaxFreeAmt

Invoice anount thatisexempted from VAT, either because the taxpayer is not in the VAT regisserme other
exemption applied that is different from the one in other fields of this XML message

Table51

3.7.1.15 Invoice MarkUpAmt

The total amount pertaining tthe special margin scheme procedure in the invoice in decimal form (the taxable
amount). The margin for used goods, works of art, collectibles or antiques.

Table52

3.7.1.16 Invoice GoodsE&mt

Total price of delivery of exported goods. There is no VAT on the invoice.

Table53

3.7.1.17 Invoice TotPiceWoVAT

Totalamount of the invoicavithout VAT
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Table54

3.7.1.18 Invoice TotVATAmMt

Total amount ofVAT yalue added taxwhich needs to be payed for all groups of items listed in this invoice

Tableb55

3.7.1.19 Invoice TotPice

Total price which needs to be payed by the customer for all groups of items listed in this iimetickng VAT

Table56

3.7.1.20 Invoice Operato€ode

Reference to the operator who is operating on TCR. Value represents code of the operator.

Table57

3.7.1.21  InvoiceBusinUnitCode

Code of the business ur(ppremise)in which the invoice is issued.

Table58

3.7.1.22 Invoice Sof€ode

Codeof the software used for invoice issuing.
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Table59

3.7.1.23 Invoice IlIC

Invoice identification codevhich is generated by th& CRof the issuer of the invoice. This is a unique code for every
invoice. The code is formed by concatenating the figkdd 3y Ay 3 6 A ( K AaddacdzSImiBgMDBINGEND | (i S
Furtherdescription can be found tin the chaptér3.2.3

Data type string
Max length 32
Pattern [0 - 9a- fA- FI{32}

C701FB4839E7D2C3D8DBC81BBAC06164
Example ¢701fb4839e7d2c3d8dbc81bbac06164

Table60

3.7.1.24 Invoice lICSignature

Signednvoice identification codeoncatenated parameters:urther description can be found tin the chap#B.2.2

Data type string
Max length 512
Pattern [0 - 9a- fA- F|{ 512}

B2C218486302EC553EE1AB9124E1A14705742E870E8872EF34E63617AB252E189ACDF7A3E3F5C82061FFFF8AC2826A5588596A8807 F64BBITIBEAE
87553A62079A2EF9EGE6FOB8DA1038968D2FCB920B580EBF33ACEEDFEAODAA78067F916ADC5D278CC237EFD53A6156 EABAFBE98ASRBUEFIIES
Example E5B3805264BBCD085FOA8A9BD503A1304E9202D7304FF93541FB7FAA4629EEOBD7EDS66F610DCD047721AEAA828DFECA651087CDESARBSEIRS
E171335A866D7E31F1473BFOC93EBFD994326COFE97ACB8DA722F788EA27B8DIE15E8E7B6EF772AB7534060F2BCAF1C3E82645235C9D1857B07.

Table61

3.7.1.25 Invoice Correctivelnv

XML element groups data fan original invoice that is will be corrected withrrentinvoice

3.7.1.26  Invoice Correctivelnv lICRef

Reference to the invoice IIC of the original invoice. It is entered otflisifs a corrective invoice of thaiginal invoice
that has to bechanged.

Data type string

Max length 32

Pattern [0 - 9a- fA- F]{32}
C701FB4839E7D2C3D8DBC81BBAC06164

Example c701fb4839e7d2c3d8dbc81bbac06164

Table62

3.7.1.27 Invoice Correctivelnv IssueDateTime

Date and ime theoriginalinvoice is created and issued at TCR.

Data type dateTime

Pattern [0-9]{4} -[0-9]{2} -[0-9K2}T[0 -9K2k[0 -9K2k[0 -9K2}+ -]0 -9K2k[0 -9K2}
201901-24T22:00:58+01:00

Example 201901-24T22:00:581:00

Table63
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3.7.1.28 Invoice Correctivelnv Type

Type of the corrective irice.

Table64

Enumeration values farorrective invoice typeare listed in table below.

Table65

3.7.1.29 InvoicelsReverseCharge

Buyer is obliged to payATby himselfinstead ofthe seller.

Table66

3.7.1.30 InvoicelsBadDebt
If the invoice i NJ SR a dzy Ll el oftSz Al 3

w
famN
ax
Q
O
Py,
¢
w
(@]}
[axN
m
<
N
faxN

Table67

3.7.1.31 Invoice PayDeadline

Last day for payment.

Table68

3.7.1.32 Invoice SuminvlICRefs

XML element that contains list of txeferenced by thiSummaryinvoice, e.gindividualinvoices (or invoice/orders)
that areincludedin the Summary invoiceand which hagayment method typeCOMPANYr ORDER
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3.7.1.33 Invoice SuminvllICRefs SuminvlICRef

XML element that contains one It€ference e.g. reference of the invoice that is part of the summary invoice.

3.7.1.34 InvoiceSumInvlICRefSumInvlICRef IIC

IIC of the invoice that is refenced in the summarinvoice.

Data type string
Max length 32characters
Pattern [0 - 9a- fA- F{32}
C701FB4839E7D2C3D8DBC81BBAC06164
Example €701fb4839e7d2c3d8dbc81bbac06164
Table69
3.7.1.35 Invoice SumlinvlICRefs SumlinvlICRef IssueDateTime

Date and time the invoice referenced by the summary invoice is created and issued at TCR.

Data type dateTime
Pattern [0-9){4} -[0-9]{2} -[0-9K2}T[0 -9K2k[0 -9K2k:[0 -9K2}+ -][0 -9K2k[0 -9K2}
201901-24T22:00:58+01:00
Example 201901-24T22:00:581:00
Table70
3.7.1.36  Invoice SuppyDateOrPeiod

XML element representing supply date or peradfdsupply, if different from the date when the invoice was issued.

3.7.1.37  Invoice SupplyDateOrPeriodbtart

Start date of the supplylo represent apecificdate, start datemust be same athe end date.To represent geriod,
start date must béoefore end date and in the same monththg end date

Data type string
Length 10characters
Pattern [0-9]{4} -[0-9]{2} -[0-9]{2}
Example 201901-24
Table71
3.7.1.38 InvoiceSupplyDateOrPeriod&End

End date of the supply. To represent a specific date, end date must be same as the start date. To represent a period,
end date must bafter startdate, and in the same month astart date

Data type string

Length 10characters

Pattern [0-9K4} -[0-9K2} -[0-9K2}
Example 201901-24

Table72
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3.7.1.39 Invoice PayMethods

XML element representing list of invoice payment methods.

3.7.1.40 Invoice PayMethods PayMethod

XML element representingsingle payment method on the list of payment methods.

3.7.1.41 InvoicePayMethodsPayMethod Type

Method of payment.

Data type string
Constraint Enumeration, described in the table below.
Example BANKOTE

Table73

Enumeration values fahe method of payment are listed in table below.

Value Description Allowed invoice type
BANKNOTE. Banknotes and coins CASH
CARD Credit and debit card CASH
CHECK Bank check CASH
SVOUCHER Singlepurpose voucher CASH
COMPANY Seller's company cards asinilar CASH
ORDER Invoice not yet paid. It will be paid by summary invoice. Sy
NONCASH
ACCOUNT Transaction account NONCASH
FACTORING Factoring NONCASH
COMPENSATION Compensation NONCASH
TRANSFER Transfer of rights or debts NONCASH
WAIVER Waiver ofdebts NONCASH
KIND Payment in kind (clearing) NONCASH
OTHER Other cashless payments NONCASH
Table74
3.7.1.42 InvoicePayMethodsPayMethod Amt
Total price payed with one payment method.
Data type decimal
Pattern -2([1 -9][0 -9]*0) \.[0 -9K2}|0
Example 212.12
Table75

3.7.1.43  Invoice PayMethods PayMethod CompCard

Company card number if the payment method is company card.
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Data type

string

Length

50characters

Example

1257896

Table76

3.7.1.44  Invoice PayMethods PayMethod Vouchers

XML element that contains list of voucher numbers if the payment method is voucher. It can béhaoone
voucher used for the same invoice (i.e. for the same supply, but one voucher cannot be split for 2 or more supplies).

3.7.1.45 Invoice PayMethods PayMethod Vouchers Voucher

XML element that contains one voucher number.

3.7.1.46  InvoicePayMethods PayMethod Vouchers Volier Num

Voucher number

Data type string

Length 17-25characters

Pattern [1-9][0 -9]{0,7} -[0-9]{4} -[a-zA-Z|{1}[0 -9]{8}[a -zA-Z]{1}
2-2020 J43675678H

Example 345642020 J43675678H

Table77

3.7.1.47 Invoice Currency

XML elementepresenting currency in which the amount on the invoice is expressed.

3.7.1.48 InvoiceCurrency Code

Currency code in which the amount on the invoice is expresSede is expressed Ibiye ISO 4217 standard.

Data type string
Constraint Enumeration, described ie table below.
Example EUR

Table78

Enumeration values faelectedcurrency codsare listed in table belowOther values can be found in the
fiscalization service shema in the chapter

Value Description
ALL Albanian lek
EUR Euro
GRD Greek drachma
MKD Macedonian denar
TRY Turkish lira
BGN Bulgarian lev
BAM Bosnia and Herzegovina convertible mark
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Table79

3.7.1.49 InvoiceCurrencyExRate

Exchange rate applied to calculate the equivalent amanmLLof the total amount expressed iioreigncurrency.

Table80

3.7.1.50 InvoiceSeller

XML element representingseller.

3.7.1.51 InvoiceSellerIDNum

{ St fdénhfedon number

Table81

3.7.1.52 Invoice SellerDType
{ St fdénhfiedion number type.

Table82

Enumeration values for the identification numhbigpe are listed in table below.

Table83
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3.7.1.53 InvoiceSellerName

SelleQd y I YS

Table84

3.7.1.54 InvoiceSellerAddress
{ St g &

Table85

3.7.1.55 InvoiceSellerTown

{ St todMID &

Table86

3.7.1.56 InvoiceSellerCountry
{ St tdbntdreépresented as 1ISO 3146AIpha3 code

Table87

Enumeration values faelectedcountriesare listed in table below.

Table88
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3.7.1.57 Invoice Buyer

XML element representing a buyer that purchase goods.

3.7.1.58 Invoice BuyedDNum

. dz& $dbdffi@ation number

Table89

3.7.1.59 Invoice BuyerDType
. dz& Sdisiddf@ation number type.

Table90

Enumeration values for the identification number type are listed in taielew.

Table91

3.7.1.60 Invoice Buyer Name

. d2SNDRA YIYSo

Table92

3.7.1.61 Invoice Buyer Address

.dze SNDa | RRNBaao

47| 117



3.7.1.62 Invoice Buyer Town

.dz2 SNna 26y @

Table93

3.7.1.63 Invoice Buyer Country

Buyef) éountry represented as 1ISO 31&6AIpha3 code.

Table94

Enumeration values for selected countries are listed in table below.

Table95

3.7.1.64 Invoice ltems

XML element representing list of invoice items (goods or services). Items which are the same should be grouped as one
AGSY 02yS - a[] StSYSyid OFftfSR alL thEsamevtenssh G K (G KS | LILINE LINR
3.7.1.65 Invoice Itemsl (Item)

XML element representma single item on the list of items.

3.7.1.66 Invoice Itens IN (Item Name)

Name of the item.

Table96
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3.7.1.67

Invoiceltems IC(ltem Code)

Code of the item from the barcode or simitapresentation. It helps in identification of the product (iterRpr example,

when a mobile phone is sold or imported, this field must contain IMEI number of that phone.

Data type string
Max length 50characters
Example 978020137962
Table97
3.7.1.68 Invoiceltems IU (Item Unit of measure)

Unit of measure for specific itempiece, weight, length..

Data type string
Max length 50characters
Example kg
Table98
3.7.1.69 Invoiceltems I1Q (Item Quantity)
Amount or number (quantity) of items.
Data type double
Pattern -2([1 -9][0 -9*0)( \.[0 -9K1,3)?
3.500
Example 0.375
Table99
3.7.1.70  Invoiceltems IUPB (Item Unit PriceBefore VAY

Price of onaétem beforeValue added tais applied(unit pricewithout VAT).

Data type decimal
Pattern ([1 -9][0 -9]*|0) \.[0 -9]{2}/0
Example 3.5
Table100
3.7.1.71  Invoice ltems | UR (Item Unit PriceAfter VAT)

Price of one itenafter Value added tais applied(unit pricewith VAT) .t is calculated as PA/Q.

Data type decimal
Pattern ([1 -9][0 -9]*|0) \.[0 -9]{2}|0
Example 385

Table101
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3.7.1.72 Invoiceltems IR(Item Rebate)

Rebate percentage.

Tablel02

3.7.1.73 Invoiceltems IRR(Item Rebate Reducing base price)

Is rebate reducing base price?

Tablel03

3.7.1.74 Invoiceltems IPB(ltem Price Before VAT)

Price before VAT for the items in tlggoup of items. This is not the unit price of the item. It is the unit price multiplied
by the quantity of items.

Tablel04

3.7.1.75 Invoiceltems IVR(Item VAT Rate)

Rate of value added tax expressasipercentage

Tablel05

3.7.1.76  Invoice Items | EX (Item Exempt from VAT)

Exemption from VAT type

Table106

Enumeration values for the exempt from VAT types are listed in table below.
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: Exempt type 2.
TYPE2 i Exempted on the basis of Articles 53 and 54 of the VAT law

Table107

3.7.1.77 Invoiceltems IVA(Item VAT Amount)

Amount of value added tax for the items in this group of items.

Data type decimal
Pattern ~2([1 -9][0 -914j0) \.[0 -9]2}0
Example 3.50

Table108

3.7.1.78 Invoiceltems IPA (Item Price After applying VAT)

PriceincludingVAT for the items in this group of items.

Data type decimal
Pattern -2([1 -9][0 -9]*0) \.[0 -9K2}|0
Example 3.50

Table109

3.7.1.79 InvoiceSameTags

XML element representing list of invoice items (goods or servibaspare under same VAT rdtg exempted form

VAT All items of same VAT rdexemptionare groupedogether.

3.7.1.80 Invoice SameTasSameTax

XML element representingeveralgoods or services that are under same VAT/eatemption.

3.7.1.81 InvoiceSameTaxeSameTax Num@fltems

Number ofitemsof same tax rat&exemption.

Data type integer
Constraint Positive
Example 2

Table110

3.7.1.82 InvoiceSameTaxeSameTaPriceBefVAT

TotalPrice of itens of the same tax rate/exemptidmefore VAT

Data type decimal
Pattern -2([1 -9][0 -9]*0) \.[0 -9K2}|0
Example 12.20

Tablel1l
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3.7.1.83

VAT rate applied on itemaith the same tax rate/exemptigrexpressed as percentage

InvoiceSameTaxeSameTavATRate

Data type decimal
Pattern -?([1 -9][0 -9]*|0) \.[0 -9]{2}|0
Example 10.00
Table112
3.7.1.84 InvoiceSameTaxeSameTax ExemptFromVAT

Exemption from VAT type

Data type string
Constraint Enumeration, described in the table below.
Example TYPEL

Enumeration values for thexempt from VAT typeare listed in table below.

Tablel13

Value Description
Exempttype 1.
TYPEL Exempted on the basis of Article 51 of the VAT law
Exempt type 2.
TYPE2 Exempted on the basis of Articles 53 and 54 of the VAT law
Tablel14
3.7.1.85 InvoiceSameTaxeSameTax VATAmt

VAT amounfor itemsfrom the same tax rate/exemption

Data type decimal
Pattern -2([1 - 9]0 -9]%0) \.[0 -9}2}j0
Example 24800
Table115
3.7.1.86 InvoiceConsTags

XML element representing list of invoice items (goods or services) that are codsumptiontax.

3.7.1.87

XML element representing a single goods or services that are under same consumption tax.

3.7.1.88

InvoiceConsTaxe€ong ax

InvoiceConsTaxeSonsTaNumOfltems

Number of itemsunder the consumption tax

Data type

integer

Constraint

Positive

Example

2
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Tablel16

3.7.1.89 InvoiceConsTaxeSonsTaPriceBe€ConsTax

Price of the item beforeonsumption tax.

Tablel17

3.7.1.90 InvoiceConsTaxeSonsTaxConsTakRate

Consumption tax rate.

Tablel18

3.7.1.91 InvoiceConsTaxeSonsTaxConsTaAmt

Consumption tax amount.

Tablel19

3.7.1.92 Invoice Fees

XML element representing list of invoice fee items.

3.7.1.93 Invoice Fees Fee

XML element representing a single fee.

3.7.1.94 Invoice FeeseeType

Type of the fee

Tablel20

Enumeration values fdeesare listed in table below.
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BOTLE Fee for the return of glass bottles

COMMISSION Commission for currency exchanaetivities

OTHER Other fees that are not listed here.
Tablel21
3.7.1.95 Invoice FeeseeAmt
The decimal amount of the fee
Data type decimal
Pattern -2([1 -9][0 -9]40) \.[0 -9K2}0
Example 12.20
Tablel22

3.7.1.96  Signature

XML element stores enveloped digital signature described in the chd8ek

3.7.2 REGISTER INVOICERRESSE DATA MESSAGE

Name Field type Oc'currence B oo
[Min, Max]
RegisterinvoiceResponse Element 1, 1] Root XML element representing register invoice respansssage.

1d Attribute 1, 1] P'GONROdzGS dzASR F2NJ aA3yl GdzNBE ONBFdGA2Yy FyR GSNATAC
Vs Attribute 1] P'GONROdzGS dzaSR G2 aLISOAFe O2YLXAlIYyOS gAGK - {5 &aoOK
Header Element [, 1] XMLelement representing generic message data about the response sent.

uuID Attribute I, 1] UUID generated by a CIS for every register invoice response data message send to the TCR.

RequestUUID Attribute I, 1] UUID of the request message for which tiisponse message was sent.

SendDateTime Attribute 1, 1] Date and time of sending the register invoice response data message from a CIS to the TCR.
FIC Element 1,1 CIS generated verification code that can be used to uniquely identify registereide.
Signature Element I, 1] XML element with signature.

Table123

3.7.2.1 Header

XML element representing header of the response data message.

3.7.2.2 Header UUID

Element generated by th€ISfor every message sent to the TCR. It uniquely identifies the message sent to the TCR.
UUID should be constructed according to the RFC&&2idon 4

Data type string

Length 36 characters

Pattern [0-9a-fA- FI{8} -[0-9a-fA-F{4} -[1-5][0 - 9a-fA-F|{3} -[89abABJ[0 -9a- fA- F{3} -[0-9a- fA- F]{12}
58e0a7d7eebc41d8-966930800200c9a66

Example 58E0A7DEEB@1D896690800200C9A66

Tablel24
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3.7.2.3 Header RequestUUID

Element generated by the TCR and referenced byCiisdt uniquely identifies the request message for which response
message was sent to the TCR. UUID should be constructed according to the Rietiaa2

Data type string
Length 36 characters
pattern [0 - 9a- fA- FI{8} -[0 - 9a- fA- Fl{4} -[1-5][0 -9a-fA- F|{3} - [89abABJ[0 - 9a-fA-F}{3} -[0-9a-fA- FI{12}

58e0a7d7eebc41d8-96690800200c9a66
Example 58E0A7DEEB@1D896690800200C9A66

Tablel125

3.7.2.4 Header SendDateTime

Element representslate and time of sending the response message to the TCR. Date and time should be in ISO 8601
format.

Data type dateTime
Pattern [0-9K{4} -[0-9){2} -[0-9){2}T[0 -9}{2k[0 -9J{2k[0 -9K2}+ -][0 -9}{2k[0 -9){2}
201901-24T22:00:58+01:00
Example 201901-24T22:00:581:00
Tablel26
3.7.2.5 FIC

Element represents unique number generated by @i&under which the requested invoice is registered.

Data type string
Length 36 characters
B [0-9a- fA- FI{8} -[0 - 9a- fA- Fl{4} -[1-5][0 - 9a-fA- F|{3} - [89abAB][0 - 9a- fA-F}{3} -[0-9a-fA- F|{12}

58e0a7d7eebc41d896690800200c9a66
Example 58E0A7DEEB@1D896690800200C9A66

Table127

3.7.2.6 Signature

XML element stores enveloped digital signature described in the chd ek

3.7.3 MANDATORY CONTROLS

Mandatory controls shall be performed on received invoices daasages in the CIP systanreal time When any of
the critical controls return a failure, the invoice data message shall nappeoved and FIC shall not be issued.

Upon identifying a critical error, CIS will return an error data message contal@ngyitor's numeric code and its text
description (see chapte3.9). When errors which the system can interpret as a cydttack are identified, the system
does not £nd any response to the client (tlHeCR

The mandatory controls include all the controls from chapter 3.1 and the following:

Control Name Control Description (Error if) Error code
Invoice. TypeOfSelflss exists and Inovice.Buyer.IDType NUiSt

NUIS ID type ) . i X o L ) 5 ) 54
Ly@2A0So¢ellShT{StTLaa R2SayQi SErada IyR Ly2¢
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TaxpayeR 2 S & Taxpayedoesn't exist in RTP. 52

exist

Taxpayestatus  Taxpayerls not active in the RTP. 55!
invalid

Issuer VAT status Invoice.IsIssuerlnVAstatus is different from the real issuer VAT status. 44
invalid

Invoice.lslssuerlnVAT is true and there is no VAT stated on the invoice.
Invoice.lslssuerlnVAT is true and there is no Invoice.SameTaxes element.

Invoice VAT Invoice.lslssuerlnVATfase, there is VAT stated on the invoaed Invoice.lIsReverseCharge is false.

11

status invalid |y gice.IsissuerinVAT is false and there is Invoice.SameTaxes element.

InvoiceTypeOfSelflsexistsand there is no Invoice.SameTaxes element.
InvoicelsReverseChargs truethere is no Invoice.SameTaxes element.

Cash invoice limit Invoice.TypeOfinv is CAShvoice Buyer IDType is NUISoiceSelleriDType is NUI&d Invoice.TotPrice is 40
more than allowed amount.

Table128

3.7.4 ERROR MESSAGE

Error message is defined in chapg®.

3.7.5 EXAMPLE XML

3.7.5.1 Request XML

<SOAR ENV:Envelope xmiIns:SOAP - EN\E"http://schemas.xmlsoap.org/soap/envelope/" >
<SOAR ENV:Header/>
<SOAR ENV:Body>

<RegisterinvoiceRequest xmins =" https://eFiskalizimi.tatime.gov.al/FiscalizationService/schema
xmins:ns2 =" http://www.w3.0rg/2000/09/xmldsig# " |d ="Request"  Version ="2" >
<Header SendDateTime ="2019 - 12- 05T14:30:13+01:00" UUID="8d216f9a - 55bb - 445a- be32-30137f11b964"  IsSubseqDeliv ="false" />
<Invoice BusinUnitCode ="bb123bb123" IssueD ateTime ="2019 - 12- 05T14:30:13+01:00" IIC ="4AD5A215BEAF85B0416235736A6DACAB"

lICSignature  ="83D728C8E10BA04C430BE64CE98612B0256COFE618C167F28BF62A0C0CB38C51824F152AB00510AE076508E53ACE4F877D25D51C7830F043E09B

B1500D3A0AEA233ECC6175A45FES8CBF53E517FDIEALIDO6CBABCOS5EEE6B430A16560C96D3A27720A6E5CIBASC8D18A7AESC2A7F1D8E46B293F56D32847HE199
D2AFDC6EBC1164BA974A6E29D6FA0FBD8C51D40A99BC97DD6DB2AEIECO582F2E74E9C7841AC5A854DE92B1D778A809CACCBBEF4DC325C852487BCF035AA2D545
4DC6BDD859E250782CCCDD7CC89EE80A2FE1030AAADG615DA5D728322F8590D9F56E6DDES975A738F304F56BB832996763624B72C77E97881D9C647B50709F20AFB

FA0602" InvNum="1/2019/cc123cc123" InvOrdNum = IsBadDebt ="false" IslssuerinVAT ~ ="true" IsReverseCharge ="false"
IsSimplifiedinv ="false" OperatorCode ="0012300123" SoftCode ="ss123ss123" TCRCode="cc123cc123" TotPrice ="20.00"
TotPriceWoVAT ="16.00" TotVATAmt="4.00" TypeOfinv ="CASH">

<PayMethods>

<PayMethod Amt="20.00"  Type="BANKNOTE/>

</PayMethods>

<Seller  Address ="Seller address" Country ="ALB" IDNum="L91806031N" IDType ="NUIS" Name="Seller name" Town="Seller
town" />

<ltems>

<lI C="501234567890" N="ltem name" PA="20.00" PB="16.00" (="1.0" R="0" RR="true" U="piece"  UPB="16.00"
UPA="20.00" VA="4.00" VR="25.00" />

</ltems>
<SameTaxes>
<SameTax NumOfltems ="1" PriceBefVAT ="16.00" VATAmi="4.00" VATRate="25.00" />
</SameTaxes>
</Invoice>
<Signature  xmins =" http://www.w3.0rg/2000/09/xmldsig# ">
<SignedInfo>
<CanonicalizationMethod Algorithm =" http://www.w3.0rg/2001/10/xml - exc - cl4n# " />
<SignatureMethod Algorithm =" http://www.w3.0rg/2001/04/xmldsig - more#rsa - sha256 " />
<Reference URI="#Request" >
<Transforms>
<Transform  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#enveloped - signature " />
<Transform  Algorithm =" http://www.w3.0rg/2001/10/xml - exc - clan#" />
<[/Transforms>
<DigestMethod ~ Algorithm =" http://www.w3.0rg/2001/04/xmlenc#sha256 ">
<DigestValue> ECWbyOFKaNQsb........ m8BPjyk6g= </DigestValue>
</Reference>
</Signedinfo>
<SignatureValue>  LHFUg3xNi .......... tipeYNw== </SignatureValue>
<KeylInfo>
<X509Data>
<X509Certificate> MIIFYDCC.......... PifzZOUIKJAanmgN3 </X509Certificat e>
</X509Data>
</KeylInfo>

</Signature>
</RegisterlnvoiceRequest>
</SOAP- ENV:Body>
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[ </SOAP- ENV:Envelope>

3.7.5.2 Response XML

<SOAR ENV:Envelope xmins:SOAP - EN\&"http://schemas.xmlsoap.org/soap/envelope/" >
<SOAR ENV:Header/>
<SOAR ENV:Body>
<ns2:RegisterinvoiceResponse Id ="Response”  Version="2"
xmlnsins2 ="https://eFiskalizimi.tatime.gov.al/FiscalizationService/schema"” xmins:ns3  ="http://www.w3.0rg/2000/09/xmldsig#" >
<ns2:Header RequestUUID ="8d216f9a - 55bb- 445a- be32-30137f11b964 " SendDateTime ="2019 - 11-27T09:41:12+01:00"
UUID="f8bch5ae -59fb - 4lac - 9011 - f4db86bbce26" />
<ns2:FIC> ab592e7ec - 9517 - 4f02 - 8d54 - ac965f679a8¢c </ns2:FIC>
<Signature  xmlns ="http://www.w3.0rg/2000/09/xmldsig#" >
<SignedInfo>
<CanonicalizationMethod Algorithm  ="http://www.w3.0rg/2001/10/xml - exc - cl4n#" >
<SignatureMethod Algorithm  ="http://www.w3.0rg/2001/04/xmldsig - more#rsa - sha256" />
<Reference = URI="#Response" >
<Transforms>
<Transform  Algorithm  ="http://www.w3.0rg/2000/09/xmldsig#enveloped - signature” />
<Transform  Algorithm  ="http://www.w3.0rg/2001/10/xml - exc - cl4n#" />
<[Transforms>
<DigestMethod  Algorithm  ="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue> WYXOkKHAd........ SLOIbwDdHCQk=/DigestValue>
</Reference>
</Signedinfo>
<SignatureValue>  BnrlbB8Ic .......... bfAjdVUpA== </SignatureValue>
<KeylInfo>
<X509Data>
<X509Certificate> MIIFRJCCB ..... ... gpNT2r23YQ==</X509Certificate>
</X509Data>
</KeylInfo>
</Signature>
</ns2:RegisterlnvoiceResponse>
</SOAP- ENV:Body>
</SOAP- ENV:Envelope>

3.7.6 DATA EXPORT AND URDO

When the taxpayer is operating in the area where there is no internet connection, he can use the alternative way of
invoice registration. Invoice registration requests should be exported into files in a special fétraatfiles can then

be uploaded orCentral invoice platfornwhich will registetinvoices. Responses from the registration service will be
generated and the taxpayer will downloéites withresponses and bring them back to the T@Rmport.

Instead of using th€entral invoice platformveb application, the taxpayer can bring the files on USB flash drive to the
local Tax administration office where the officer will do the same process as @ethieal invoice platform

What taxpayer does in that case is that he &iEERo0 creates a filedr each of those invoices, and files should be named
in <yyyyMMddHHMmMSS¥ CRCode_<IIC>_request.xml  format.

When those .xml files (WS messages) are created, they will be created in the way that only main part of the XML, the
one that contains data, wibe preserved. It will omit WS header and WS envelope from the message. The file should
contain only content of envelope body eleme@ontent of the body element must not be alteréal preserve valid
signature.To allow time diffeence between the servemal a client, a bader part of the message from the body must
O2y LAYy GiNX¥zS¢ @I tdzS Ay (GKS La{dzoaSlj5StA@ | GGNROGdzIS

Then each of those files should be saved in a zipped (archived) folder, nameé
yyyYMMddHHMmMSSI CRCode_request.zip . Size of the ZIP arckishould not exceed 15 MB.

After that the taxpayer transfers that archive to the USB flash drive or other transferable media and takes it to the place
where there is an active internet connection. After logging i€emtral invoice platfornusing the cetificate, taxpayer
imports ZIP archive with invoices represented as XML fillestral invoice platfornshould extract XML files from the

ZIP archive, form a web service message request and send it to fiscalization service. The fiscalization sekeeawill m
response which the Central invoice platformwvill transform into XML file by extracting the content of SOAP envelope
body element. XML file representing the response will be named
<yyyyMMddHHMmMSSF CRCode><IIC>_response.xml . XML files will be compressed in a ZIP archive with
corresponding nam&yyyyMMddHHmMmMSSTCRCode>response.zip  where<yyyyMMddHHmMmMS$s the same as

in the ZIP archive with request XML files. That means that each request in XML file named
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<yyyyMMddHHMmMSS¥CRCode><IIC>_request.xml will be paired with response in XML

file

<yyyyMMddHHMmMSSF CRCode><IIC>_response.xml , and each archive containing XML request named
<yyyyMMddHHmMmMSS>_ <TCRCodsguest.zip will be paired with archive named

<yyyyMMddHHMmMSSXGRCode>response.zip  containing XML responses.

If there are errorsthey will also be stored insidML responses antie Central Invoice Platformwill notify the user

about it.

Application should log to application log name of the incoming ZIP arcianees of the extracted request files, name

of the generated response files, name of the generated ZIP archive, TIN of the user.

3.7.6.1 XML example

As mentioned in previous chapter, when there is upload of the invoices, the XML file will be created in a wajythat o

main part of it¢ the content of the body (withouBOAP body elementthe one containing the messagewill be
preserved, while other parts will be omittebleader part of the message from the body must contaiti NHzS €
the IsSubseqDeliv athute to allow time difference between the server and a cliddere is the example @fvalid
request(SOAP envelope elements are removed and iretkemple they are strikethrough):

<RegisterInvoiceRequest xmins =" https://eFiskalizimi.tatime.gov.al/FiscalizationService/schema

xmins:ns2 =" http://www.w3.0rg/2000/09/xmldsig# " |d ="Request"  Version ="2" >
<Header SendDateTime ="2019 - 12- 05T14:30:13+01:00" UUID="8d216f9a - 55bb- 445a- be32-30137f11b964"  IsSubseqDeliv = ="true "/>
<Invoice BusinUnitCode ="bb123bb123" IssueD ateTime ="2019 - 12- 05T14:30:13+01:00" 1IC ="4AD5A215BEAF85B0416235736A6DACAB"

lICSignature ~ ="83D728C8E10BA04C430BEG4CE98612B0256COFE618C167F28BF62A0C0CB38C51824F152AB00510AE076508E53ACE4F877D25D51C7830F043E09B
B1500D3A0AEA233ECC6175A45FES8CBF53E517FDI9EA1IDO6CBABCOS5EEEG6B430A16560C96D3A27720A6ESCIBASTRI8A7AESC2A7F1D8E46B293F56D32847FCEE199
D2AFDC6E5BC1164BA974A6E29D6F40FBD8C51D40A99BC97DD6DB2AEIECO582F2E74E9C7841AC5A854DE92B1D778A809CACCBBEF4DC325C852487BCF035BA259
4DC6BDD859E250782CCCDD7CC89EE80A2FE1030AAAD615DA5D728322F8590D9F56E6DDES975A738F304F568832996763624B72C77E97881D9C647B50709F20AFB

FA0602" InvNum="1/2019/cc123cc123" InvOrdNum ="1" IsBadDebt ="false" IslssuerinVAT ~ ="true" IsReverseCharge ="false"
IsSimplifiedinv ="false" OperatorCode ="0012300123" SoftCode ="ss123ss123" TCRCode="cc123ccl123" TotPrice ="20.00"
TotPriceWoVAT ="16.00"  TotVATAmt="4.00" TypeOflnv ="CASH">

<PayMethods>

<PayMethod Amt="20.00" Type ="BANKNOTEY/>

</PayMethods>

<Seller  Address ="Seller address" Country ="ALB" IDNum="L91806031N" IDType ="NUIS" Name="Seller name" Town="Seller
town" />

<Items>

<l C="501234567890" N="Item name" PA="20.00" PB="16.00" (="1.0" R="0" RR="true" U="piece" UPB="16.00"
UPA="20.00" VA="4.00" VR="25.00" />

</ltems>
<SameTaxes>
<SameTax NumOfltems ="1" PriceBefVAT ="16.00" VATAm="4.00" VATRate="25.00" />
</SameTaxes>
</Invoice>
<Signature  xmins =" http://www.w3.0rg/2000/09/xmldsig# ">
<Signedinfo>
<CanonicalizationMethod Algorithm =" http://www.w3.0rg/2001/10/xml - exc-clan#" />
<SignatureMethod Algorithm =" http://www.w3.0rg/2001/04/xmldsig - more#frsa - sha256" />
<Reference  URI="#Request" >
<Transforms>
<Transform  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#enveloped - signature  "/>
<Transform  Algorithm =" http://www.w3.0rg/2001/10/xml - exc - clan# " />
</Transforms>
<DigestMethod  Algorithm =" http://www.w3.0rg/2001/04/xmlenc#sha256 ">
<DigestValue> ECWbyOFKaNQ&........ m8BPjyk6g= </DigestValue>
</Reference>
</SignedIinfo>
<SignatureValue>  LHFUg3xNi .......... tipeYNw== </SignatureValue>
<KeylInfo>
<X509Data>
<X509Certificate> MIIFYDCC........ ..PifzZ0UIKJAanmgN3  </X509Certificate>
</X509Data>
</KeylInfo>

</Signature>
</RegisterinvoiceRequest>

——HEOARP R oy
</SOAP- ENV:Envelope>

Here is the example @ valid responséSOAP envelope elements are remowaed, in the examplahey are
strikethrough):

SOAR ENVE. I, 1 OAR. EN\E"httn-//: I: . /s /, ] "
ENV:EY p mins: ENVE"http://schemas.xt p.org/soap. p
-~ <SOAR ENV:Header/>
<ns2:RegisterinvoiceResponse Id ="Response”  Version="2"
xmins:ns2 ="https://eFiskalizimi.tatime.gov.al/FiscalizationService/schema" xmins:ns3  ="http://www.w3.0rg/2000/09/xmldsig#" >

<ns2:Header RequestUUID ="8d216f9a - 55bb- 445a- be32-30137f11b964 " SendDateTime ="2019-12-05T14:30:1 5+01:00 "
UUID="f8bch5ae - 59fb - 4lac - 9011 - f4db86bbce26" />
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<ns2:FIC> ab592e7ec - 9517 - 4f02 - 8d54 - ac965f679a8c </ns2:FIC>

<Signature  xmlns ="http://www.w3.0rg/2000/09/xmldsig#" >
<Signedinfo>
<CanonicalizationMethod Algorithm  ="http://www.w3.0rg/2001/10/xml - exc - cl4n#" >
<SignatureMethod Algorithm  ="http://www.w3.0rg/2001/04/xmldsig - more#rsa - sha256" />
<Reference URI="#Response" >
<Transforms>
<Transform  Algorithm  ="http://www.w3.0rg/2000/09/xmldsig#enveloped - signature”
<Transform  Algorithm  ="http://www.w3.0rg/2001/10/xml - exc - cl4n#" >
</Transforms>
<DigestMethod  Algorithm  ="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<DigestValue> WYXOkKHAd........ SLOIbwDdHCQk=/DigestValue>
</Reference>
</Signedinfo>
<SignatureValue>  BnrlbB8Ic .......... bfAjdVUpA== </SignatureValue>
<KeylInfo>
<X509Data>
<X509Certificate> MIIFRJCCB .......... gpNT2r23YQ==</X509Certificate>
</X509Data>
</KeylInfo>

</Signature>
</ns2:RegisterlnvoiceResponse>

——</SOAP- ENV:Body>
</SOAP- ENV:Envelope>

/>

Here is the example ofneerror response:

<SOAPENV:Envelope xmIns:SOAP- EN\£"http://schemas.xmlsoap.org/soap/envelope/" >
<SOAPENV:Header/>
<SOAPENV:Body>
<SOAPENV:Fault>
<faultcode> SOAPENV:CLIENF/faultcode>

<faultstring xml:lang ="en" >Validation failed with digest wrong. </faultstring>
<detail>
<code>30</code>

<requestUUID> 8d216f9a - 55bb- 445a- be32- 30137f11b964 </requestUUID>
<responseUUID>9416dcca- 499a- 4724- 933d- 40d115ea4fc7 </requestUUID>
</detail>
</SOAR ENV:Fault>
</SOAR ENV:Body>
</SOAR ENV:Envelope>

3.7.7 QR CODE GENERATION

Each invoice should contain a @&le which has &RL insideTheURLeads tothe g S 6
and displaysnformation about the invoice ithe invoiceis successfully registerext instruct user to report an issue if

it is not regisered within the required timeframe.

QRcode contains a URIith special query string whiddentifies the invoiceFirst part of thdJRL is fixed and contains

the protocol, hosthame and patiollowed by the query parameters
Fixed part of the URL:

I Test environment:
o https://efiskalizimrapp-test.tatime.gov.al/invoicecheck/#/verify

M Production environment:
o https://efiskalizimtapp.tatime.gov.al/invoiceheck/#/verify

Query parameters:

F LILIX AOF GA2Y

+FfdzS Aa RAALX I &S-RhRmA
ddThh:mi:ss/-zh:zné ¢ Kyyid&presents
year, mm month, dd day of the month;Tis
fixed valuehhrepresentsours in 24hours

Parameter name Description Sample value
iic LYy@2A0S LL/ 0AaadzSNI EA26D5BE7F45827026108F825A8A512B
tin TaxpayeA RSY GAFAOF GA2Y Y L91806031N
crtd Date and time when the invoicgascreated. 201909-26T13:50:1301:00
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https://efiskalizimi-app-test.tatime.gov.al/invoice-check/#/verify
https://efiskalizimi-app.tatime.gov.al/invoice-check/#/verify

format, mi minutes,ssseconds +/-zh:zm

represents time zone
ord Invoice ordnal number 6
bu Code of the business ur{ppremise) bg517kw842
cr Code of the TCR xb131ap287
S Code of the software installed dhe TCR gz434bv927
prc Total price of the invoice 199.00

Table129- QR code URL query parameters

QR code must be created with at ledéterror correctionlevelthat guarantieghat at least15% of character can be
restored.

3.7.7.1 QRcode example
Example URé&ncodedin a QRcodewith sample values from th&ablel29is:

https://efiskalizimiapp-test.tatime.gov.al/invoice
check/#/verify?iic=EA26D5BE7F45827026108F825A8A512B&tin=L91806031N&cridg2019
26T13:50:134+01:00&0rd=6&bu=bg517kw842&cr=xb131ap287&sw=gz434bv927&prc=199.00

Exampe QRcode which is formed from the URL above is:

Figure7 - QR code sample

3.8 WAREHOUSERANSFER NOTE

Warehouse transfer note is a document that is sent when goods are transferred between warehouses of the same
owner (company) obetween warehouse and business unit where the goods are sold. That means that every movement
of goods on the territory of the Republic of Albania will be recorded and the Tax administration will know about it.

Process itself starts with the request for thew note. Fiscalization is initiated and an XML message is created on the
GFELI &eSNna St SOGNRYAO o0AfttAy3d RSOAOS FyR (KSy aAdySR 4.
itis saved in the database and its IIC is generaX®d/lL message with data is then created and signed and then sent back

to the electronic billing device where it is printed out.

If the message is not valid when CIS receives it, it will be sent back and refiscalized.
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Figure8 ¢ Fiscalization of warehouse transfer note

3.8.1 WAREHOUSE TRANSFERENREQUEST MESSAGE

Field
type

Name

Occurrence
[Min, Max]

Description
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RegisteWTNRequest Root 1,1 Root XML element representing warehouse transfer note request message.
Header Element 1,1 XML element representing header of the note containing data about the message sent.
uuID Attribute 1,1 UUID generated by the TCR.
SendDateTime Attribute 1,1 Date and time of sending the message from a TCR to the CIS.
IsSubsegDeliv Attribute [, 1] Is the request message delivered subsequently?
WTN Element [, 1] XML element representing header of the note containing data about the message sent.
Type Attribute [1,1] Type of WTN.
GroupOfGoods Attribute [1,1] Group of goods.
Transaction Attribute [1,1] Transaction type.
IssudateTime Attribute 1] Date and time of creation of th&/TN
OperatorCode Attribute 1] Reference to the operator who is operating on TCR. Value represents code of the operator.
BusinUni€ode Attribute 1] Code of the business unit in which the note is issued.
SoftCode Attribute [1.1] Code of the software used for WTN issuing.
WTNOrdNum Attribute [1,1] WTN ordinal number.
Unique identifying number of thevarehouse transfer note. It consists of ordinal number of the
WTNNum Attribute [1,1] note and calendar year, without leading zero.
Number of fuel pumpmanifold.
FuelPurpNum Attribute [0,1] Mandatoryif GroupOfGoods equals FUEL
Total price othe WTN without VAT.
TotPriceWoVAT Attribute [0,1] Mandatoryif Typeequals SALE
Total VAT amount.
TotVATAmt Attribute [0.1] Mandatory if Type equals SALE.
Total price of the WTN including VAT
TotPrice Attribute [0.1] Mandatory if Type equals SALE.
VehOwnership Attribute [1,1] Vehicle ownership type.
VehPlates Attribute 1] Plates of the vehicle that will transport the goods.
StartAddr Attribute [1.1] Address of the starting point of transportation.
StartCity Attribute 1] City of the starting point dfransportation.
StartDateTime Attribute [1.1] Date and time of the transport departure from start address.
StartPoint Attribute [1.1] Type of start point.
DestinAddr Attribute 1] Address of destination.
DestinCity Attribute 11 City ofdestination.
DestinDateTime Attribute 11 Expected date when the goods should arrive to its destination.
DestinPoint Attribute [1,1] Type of destination point.
IsGoodsFlammable Attribute [1,1] Are goods flammable or not.
IsEscortRequired Attribute [1,1] Is escort required or not.
PackType Attribute [0,1] Type of packaging.
PackNum Attribute [0,1] Number of packs.
ltemsNum Attribute [0,1] Number of items of goods.
WTNC Attribute [1.1] Warehouse transfer note identification code.
WTNICSignature Attribute 1 Signed warehouse transfer note identification code concatenated parameters.
IsAfterDel Attribute [1.1] Record of afterwards note delivery.
Issuer Element [1.1] XMLelement representing the issuer of tW/TN
NUIS Attribute 1 NUIS of the WTN issuer.
Name Attribute 1 Name of the WTN issuer.
Address Attribute 1 Address of the WTN issuer.
Town Attribute 11 Town of the WTN issuer.
XML element representing tHeuyer of the goods
Bgyer Element [0.1] Mandatory if Type equals SALE.
: NUIS Attribute 1] NUIS of thébuyer of goods.
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3.8.1.1 Header

XML element representing the header of the message.

3.8.1.2 Header UUID

Element generated by the CIS farery message sent to the TCR. It uniquely identifies the message sent to the TCR.
UUID should be constructed according to the RFC4&#&2don 4

Data type string
Length 36 characters
pattern [0 - 9a- fA- FI{8} -[0 - 9a- fA- Fl{4} -[1-5][0 -9a-fA- F|{3} - [89abABJ[0 - 9a-fA- F}{3} -[0-9a-fA- FI{12}

58e0a7d7eebc41d896690800200c9a66
Example 58E0A7DEEB@1D896690800200C9A66

Table131

3.8.1.3 Header SendDateTime

Element represents date artime of sending the response message to the TCR. Date and time should be in ISO 8601
format.

Data type dateTime

Pattern [0-9K4} -[0-9){2} -[0-9){2}T[0 -9}{2k[0 -9J{2k[0 -9K2}+ -][0 -9}{2k[0 -9){2}
201901-24T22:00:58+01:00

Example 201901-24T22:00:581:00

Tablel32

3.8.14 Header IsSubseqDeliv

Element that says if the request message is being delivered subsequently. For example, when an issuer has sent a
YySaal3sS G2 GKS /L{ odzi KS RARYQil NI OSHegme nesdige ad bafgiéa S T N
but only with flag IsSubseqDeliv. This flag is indication for CIS that an Issuer sent the message again.

Data type boolean
Values true, false
Example true
Table133
3.8.1.5 WTN
XML root element representing thetn.
3.8.1.6 WTNType
Thisattribute shows the type ofVTN
Data type string
Values Enumeration, described in the table below.
Example WTN
Tablel34
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Following table shows the list of allowed valueside Type attribute.

Tablel35

3.8.1.7 WTNGroupOfGoods

Thisattribute shows the type ofjoods

Tablel36

Following table shows the list of allowed values ingBteupOfGoodsttribute.

Tablel37

3.8.1.8 WTNTransaction

Thisattribute shows the type ofransaction

Tablel38

Following table shows the list of allowed values indidensactiorattribute.

Table139

3.8.1.9 WTNIssueDateTime

Time and date when th&/TNis created and issued at TCR.
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201901-24T22:00:58+01:00
Example 201901-24T22:00:581:00

Table140
3.8.1.10 WTNOperatorCode

Reference to the operator who is operating on TCR. Value represents code of the operator.

Data type string
Length 10 characters
Pattern [a-Z]{2}[0 -9K3}[a -z}{2}{0 -9{3}
Example ab123ab123
Table141
3.8.1.11 WTNBusinUnitCode

Code of the business unit (premise) in which W@&Nis issued.

Data type string
Length 10 characters
Pattern [a-Z]{2}[0 -9K3}[a -z}{2}{0 - 93}
Example ab123ab123
Table142
3.8.1.12 WTNSoftCode
Code of the software used faWTNissuing.
Data type string
Length 10 characters
Pattern [a-Z]{2}[0 -9K3}a -z}{2}{0 -9{3}
Example ab123ab123
Table143
3.8.1.13  WTNWTNOrdNum

WTNordinal number is a sequence that is assigned to each\WaWMso that theWTNscan be counted. The sequence

is reset at the beginning of each year.

Data type

integer

Constraint

Positive

Example

2

Tablel44

3.8.1.14 WTNWTNNum

WTNnumber composed o'W TNordinal number, year o'WTNissuance WTNordinal number is a sequence that is
assigned to each neW/TNso that theWTNscan be counted. The sequence is reset at the beginning of each year.
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Tablel45

3.8.1.15  WTNFuelPumNum

Number of fuel pumgmanifold.Mandatory field for petrol sector.

Tablel46

3.8.1.16 WTNTotPriceWoVAT

Total amount of theVTNwithout VAT.

Tablel47

3.8.1.17 WTNTotVATAmt

Total amount of VAT (value added tax) which needs to be payed for all groups of items listed\if khis

Tablel48

3.8.1.18 WTNTotPrice

Total price which needs to be payed by the customer for all groups of items listed WitNecluding VAT.

Table149
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Attribute that contains ehicle ownership type.



Tablel50

Following table shows the list of allowed values indigdOwnershittribute.

Tablel51

3.8.1.20 WTNVehPlates

Plates of the vehicle that will carry the goods.

Tablel52

3.8.1.21 WTNStartAddr

Starting address of the transportation.

Tablel53

3.8.1.22 WTNStartCity

City where the transportation started in.

Tablel54

3.8.1.23 WTNStartPoint

Thisattribute shows the type o$tart point

Tablel55

Following table shows the list of allowed values insidgrtPointattribute.
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Table156

3.8.1.24 WTNStartDateTime

Dateand time thetranspottation of goods started

Tablel57

3.8.1.25 WTNDestinAddr

Destination address of the transportation.

Tablel58

3.8.1.26 WTNDestinCity

City where the transportation will end.

Tablel59

3.8.1.27 WTNDestinPoint

Thisattribute shows the type oflestination point

Tablel60

Following table shows the list of allowed values inddasstinPointattribute.

69| 117



Tablel61

3.8.1.28 WTNDestinDateTime

Dateand time thetranspottation of goods expected to arrive at destination

Tablel62

3.8.1.29 WTNIsGoodsFlammable

Is goods flammable or not

Tablel63

3.8.1.30 WTNIsEscortRequired

Isescort for transportation required or not

Tablel64

3.8.1.31 WTNPackType

Type of packaging

Tablel65

3.8.1.32 WTNPackNum

Number of packs.
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Data type integer
Constraint Positive
Example 2
Tablel66
3.8.1.33  WTNItemsNum
Number of items of goods.
Data type integer
Constraint Positive
Example 2
Tablel67
3.8.1.34 WTNWTNC

WTNidentification codewhich is generated by the TCR of the issuer oMHREN This is a unique code for evafyTN

¢tKS O2RS Aa TF2NNX¥SR o0& 02y OFdSyliGdAay3a GKS FAStRa:
description can be foundrithe chapter4.3.2.3

Data type string
Max length 32characters
Pattern [0 - 9a- fA- F|{32}
C701FB4839E7D2C3D8DBC81BBAC06164
Example c701fb4839e7d2c3d8dbc81bbac06164
Table168
3.8.1.35 WTNWTNIGignature

SignedWTN identification codeoncatenated parameters. Further description can be found tin the chap8R.2

Data type string

Max length 512

Pattern [0 - 9a- fA- F]{512}
B2C218486302EC553EE1ABI124E1A14705742E870E8872EF34E63617AB252E189ACDF7A3E3F5C82061FFFF8AC2826A5588596A8807F64BDILIBEAE
87553A62079A2EF9E6E6FOB8DA1038968D2FCB920B580EBF33ACEEDFEAODAA78067F916ADC5D278CC237EFD53A6156 EABAFBE98ASFBIEIIES

Example E5B3805264BBCD085FOABA9BD503A1304E9202D7304FF93541FB7FAA4629EEOBD7ED566F610DCD047721AEAA828DFECA651087CDESAFBSEIRS
E171335A866D7E31F1473BFOC93EBFD994326COFE97ACBBDA722F788EA27B8DIE15ESE7B6EF772AB7534060F2BCAF1C3E82645235C9D1857B07

Table169
3.8.1.36 WTNIsAfterDel

Record of afterward8VTNdelivery. If theWTNis delivered afterwards, the value is true, if it is not, the value is false.

Data type boolean
Values true, false
Example true

Tablel70
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3.8.1.37 WTNIssuer

XML element representing the issuer of ¥A&TN

3.8.1.38  WTNIssuer NUIS

NUIS of thaNVTNissuer.

Tablel71

3.8.1.39 WTNIssuer Name

Name of theWTNissuer.

Tablel72

3.8.1.40 WTNIssuerAddress

Addressof the WTNissuer.

Tablel73

3.8.1.41 WTN Issueifown

Townof the WTNissuer.

Tablel74

3.8.1.42 WTNBuyer

XML element representing theuyerof the goods

3.8.1.43 WTNBuyerNUIS

NUIS of thegoods buyer
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Tablel75

3.8.1.44 WTNBuyerName

Name of thegoods buyer

Tablel76

3.8.1.45 WTNBuyerAddress

Addressof the goods buyer

Tablel77

3.8.1.46 WTN BuyefTown

Townof the goods buyer

Tablel78

3.8.1.47 WTNCarrier

XML element representing thearrier of the goods

3.8.1.48 WTNCarrierIDNum

Carrier of the good&lentification number.

Tablel79
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3.8.1.49 WTN CarrietDType

Carrier of the good&lentification number type.

Table180

Enumeration valuefor the identification number type are listed in table below.

Tablel81

3.8.1.50 WTNCarrierName

Name of thegoods carrier

Tablel82

3.8.1.51 WTNCarrierAddress

Addressof the goods carrier

Tablel83

3.8.1.52 WTN CarrieTown

Townof the goods carrier

Table184

3.8.1.53 WTNItems

XML element representing a list of iterosthe WTN
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3.8.1.54 WTNItems I(ltem)

XML element representing a single item on the list of items.

3.8.1.55 WTNItems | N(Item Name)

Name of theitem.

Table185

3.8.1.56  WTNItems | (Item Code)

Code of the item from the barcode or similar representation. It helps in identification of the product (item).

Tablel86

3.8.1.57  WTNItems | U(ltem Unit of measure)

Unit of measure for specific itempiece, weight, length...

Tablel87

3.8.1.58 Note Items | (Item Quantity)

Amount or number (quantity) of item.

Tablel88

3.8.1.59 WTNItems | PB (Item Price Before VAT)

Pricebefore VAT for the items in this group of items. This is not the unit price of the item. It is the unit price multiplied
by the quantity of items.
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3.8.1.60

Table189

WTNItems | VR (Item VAT Rate)

Rate of value added tax expressed as percentage.

Data type decimal
Pattern -2([1 -9][0 -9]*0) \.[0 -9K2}|0
Example 3.50
Table190
3.8.1.61 WTNItems | PA (Item Price After applying VAT)

Price including VAT fdne items in this group of items.

Data type decimal
Pattern -2([1 -9][0 -91*j0) \.[0 -9}2}j0
Example 3.50

Table191

3.8.2 WAREHOUSE TRANSFERENRESPONSE MESSAGE

Field type Occurrence o
Name ) Description
[Min, Max]
RegisteWtnResponse Element 11, 1] Root XML element representing warehouse transfer note response message.

1d Attribute 1, 1] P'GONROdzGS dzASR F2NJ aA3yl GdzNBE ONBFdGA2Yy FyR @SNATAC
ersion Attribute w1 Attribute used to specify compliance with{ 5 a4 OKSYl ® C2NJ 6 KAa Q@OSNEHA2Y TFAE
Header Element 1 XML element representing generic message data about the response sent.

UuID Attribute 11, 1] UUID generated by a CIS for every note response data message send to the TCR.

RequestUUID Attribute 1 UUID of the request message for which this response message was sent.

SendDateTime Attribute 1 Date and time of sending the note response data message from a CIS to the TCR.

Fiscal warehouse transfer notgentificationcode.
FWTNC Element [1,1] CIS generated verification code that can be used to uniquely identify registered note.
Signature Element 1, 1] XML element with signature.
Table192
3.8.2.1 Header

XML elementepresenting header of the response data message.

3.8.2.2 Header UUID

Element generated by the CIS for every message sent to the TCR. It uniquely identifies the message sent to the TCR.
UUID should be constructed according to the RFC4&&2idon 4

Data type string

Length 36 characters

Pattern [0-9a-fA-F]{8}[0-9a-fA-F]{4}[1-5][0-9a-fA-F]{3}[89abAB][69a-fA-F{3}0-9a-fA-F1{12}
58e0a7d7eebc41d896690800200c9a66

Example 58E0A7DEEBE@1D8966930800200C9A66
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Table193

3.8.2.3 HeaderRequestUUID

Element generated by the TCR and referenced by the CIS. It uniquely identifies the request message for which response
message was sent to the TCR. UUID should be constructed according to the REC=IGA2)

Data type string
Length 36characters
pattern [0-9a-fA-F{8}[0-9a-fA-F]{4}[1-5][0-9a-fA-F|{3}{89abAB][69a-fA-FI{3H0-9a fA-F]{12}

58e0a7d7eebc41d896690800200c9a66
Example 58E0A7DEEBE@1D8966930800200C9A66

Table194

3.8.2.4 Header SendDateTime

Elementrepresents date and time of sending the response message to the TCR. Date and time should be in ISO 8601
format.

Data type dateTime

Pattern [0-9]{4}[0-9}{2H0-9){2} T[09]{2}:[0-9]{2}:[0-9}{2}[+][0-9{2}:[0-9]{2}
201901-24T22:00:58+01:00

Example 201901-24T22:00:581:00

Table195

3.8.2.5 FWTNC

Fiscal warehouse transfer noigentificationcode.Element represents unique number generated by the CIS.

Data type string

Length 36 characters

Pattern [0-9a-fA-F]{8}0-9a-fA-F{4}{1-5][0-9a-fA-F]{3}{89abAB][69a-fA-F{3}[0-9afA-F]{12}
58e0a7d7eebc41d896690800200c9a66

Example 58E0A7DEEB@1D896690800200C9A66

Table196

3.8.2.6 Signature

XML element stores enveloped digital signature described in the chd8et

3.8.3 MANDATORY CONTROLS

Mandatory controls shall be performed on receiv@I'Ns data messages in the CIP system in real time. When any of
the critical controls return a failure, thé&/TNdata message shall not be approved, aWdTRNC shall not be issued.

Upon identifying a critical error, CIS will return an error data message oamgathe error's numeric code and its text
description (see chapte3.9). When errors which the system can interpret as a cydttack are identified, the system
doesnot send any response to the client (the TCR).

The mandatory controls include all the controls from chapter 3.1 and the following:

Control Name Control Description (Error if) Error code
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IssuerR 2 S & y lIssuer doesn't exist in RTP. 52

exist
Issuer status  Issuer is not active in the RTP. 55
invalid
Table197
Error message is defined in chap&®.
3.85.1 Request XML
<SOAPENV:Envelope xmins:SOAP- EN\&"http://schemas.xmlsoap.org/soap/envelope/" >
<SOAPENV:Header/>
<SOAPENV:Body>
<RegisterWTNRequest xmins =" https://eFiskalizimi.tatime.gov.al/FiscalizationService/schema "
xmins:ns2 =" http://www.w3.0rg/2000/09/xmldsig# " Id ="Request" Version ="2" >
<Header IsSubseqDeliv ="false" SendDateTime="2020-03-17T722:57:15+01:00" UUID="a8e6b3d0 - f880 - 4a78- 808b- e17bdfec7f18" />
<WTNBusinUnitCode ="bb123bb123" DestinAddr ="Destination address 1" DestinCity ="Tirana" DestinDateTime ="2020-03-17T22:57:15+01:00"
DestinPoint ="STORE" FuelPumpNum"1234567890" GroupOfGoods="FUEL" IsAfterDel ="false" IsEscortRequired ="false" IsGoodsFlammable="false"
IssueDateTime ="2020- 03- 17722:57:15+01:00" OperatorCode ="0012300123" SoftCode ="ss123ss123" StartAddr ="Start address 1" StartCity ="Tirana"

StartDateTime ="2020-03-17T722:57:15+01:00" StartPoi nt ="WAREHOUSH'ransaction ="SALES" Type="WTN" VehOwnership="OWNER'VehPlates ="12345678"
WTNIG"9D12E86279B71122F0E1A24AAF550869"
WTNICSignature ="27E4E1F4BBFD7D3871600202EA432D82FA059347F22546F0144465937B5FCBAGC73A07710868AD6BB193AF18960915C02964C8E787EBES69EB43CEEY
47D1968031CBE7493FE076AFBFF2D26EC4E116F7BF1ECD85CC962E476FF63A2BFF99EC73DB7CCB4F7C34BC113AA65B209549F38AB830704EA2SBHBFRAFEBE7159C
O0DF6D0561A3B57811A18FB18E25EF002004CEC690075B6BD722DC86BC3D41C2E2CA1A7121237FC84CCA621B213C4861942A9F2F88F6A63A99E DIOFBIBERES82972D86
3691119001962156B636A698BES7E777E71D5C4752D97A49CBAF3326393D41D25A941D3BC1B1B137530B9DCBF2A0AIB6 REASOILA1/2019"  WTNOrdNul" >
<Issuer Address ="Seller address" NUIS="L91806031N" Name"Seller name"  Towrs"Seller town" />
<ltems>
<I C="501234567890" N='Item 1 name" (="4.0" U="piece" />
<| C="501234567890" N="ltem 2 name" (="19.0" W="piece" />

</ltems>
</WTN>
<Signature xmlIns="http://www.w3.0rg/2000/09/xmldsiag# ">
<SignedInfo>
<CanonicalizationMethod Algorithm =" http://www.w3.0rg/2001/10/xml - exc- clan#" />
<SignatureMethod  Algorithm =" http://www.w3.0rg/2001/04/xmldsig - more#rsa - sha256" />
<Reference URI="#Request" >
<Transforms>
<Transform Algorithm =" http://www.w3.0ra/2000/09/xmldsig#enveloped - signature"/>
<Transform Algorithm =" http://www.w3.0ra/2001/10/xml - exc-clan#" />
<[/Transforms>
<DigestMethod  Algorithm =" http://www.w3.0rg/2001/04/xmlenc#sha256 ">
<DigestValue> sLFwbS085PDSO........ tVmUa5a6iNQSnQw#DigestValue>
</Reference>
</Signedinfo>
<SignatureValue> WI0zBay7L1FQeZ........ gF9CTowgxFXVVxdrLIbuw==/SignatureValue>
<KeylInfo>
<X509Data>
<X509Certificate> MIIFCTCCAVGgAWIB....... Z0+ARxdWntdEJL7€X509Certificate>
</X509Data>
</Keylnfo>
</Signature>
</RegisterWTNRequest>

</SOAR ENV:Body>
</SOAR ENV:Envelope>

3.85.2 Response XML

<SOAPENV:Envelope xmins:SOAP- EN\E"http://schemas.xmlsoap.org/soap/envelope/* >
<SOAPENV:Header/>
<SOAPENV:Body>
<ns2:RegisterWTNResponse Id ="Response” Version ="2" xmins:ns2 ="https://eFiskalizimi.tatime.gov.al/FiscalizationService/schema”
xmins:ns3 ="http://www.w3.0rg/2000/09/xmldsig#" >
<ns2:Header RequestUUID="a8e6b3d0 - f880 - 4a78- 808b- e17bdfec7f18" SendDateTime="2020-03-17T723:06:12+01:00" UUID="7056b8c1 - b65b- 482e-
88ac- 00fe5c6ee58a” />
<ns2:FWTNIC56aeb7c6- ebb6- 496e- 8b6a- b6f483546a7d </ns2:FWTNIC>
<Signature  xmins =" http://www.w3.0rg/2000/09/xmldsig# ">
<SignedInfo>
<CanonicalizationMethod Algorithm =" http://www.w3.0rg/2001/10/xml - exc- clan#" />
<SignatureMethod  Algorithm =" http://www.w3.0rg/2001/04/xmldsig - more#rsa - sha256" />
<Reference URI="#Response" >
<Transforms>
<Transform Algorithm =" http://www.w3.0ra/2000/09/xmldsig#enveloped - signature"/>
<Transform Algorithm =" http://www.w3.0rg/2001/10/xml - exc-clan#" />
<[Transforms>
<DigestMethod Algorithm =" http://www.w3.0rg/2001/04/xmlenc#sha256 ">
<DigestValue> A6hoQC1LKYJPw....... iIMPApxSjn8JHk=</DigestValue>
</Reference>
</Signedinfo>
<SignatureValue> LvCJIPrrbjtpjFQWKVEKmeS8tH......... N6fS7KK/1n1tEFi6LmvQ==</SignatureValue>
<KeylInfo>
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<X509Data>
<X509Certificate> MIIFRzZCCBC+gAWIBAgIKQ3usFH...... D+GgzHcFfWiaTGDHt6qiDOCcjSY</X509Certificate>
</X509Data>
</KeylInfo>
</Signature>
</ns2:RegisterWTNResponse>
</SOAR ENV:Body>
</SOAR ENV:Envelope>

3.9 ERROR MESSAS$SE

In case of an error in the process of the request message, an error message is sent as aC&plgrbgr messages
share the same general format which is based on SfallP messageversion 1.land extended withthe code XML
element which represents numeric error code.

3.9.1 XML FORMAT

Occurrence -
Name ) Description
[Min, Max]
fault [1, 1] XML element representing error message.
faultCode 1 XML element representing classerrors.
faultString 1 XML element where the error explanation is written.
detail 1,1 XML element that carries error messages. It can contain multiple child elements.
responseUUID [1, 1] XML element that specifies UUID ofgtlerrorresponse
requestUUID [0, 1] XML element thaspecifiesUUID ofthe request for vhicherror occurredif available
XML element that describes the erneith a numeric code
code [1,1] List of codes can be found in the chap8®.3.
Table198

3.9.1.1 Header

This is an XML root element representing the header of the error message.

3.9.1.2 Header UUID

This is an attribute that uniquely describes the message and gives it the unique ideiotificat

Data type string

Length 36 characters

B [0-9a- fA- FI{8} -[0 - 9a- fA- Fl{4} -[1-5][0 - 9a-fA- F|{3} - [89abAB][0 - 9a- fA-F}{3} -[0-9a-fA- F|{12}
58e0a7d7eebc41d8-96690800200c9a66

Example 58E0A7DEEB&1D896690800200C9A66

Table199

3.9.1.3 Fault

This is an XML element that valbpear only if error happens.

39.14 FaultCode

This is an XML element that representgin oferror that occurred.

Data type string
Constraint Enumeration, described in the table below.
Example Client
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Table200

Enumeration values fahe method of payment are listed in table below.

Value Description
Client Received message was incorrectly formed or contained incorrect information.
Server There was a problem with the server, so the message could not proceed.
Table201
3.9.15 FaultString

This is an XML element that contatestual explanation for error that occurred.

Data type string
Length Undefined
Example Validation failed with digest wrong.
Table202
3.9.1.6 Detall

This is an XML element that carrimsmericerror code

3.9.1.7 Code
¢CKA& Aa I 5S0FAf Qa OKnurheRcerdof cBag Slyhierk eripKdodes aReJisied Mkhe &hapterli K S
3.9.2

Data type int

Length 3

Pattern [1-9][0 -9}{0,2}

Example 21

Table203

3.9.1.8 ResponseUUID
CKA& A& I 5S8S0FAfQa OKAfiRer@m&¥abey iz (KL AaLISOATASE L5

Datatype string

Length 36 characters

Ene [0 - 9a- fA- FJ{8} - [0 - 9a- fA-FJ{4} -[1-5][0 -9a-fA-F}{3} -[89abAB][0 -9a-fA-FK3} -[0-9a-fA-F|{12}

58e0a7d7eebc41d896620800200c9a66
Example 58E0A7DEEBE@1D8966930800200C9A66
Table204

3.9.19 RequestUUID
CKA& A& | 5S0F Af Qa UOIR btheReqiest BiesSagelthat génératdd artolifdvailieA S &

Data type string

Length 36 characters
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EEiiE [0-9a- fA- FI{8} -[0-9a-fA-FI{4} -[1-5][0 - 9a-fA-F|{3} -[89abABJ[0 -9a-fA- F{3} -[0-9a- fA- F[{12}
58e0a7d7eebc41d896690800200c9a66
Example 58E0A7DEEB@1D896630800200CIAE6

Table205
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3.9.2 ERROR CODES

Following table lists the errarodesthat a fiscalization service can return to tmoice issuerl (int&n exhaustive

list.

Error Error _

code . Error description
0 Client | Exception occurred while extracting received XML message during size check.
1 Client | Received XMinessage exceed allowed size.
2 Client : Client time differs from a serv&time by more than allowed timé minutes
10 Client | Exception occurred while extracting received XML message during XML validation against the XSD.
11 Client | Received XML messafggled XSD validation.
20 Client | Exception occurred while extracting received XML message during signature check.
21 Client | Received XML message missing Signature XML element.
22 Client | Received XML message misdieguestXML element.
23 Client | Exception occurred while extracting Signature XML element during signature check.
24 Client : Provided more than one Signature XML element.
25 Client : Signed wrong XML element.
26 Client : Wrong signature method specified.
27 Client | Wrong canonicalizatiomethod specified.
28 Client : Wrong digest method specified.
29 Client : Cryptographic signature wrong.
30 Client : Digest calculation wrong.
31 Client : Overall signature wrong.
32 Client : There are moréeylnfo elements than needed.
33 Client : Certificateprovided is not of X509 type of certificate.
34 Client : Certificate provided is not valid.
35 Client : Certificate is not issued HyAIS
36 Client : Certificate has expired.
37 Client : Compare the NIPT in XML with the NIPT in thefesate
38 Client : Certificate statusevoked
39 Client : Certificate status unknown
40 Client : Invoice amount too largéor cash invoice
41 Client | . dzaAySaa dzyAld O2RS R2SayQi NBFSNBYyOS | OGAQBS o6dzaAyS
42 Client  { 2F (i 6 NB OcdeReficesh@idSof@aie.
43 Client ialtAydFAySNI O2RS R2SayQi NBFSNByOSa | OGABS YIAyldlAy
44 Client : Issuert ! ¢ & (0 I (i czdiespar@tSthedssuerinVAT attribute.
45 Client : ValidFrom cannot be in the past.
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46 Client : ValidTo cannot be in theast.

47 Client : ValidTo cannot be before ValidFrom

48 Client : ActiveTCReannot beupdated

49 Client | Changelate and timedifferences from CESime more thanallowed time inminutes.

50 Client | Cash amountannot be negative faiNITIAloperation

51 Client | Cash amount cannot be zero for INOUT operation.

52 Client | TaxpayeR 2 S &xistinithe Registry of taxpayers.

53 Clent ¢/ w O2RS R2SayQi NBFTSNByOS NBIA&GSN

BR 2N | OGABS ¢/

54 Client : Issuer |IDype must be NUIS.

55 Client : Taxpayer isot active in the Registry of taxpayers

56 Client : Cash deposit with operation INITIAL alreaglyisteredfor a current day.

57 Client : Deactivated TCR cannot be modified.
9xx Server : Internal server exceptions
Table206
<SOAPENV:Envelope xmins:SOAP- EN\E"http://schemas.xmlsoap.org/soap/envelope/" >
<SOAPENV:Header/>
<SOAPENV:Body>
<SOAPENV:Fault>

<faultcode> SOAPENV:CLIENK/faultcode>

<faultstring xml:lang ="en" >Validation failed with digest wrong. </faultstring>

<detail>

<code>30</code>

<request UUID>78dde160- 2b33- 40e4- 98fa - f6a2c34475a3 </request UUID>
<responseUUID>9416dcca- 499a- 4724- 933d- 40d115ea4fc7 </requestUUID>
</detail>
</SOAR ENV:Fault>
</SOAR ENV:Body>
</SOAR ENVEnvelope>
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4. Security

Following chapter describes security principles usgdiscalization service and parties that communicate with it.

4.1 DIGITAL CERTIFICATES

For the purpose of theecuring fiscalization service amentifying clients thatconsumes theservice three types of
certificates shall be issued:

1 Certificate fortransport security with common name *.tatime.gov.al issued to the service.
Used to secure transport between the service and an issuer.
Issued bypublic CAdifferent from NAIS CA
1 Certificate for message security issued to the service.
Used to digitally sigresponse data messages.
Issued by NAIS CA.
91 Certificate for message security issued to an issuer.
Used to digitally sign request data messages and |IC data elements.
Issued by NAIS CA.

A digital certificate for fiscalization purposes is issued byctimapetent authority for issuing digital certificates (CAS).
In the case of the Republic of Albania it is NAIS. A detailed description of the submission of a request for issuing a
digital certificate and obtaining a certificate is (or will have to be) eefim the instructions of NAIS and is not the
subject of this documentatiorCertificatesssued by NAIgill have bllowing certificate authorities:

1 NAIS Root Certification Authorif$elf signed certificate)
o0 NAIS Certification Authority
A NAIS Clas3Cerification Authority

4.2 TRANSPORT SECURITY

To ensure data securignd integrity of the communicatiorbetweenthe issuerandthe srvice,service is usin@ne
way TLS specificallyprotocol versionTLS V1.Servicepresents ecertificateto clientissued by theublic CA different
from NAISCA, and witttcommon name.tatime.gov.al.

4.3 MESSAGBECURW

To ensureunambiguous identification of theaxpayerand to provide unchanged contenéachrequestdata message
and lIGata element igligitallysignedwith a private keyhat is unique pair witlihe validtaxpayer certificateRespong
data messageform the Cl&redigitally signed with a private key that is unique pair with the v@lig certificate.

In most casesthe private key used to digitally sigpquest datamessage and li@ata is the sameAnexception under
this rule is possible if the certificate used at the timdrofial creation of therequestis no longer valid at the time of
resending therequest In that case a private keyfrom valid correspondingcertificate must be used tdigitally sign
requestdata messagebut notthe lICdata elemenf which remainghe same.

Request and response data messages are digitally sapeeading to theXMLSignature Syntax and Processing standard
edition 1.1available ahttps://www.w3.org/TR/xmldsiecore/. Additional description is available in the chap#eB.1

[ICdata element i€reated andligitally signed according to the custamyptographic algorithm described in the chapter
4.3.2
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4.3.1 REQUESANDRESPONSBATA MESSASGE SIGBIIN

Every equest and response data message described in the chapterust contain signature XML element. That
element is generated according toXML Signature Syntax and Processing standard edition 1.1 available at
https://www.w3.org/TR/xmldsiecore/.

Element tosigned is a first and only element inside soap envelope body XML element, with Id equals to Request or
Response, depending on the message direction.

XML digital signature element is created with following options:

Signature type: Envelopebttp://www.w3.0rg/2000/09/xmldsig#envelopegignature
Canonicalization method: C14 Exclushitp://www.w3.0rg/2001/10/xml-exccldn#
Digest method SHA256http://www.w3.0rg/2001/04/xmlenc#sha256

Signing methodRSA SHA25http://www.w3.0rg/2001/04/xmldsigmore#rsasha256

= =4 =4 =4

4.3.2 1ICAND WTNIOATA ELEMENT

IIC Invoice IdentificatiorCodeand WTNIONTN ldentification Codés an alphanumericsecurity code generated by the
issuer which uniquely matches issued invoicer WTNwith an issuer.lt is generatedby concatenating specific
parameters of the invoicer WTNandsigned with a private key of the issuer.

[ICand WTNI®as two purposes:

1. To protectissuer from malicioukird partybecause only théssuerthat generated l1@r WTNIQ@anregenerate
it by sipplyingthe algorithm withthe same parameters and usitige same private key.
2. To verify that issued invoiand WTNSs registered in the CIS.

At the tax administration's request, the taxpayer, based on the same input parameters, must ardd@or WTNIC
equal to that of thenvoiceor WTN

IIC is generated using the followiafgorithmsteps:

1. Concatenatgarameters
2. Calculate digital signatungith SHA256, RSA aREASSRKC1_5padding
3. Calculate digest

4321 Concatenate parameters
IIC is generatelly concatenating following parameters of the invoice:

Issuer NUISChapter3.7.1.5)

Date and time create@Chapter3.7.1.9
Invoice numbe(Chapter3.7.110)
Business unitode(Chapter3.7.1.29
TCR codéChapter3.7.1.13
Softwarecode(Chapter3.7.1.29

Total price(Chapter3.7.1.19

=A =4 =4 -4 -4 -4 -9

WTNIds generated by concatenating following parameters of the invoice:

91 Issuer NUIS (Chaptdr8.1.39
1 Date and time created (Chapt8r8.1.9
1  WTNnumber (ChapteB.8.1.13
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1 Business unit code (Chapte8.1.1)
1 Software code (Chapt&.8.1.13

Before concatenation,lbparametersmustbe convertednto UTF8 encoding Parameters are concatenated with pipe
character UT#B with decimal code 124

For examplefor parameters:

Issuer NUIS12345678I

Date and time created201906-12T17:05:43+02:00
Invoice number9952

Business unitode bb123bb123

TCR codecc123cc123

Softwarecode ss123ss123

Total price99.01

=2 =8 =4 -4 -4 -4 2

Resulted concatenated value is:
112345678R019-06-12T17:05:43+02:00]9952b123bb123cc123ccl12Bss123ss1239.01

4.3.2.2 Calculate digital signature

After the concatenation, resulting valus hashed with SHA256 algorithm and then signed with RSA algoaitioim
AaadzSNDRa LINRGIFGS 1Seo
For example, fovalues:

i Concatenated value:
1123456781]201906-12T17:05:43+02:00]9952|bb123bb123|cc123cc123|ss123s5123|99.01
1 PEMencodedprivatekey:

----- BEGIN RSA PRIVATE KE¥---
MIIEpAIBAAKCAQEA6zORS5ItINYHINVMxIjZtd/KQUyYGlozbnlJ8IWqcEesktRV5FF
HviQZsx2DpyeVQTu/Kel9Xh+Z60Z6t5sADzfYnkwCrshOFhT+01m2PIHalUZhVic
ppnOgXNWfgzW4sTvTyrYk60O1Kxymsx/rck/WRQB1mp68au8mgGMzGukHfL7Wi
U5VD3HIStBXx1MjVW+soN5GUL/rWGaYun6Zsn9aY Y EujbOhKvKDy8nOtNIS69d
piZAkvdh9sYdF1EIgXZhdmZsGURMmM60OcePUPZO/HFKq7RIK6VIXXVI61906t8/
uhul8e0x2VTwbTdpwG4FpdfUTqUDK6cswHOhTQIDAQABAOIBAQCqBWJIuUQL
ULMMIYZwjfAUFpkmdikRTIVZzew4EItubMIFF7SraIMm2sFLoZKOZ8IrOwgalpqcq
GFT8KwTUO4SWDUIC7wbuf7pcEOF1tdmIBE5SKhLozUNRQtFIWHKkRb9z40OI+Zf:
WOmpHbtnr/hTqHHN30j2wD7+MfvemPbcAvu9JLCYUzUZ06gxUwAjyFgéWLa0a
gFBOQOYCc6RsLVOSFXWOM5ghdtgoZvl+ayt4fgz1L3FjAMuXoLEX/778VA92/NZ0
MzQdKTT6B4PmM5s8XrY90hLIsYgKuyR/aoSHC/anSLwO0yJ/5Gis2gmCwo3a7+PlI
LUN7COyFA0GBAPNhgYufTkdod5PqG/SCEE2i6pjk0ZnulUu9f2cmhxnvyChlig2wk
0DWUSGUXWItNF+X7j3X0Zz8FNJcriK7KP2UPDOWP0ZvxZgZEc2TwinVjzjCG
slOw5fFO363hhtX35J92IVZGbN1LploEZgCeS/nBs+9DcRjDoXIIKWfHAOGBAPJr
gSWLVO3gIG1wikXBWCYZUTSzsO6NWixcWPHKTNKVrOifBTK23zuzZ6ggluNgl
64ZwssMolVIyXE01XMPP8io4QidyVEd2n70pjrVcUVYyr9lwKmchmNBfKFMof05
NV29P1AmM1Jqv2EQI5]E/BbBuU9KLIifs2YyGBAN/ZLA0GAVsLsqciZAVVCAFWZJIH
gA37NK5eQja7qgcyUuj9dozxIVNe5ytP8dtrmdVeccNkzm1TgLwYc+UaBS35+gblZN
ONJyEdqsQMoRdo0AX1PuVb369ds4UnEq6yzClgmUTxwhyqp+W6D+B5YwPXIC
kam6JnOIIEK9xgXlaStmBU8CgYB6RwWXVszcOmYuhyC9mygSNix2j6LNpUIEGN
fZYeRBMobvWVRADLznH21Bgu3HDxXJdOg9AXkklkbZSTOURMXKB43VG5Ffk
C3E5V6yLPxvieHsa9B5hIG4BrB6yyGFhvBCQfFWnBOWgUL4tvu0+tmmvCRIO4
5i8JiwKBgQCQHTfRrGakEsqlBG7zP0OQSqo9g5cxL8WzYd0sTs3FDcwCtHgXBE!
O/l+HvRa+y6ZEH6g4pREewTlymfvotmGxVe3f8zrKGR5litvN60ONZuWJgs7Y 1IN
J1sdpMxTtxQQmexsADif+QByCvdeFKE5C3veMLdgS5I6HTMN9k5laA==

----- END RSA PRIVATE KEY---
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